
Abstract 
 
Analysis of block ciphers has been done efficiently on the vulnerability of well known block 
ciphers such as DES and AES and reviewed. There are lots of excellent research work on the 
- 

a) Statistical testing on block ciphers,  
b) The role of key schedules in attack on iterated ciphers,  
c) Automated cryptanalysis on substitution cipher,  
d) SAC randomness test including SPAC and SKAC,  
e) Pattern recognition approach to block cipher identification, and  
f) Many distinct ways of randomness tests.  

After a thorough study of existing works of on cryptanalysis, it is found that though a lot of 
research has been done on cryptanalysis of block ciphers as a whole, but very little attention 
has been given towards the strength analysis of S-boxes of different cryptographic 
algorithms.  

In this proposed research work, S-boxes are analyzed with some novel approaches to measure 
their strength against various types of attacks. Different statistical methods have been used 
with the proposed algorithms to arrive at the conclusions. The major aim of the proposed 
research work is to establish a testing suite for the existing S-boxes with the help of novel 
algorithms. 

Every statistical approach has concentrated on computing p-value and its randomness. This 
research work also targets the p-values but with a different approach. It looks forward to 
make it feasible to cover both linear and differential cryptanalysis approaches. The bit level 
block cipher diffusion and confusion analyses are the key areas covered in this research work. 
The core intension is to establish a standard algorithmic test suite on block ciphers to test 
most of the internationally recognized encryption methods. Both statistical and randomness 
tests have been taken into consideration to develop the suite. 

The approach adopted in this study is first to implement all the standard block ciphers to 
operate on all possible modes of operation, then each of these block ciphers are subjected to 
all possible tests available along with the newly proposed tests. The bit-level block cipher 
diffusion and S-box confusion have been thoroughly analyzed in this research work. 

Initially, a randomly selected 𝑛 bit of block of plaintext (𝑠𝑎𝑦 𝑃) has been used, which is then 
encrypted using the standard encryption methods to produce the corresponding cipher block 
(𝑠𝑎𝑦 𝐶). 

Then, a matrix of size 𝑛 × 𝑛 is produced, where each row of the matrix is say 𝑃 , a new 

plaintext block in itself derived from the original block by flipping the bit at the 𝑖   position  



i.e.  𝑃 [𝑖] = 𝑃 ⊕ 𝑒  where 𝑒  is a zero vector containing 1 at 𝑖   position. 

Each row of the 𝑃  matrix is then fed as input to the underlying cipher to produce the 

corresponding cipher text, which is stored as the 𝑖   row of the 𝐶  matrix of size 𝑛 × 𝑛.  

i.e. 𝐶 [𝑖] = 𝐸(𝑃 [𝑖]) where E() denotes encryption using the underlying block cipher. 

At this point, the scheme proceeds to produce the SAC (Strict Avalanche Criterion) matrix 

(say 𝑋) of size 𝑛 × 𝑛, where 𝑖   row of the matrix is obtained by bit wise addition (modulo 2 
additions) of 𝐶  vector with 𝐶 vector, 

 𝑋[𝑖] = 𝐶 [𝑖] ⊕ 𝐶.  

Then the diffusion-factor is obtained by scanning each column of the 𝑋 matrix. 

Subsequently, all obtained data in connection with the underlying encryption method is 
subjected to statistical analysis. From the generated SAC matrix, 1′𝑠 of each column have 
been calculated to check the vulnerability of the cipher. The appearance of 1′𝑠 has been 
analyzed statistically with the threshold value 𝑛

2 and the vulnerability factor computed 

accordingly. This algorithm has been named as BLDAT test in this research. 

In another approach, the SAC matrix has been used to analyze the confusion of standard S-
boxes. SAC matrices for each of the 8 S-boxes of size 4 × 16 of DES and the lone 16 × 16 
S-box of AES have been implemented and analyzed.  

For the analysis of confusion, SAC matrix includes the original set of input bits and all sets of 
input with every 1-bit alteration of original set of input bits. Individual SAC matrices have 
been generated for every S-box of DES and AES and the occurrences of 1’s in the output 
have been calculated for each column of every S-box.  

Further, the SAC matrix includes the original set of input bits and all sets of input with every 
2-bit alteration of original set of input bits. Individual SAC matrices have been generated for 
every S-box of DES and AES and the occurrences of 1’s in the output bit have been 
calculated for each column of every S-box.  

In the above two methods, the SAC matrices being generated using the set of output bits are 
subsequently  subjected to analysis of frequencies of various avalanche effects, analysis of 
Hamming weights according to the bit position and analysis of Coefficient of Variance. 

Further in the research work, two more approaches have been introduced with the truncated 
differential cryptanalysis and boomerang-style attack on S-boxes of DES and AES. 

In the truncated differential cryptanalysis approach, after generating the outputs of the 
original inputs to the S-boxes, the inputs are divided into two parts of same bit size, say 
𝑃(𝑥 , 𝑥 ). For the both parts of the truncated inputs, new 𝑃(𝑥 , 𝑥 ) was generated by one bit 
alteration in each part and then combined. For the SAC matrix with original output and 
outputs corresponding to the new inputs, the occurrences of 1’s in the output bit has been 
calculated and analyzed for each column of every S-box.  



The Boomerang Attack is one of the trending attacks of the recent times. Boomerang attack 
has been used against well known encryption algorithms. In this research work, boomerang-
style attack has been implemented with the confusion analysis of standard S-boxes of DES 
and AES. In this approach SAC matrix has been generated with output of all possible pair 
combination of original input.   

Finally, the conclusion and recommendation has been drawn with respect to the statistical 
comparison on the confusion and diffusion of cryptographic algorithms. A comparative study 
has been done at the end of the thesis to get a clear view of whole work. It helps to draw the 
conclusion on the security levels of S-boxes with respect to confusion. 

A comparative study of all experimental data for DES and AES has been included here to 
draw the conclusion. 

 


