
Chapter 6: S-Box Confusion Analysis using   
2- Bit Alteration † 
 

his chapter is concerned with methods of test that are capable of analyzing any 
practical block cipher, irrespective of the internal structure. The characteristics of 

the non-linear component of a block cipher, substitution box (S-box), in general, 
defines the security level of that block cipher. The resistance against all cryptanalytical 
techniques may be measured by the structure and characteristics of the S-box(es) of the 
underlying block cipher. This chapter involves one such novel approach for Bit-Level 
Confusion Analysis of S-boxes. The method has been used to test the strengths of S-
boxes of Data Encryption Standard (DES) and Advanced Encryption Standard (AES) 
using Strict Avalanche Criterion (SAC) matrix. 

6.1 Introduction 

Block ciphers such as DES and AES use the idea of substitution and permutation to 
consolidate the security aspect. Nevertheless, there are various attacks on 
cryptographic systems which are very alarming. The understanding of the structure of 
attacks helps cryptanalysts to dig out the reasons behind the structure of cryptographic 
algorithms.  

This chapter proposes a novel technique for the statistical analysis of an S-box by 
analyzing the Strict Avalanche Criterion (SAC) using a 2-bit approach over the single-
bit approach. The approach includes analysis of SAC matrix by changing all possible 
pairs of 2-bit data of the output cipher for every input to S-boxes of DES and AES, and 
computing coefficient of variance, correlation, standard deviation and mean of 
standard deviation. 

6.2 Related Work 

As discussed earlier, the strength of a cipher can be defined by the confusion and 
diffusion properties of the algorithm and its performance depends on the strength of 
the algorithm. The methods used for the measuring the strength using algebraic and 
statistical analyses are further discussed in section 6.2.1. 

6.2.1 Proposed Approach 

                                                             
† This chapter is referenced from the published research paper:  "Implementation of SAC Test for 
Analyzing Confusion in an S-BOX Using a Novel Technique, International Journal of Scientific 
Research in Computer Science Application and Management Studies, Volume 7, Issue 3, ISSN 2319-
1953, Pg: 182, May, 2018". 
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The strength and performance analyses of DES and AES using relationship of 
coefficient of variance, correlation, standard deviation and mean of standard deviation 
has been discussed in the paper titled A Novel Technique for Analyzing Confusion in S-
boxes [74]. This paper comprises the generation of SAC matrix of S-boxes for both 
DES and AES considering every individual bit of original cipher that has been changed 

from 0 𝑡𝑜 1 𝑜𝑟 1 𝑡𝑜 0. Then the occurrences of 1𝑠 for each and every output bit for 
every input element of all S-boxes have been analyzed to draw the conclusion. The 
vulnerability of the output cipher got measured by measuring the avalanche of bit 
change in the output for each input element of S-boxes. 

The study continues to learn different types and aspects of attacks and reasons of 
attacks on block cipher. Crypt-analytic attacks and Implementation attacks are the two 
classes of attack where the first class of attack tries to attack mathematical weaknesses 
in the algorithm, while the second class of attack tries to attack the specific 
implementation of the cipher. 

The paper On the statistical testing of Block Cipher [2] discusses two problems of 
block cipher needed to be solved by the cryptanalyst, and if one of these remains 
unsolved, the block cipher is said to unbreakable. The problems are: 

 To find an algorithm that is distinguishing for given block cipher.  
 To find an algorithm that is key-subset distinguishing for a given block cipher 

and for a given decomposition of the key space. 

The security of block cipher against linear cryptanalysis and the comparison between 

the actual theoretical security and practical security approach have been discussed in 
Provable Security of Block Ciphers against Linear Cryptanalysis: A Mission 

Impossible. An Experimental Review of Practical Security Approach and the Key 

Equivalence Hypothesis in Linear Cryptanalysis by G. Piretand and F.-X. Standaert 

[32]. 

In an experiment presented by Knudsen et al. [3] to evaluate the relevance of use of 
characteristics for arguing the security of a construction, the practical security 
approach is that if the best linear approximation of a given cipher is key-dependent, it 
can be hardly exploited by an actual adversary. 

In New Analysis Methods on Strict Avalanche Criterion of S-box by Phyu Phyu Mar 
and Khin Maung Latt [33], three analysis methods of SAC of S-box have been 
proposed: 

 Analysis of the frequency of various hamming weights (Avalanche Effect).  
 Analysis of the frequency of various differential values Y (Completeness). 
 Analysis of hamming weight is according to the bit position (Strong S-box).  

Igil VERGL, Melek D. YCEL [34] defined and concluded the relative avalanche error, 
𝜖 , and relative SAC error, 𝜖  , which indicate how close a randomly chosen S-
box  satisfies the mentioned criteria of AVAL and SAC, respectively. They obtained 
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Figure 6.1: Substitution Permutation Network 
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Figure 6.2: Rounds of Feistel Cipher 
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where 

𝑊 𝑎 =  𝑎

  ∈{ , }

                                                                                     (2) 

is the total change in the 𝑗  avalanche variable, 𝑎 , computed over the whole 

input of size 2 . 

6.3.2.1 Strict Avalanche Criterion (SAC) 

Webster and Tavares in “On the Design of S-boxes” [7] defined completeness and 
avalanche properties into the Strict Avalanche Criterion (SAC). An S-box satisfies 
the SAC if 

1

2
𝑊 𝑎 =

1

2
                                                                                                          (3) 

Avalanche Effect: The function 𝑓: ℤ →  ℤ , proposed by Feistel [39], defines the 
avalanche effect if and only if  

𝑤𝑡 𝑓(𝑋)⨁𝑓(𝑋⨁𝐶 ) = 𝑚2                                                                        (4)

∈ℤ

 

for all 𝑖(1 < 𝑖 < 𝑛). 

6.4 Proposed Method 

[48] A 2-Bit approach to analyze confusion in S-boxes using SAC has been 

proposed here. This proposed method will be compared with the conclusion of bit-

level confusion analysis of S-box [1]. The steps involved include: 

 Analysis of frequency of various avalanche effects from generated SAC 

using 2-bit approach. 

 Analysis of Hamming weight according to bit position from generated 

SAC using 2-bit approach. 

 Analysis of Coefficient of Variance of generated SAC using 2-bit 

approach. 

 Analysis of frequency of various differential values from generated SAC 

using 2-bit approach. 

 
6.4.1 Proposed Algorithm 

Algorithm – A 2-Bit Approach Confusion Analysis of S-Box 

Input: S-box with length 𝑛, where 𝑛 is the number of bits. 



Step1: Choose a random number 𝑃 ∈ ℤ . Find the corresponding output value of 

S-box: 

𝐶 = 𝑆(𝑃) 

Step2: Change the𝑃 ′𝑠 to find their corresponding output values, 𝐶 ′𝑠. 𝑃  is the new 

𝑃 by altering 𝑖  𝑎𝑛𝑑 𝑗  bits to their complements. 

Step3: 𝑋 = 𝐶 ⊗ 𝐶 is included in the 𝑖  row of a matrix of size 𝑥 × 𝑦, where 𝑥 is 

the number of bits of 𝑃 and 𝑦 is the number of bits of 𝐶. 

Step4: Find the count of 1s in each column of generated SAC matrix. 

For every 𝑛 bits in the block cipher and every time consecutive two bits have been 

changed and the Hamming Distance (H) is 𝐻(𝑃, 𝑃 [𝑖𝑗] = 1). The proposed test 

finds the count of change in bits for every 𝑛 newly generated S-box output by 

comparing with the original S-box output. Ideally, each bit should change for 𝑛 2 

times and if a bit has changed with very high or low frequency then it may be 

attack prone. The count of bit change is the vulnerability factor of the bit and high 

or low vulnerability motivates attackers to attack the area. The time complexity 

for, both, generating the 𝑋 matrix and determination of the bit-vulnerability 

is 𝑂(𝑛 ) , so the overall time complexity of the algorithm is 𝑂(𝑛 ). 

6.5 Experimental Results 

6.5.1 Coefficient of Variance Analysis of Generated SAC of S-box of DES 

A SAC matrix has been generated for every possible input to every S-box of DES. 

Using the proposed algorithm, 1𝑠 of every column of output of S-boxes have been 

counted. The term V-vector (Vulnerability factor) has been used for the sum of 1s 

in every column for all 64 possible inputs and corresponding outputs of the 8 S-

boxes of DES. Some of the generated SAC matrices have been given as examples 

in Table 6.1.0 and Table 6.2.0, and are compared with the tables which are 

generated using 1-bit alteration method, viz. Table 6.1.1 and Table 6.2.1. 

SAC Matrix of Input – 0 
1 1 1 0 
1 0 1 0 
1 0 1 0 
1 0 1 0 
1 0 1 0 
1 1 1 0 

V-vector of Input – 0 
6 2 6 0 

 

SAC Matrix of Input - 0 
1 0 1 0 
1 1 0 1 
1 1 0 0 
0 0 1 1 
1 0 1 0 
1 1 1 0 

V-vector of Input - 0 
5 3 4 2 

 



Table 6.1.0. SAC Matrix of Input 0 of S
2-bit Alteration 

6.5.1.1 Experimental Results for DES S

The experimental results of proposed test on Data Encryption Standard (DES) 
boxes are given in Table 6

SAC Matrix of Input 

1 1 0

1 1 1

1 1 1

1 1 1

1 1 1

1 1 1

V-vector of Input 

6 6 5
 

Table 6.2.0. SAC Matrix of Input 0 of S
using 2-bit Alteration

 
S-box# Observed Mean

0 3.007813 

1 3.039063 

2 3.015625 

3 2.992188 

4 2.980469 

5 3.078125 

6 3.03125 

7 3 
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Table 6.1.1. SAC Matrix of Input 0 of S
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1.1 Experimental Results for DES S-boxes 

The experimental results of proposed test on Data Encryption Standard (DES) 
6.3 

SAC Matrix of Input – 0 

0 0 

1 0 

1 0 

1 0 

1 0 

1 1 

vector of Input – 0 

5 1 

SAC Matrix of Input 

1 1 1 

0 1 1 

1 0 0 

0 1 1 

1 1 1 

1 1 0 

V-vector of Input –

4 5 4 
 

Table 6.2.0. SAC Matrix of Input 0 of S-box 1 
bit Alteration 

Table 6.2.1. SAC Matrix of Input 0 o
using 1-bit Alteration

Observed Mean Variance Standard Deviation Coefficient of Variance

1.648376 1.283891 0.426852

1.264099 1.124322 0.369957

1.140381 1.067886 0.354118

1.281189 1.131896 0.378284

1.698837 1.303395 0.437312

1.384521 1.176657 0.382264

1.499023 1.224346 0.403908

1.648438 1.283915 0.427972

Table 6.3.  Experimental Results of DES S-boxes 

The column graph analysis of co-variance (CV) and standard deviation (SD) for 

box of DES is shown in Figure 6.3 and Figure 6.4, respectively. 

6.3: Analysis of Co-variance (CV) for S-boxes of DES
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The experimental results of proposed test on Data Encryption Standard (DES) [30] S-

SAC Matrix of Input – 0 

1 

0 

1 

1 

0 

0 

– 0 

3 

Table 6.2.1. SAC Matrix of Input 0 of S-box 1 
bit Alteration 

Coefficient of Variance 

0.426852 

0.369957 

0.354118 

.378284 

0.437312 

0.382264 

0.403908 

0.427972 
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boxes of DES 



Figure 6.4: Analysis of Standard Deviation (SD) for S
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6.4: Analysis of Standard Deviation (SD) for S-boxes of DES

The comparison line graph of Coefficient of Variance (CV) and Standard 

ation (SD) for DES is shown in figure 6.5. 

6.5: Comparison Analysis of SD and CV for S-boxes of DES

Coefficient of Variance Analysis of Generated SAC of S-box of DES 

Using the proposed algorithm, 1𝑠 of every column of every output of SAC matrix 

generated from every possible input to the only S-box of AES have been counted. 

Some of the generated SAC matrices have been given as examples in Table 

.5.0, and are compared with the tables which are generated using 

alteration method, viz. Table 6.4.1 and Table 6.5.1. 
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Input : 11000011 
Original Output : 00101110 

1 0 0 0 0 1 0 0 

1 1 1 1 0 1 0 1 

1 1 1 1 0 0 1 0 

0 1 0 0 0 1 1 0 

0 1 1 1 0 1 0 1 

0 1 0 1 1 0 0 1 

0 1 0 0 0 1 0 1 

V-vector of input 11000011 

3 6 3 4 1 5 2 4 

 
Table 6.4.0.  SAC Matrix of input 11000011 to AES S-box using 2-bit Alteration 

Input : 11000011 
Original Output : 00101110 

1 1 1 0 0 1 0 1 

0 0 0 1 0 0 1 1 

1 1 1 0 1 1 1 0 

1 0 0 1 1 0 0 1 

1 1 1 0 0 0 0 0 

0 0 1 1 1 0 0 1 

1 0 0 0 0 1 1 1 

1 1 0 1 1 0 1 0 

V-vector of input 11000011 

6 4 4 4 4 3 4 5 

Table 6.4.1.  SAC Matrix of input 11000011 to AES S-box using 1-bit Alteration 

Input : 10101010 
Original Output : 10101100 

1 1 1 1 1 1 0 1 

1 0 0 0 1 0 1 1 

0 1 0 0 0 1 1 1 

1 1 0 0 1 0 0 0 

1 1 0 1 1 0 1 1 

0 1 1 0 1 1 1 0 

0 0 1 0 1 1 0 0 

V-vector of input 10101010 

4 5 3 2 6 4 4 4 
 

Table 6.5.0.  SAC Matrix of input 10101010 to AES S-box using 2-bit Alteration 

 

 



Input : 10101010 
Original Output : 10101100 

0 0 0 1 1 0 1 0 

0 1 1 1 1 0 0 0 

1 0 0 0 0 0 0 1 

0 0 0 0 1 0 1 1 

1 1 0 0 0 1 0 1 

0 0 0 1 1 0 1 1 

0 0 1 1 1 1 0 1 

1 0 0 1 1 1 0 1 

V-vector of input 10101010 

3 2 2 5 6 3 3 6 

Table 6.5.1.  SAC Matrix of input 10101010 to AES S-box using 1-bit Alteration 

6.5.2.1 Experimental Results for AES S-box 

The experimental results of the proposed test on the Advanced Encryption 

Standard (AES) [31] S-box are given in the Table 6.6. 

Input Observed 

Mean 

Variance Standard 

Deviation 

Coefficient 

of Variance 

(195)  3.5 2.5 1.5 0.428571 

(170)  4 1.25 1.118034 0.279508 

(204)  3.625 1.734375 1.316957 0.363298 

(105)  4.125 1.859375 1.363589 0.330567 

(45)  2.875 1.859375 1.363589 0.474292 

(210)  3.625 1.234375 1.111024 0.306489 

 
Table 6.6.  Experimental Results of AES S-box 

The column graph analysis of co-variance (CV) and standard deviation (SD) for 

the S-box of AES is shown in figure 6.6 and figure 6.7, respectively. 
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The comparison line graph of Coefficient of Variance (CV) and Standard 

Deviation (SD) for AES is shown in 

Figure 6.8: Comparison Analysis of (SD) and (CV) for the S

6.6 Discussion 

The outputs corresponding to every possible input to every S
numbers of randomly chosen inputs to the single S
using proposed algorithm and coefficient of variance has been calculated as a 
statistical measure of dispersion of data point in a data series around the mean. The 
coefficient of variance (CV) = Standard Deviation / Mean.

The coefficient of variance in case of S
which is around the lower end of 
perform mostly well with respect to the proposed test.

For the S-box of AES, on the other hand, the obtained result varies from 0.2 to 0.4 
which is also lower end of the spectrum, which indicates that the perf
box of AES is also pretty well with respect to the proposed test.

6.7 Conclusions 

The cryptographic strength of a block cipher can be measured using two 
fundamental aspects, confusion and diffusion. There exist many methods to test 
diffusion and confusion characteristics of cryptographic algorithms. In Chapter 5, 
the confusion characteristics has been measured by altering every 1
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The comparison line graph of Coefficient of Variance (CV) and Standard 

Deviation (SD) for AES is shown in figure. 6.8. 

6.8: Comparison Analysis of (SD) and (CV) for the S-box of AES

The outputs corresponding to every possible input to every S-box of DES and six 
of randomly chosen inputs to the single S-box of AES have been computed 

using proposed algorithm and coefficient of variance has been calculated as a 
atistical measure of dispersion of data point in a data series around the mean. The 

coefficient of variance (CV) = Standard Deviation / Mean. 

The coefficient of variance in case of S-boxes of DES ranges between 0.3 and 0.4 
which is around the lower end of the spectrum and indicates that S-boxes of DES 
perform mostly well with respect to the proposed test. 

box of AES, on the other hand, the obtained result varies from 0.2 to 0.4 
which is also lower end of the spectrum, which indicates that the performance of the S
box of AES is also pretty well with respect to the proposed test. 

The cryptographic strength of a block cipher can be measured using two 
fundamental aspects, confusion and diffusion. There exist many methods to test 

on and confusion characteristics of cryptographic algorithms. In Chapter 5, 
the confusion characteristics has been measured by altering every 1-bit of all 
possible original inputs and SAC matrices have been generated for S-
DES and AES. The occurrence of 1s in every column has been statistically 
analyzed. In this proposed method, the confusion characteristics are also measured 
by generating SAC matrices for S-boxes of DES and AES by altering 2-bits of all 
possible original inputs. The statistical analysis using the proposed method shows 
good comparative results and will serve very well to analyze the confusion 
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characteristics. This method may be included as a part of a comprehensive test 
suite for analyzing the cryptographic strength of a block cipher. 

In future, the analysis of the strength of block ciphers against cryptographic 
attacks may be extended to parity analysis for all possible inputs to S-boxes of 
DES and AES. Analyses to explore strength of the S-boxes of DES and AES 
against the Boomerang Attack or Related-Key Boomerang attack are in the 
pipeline. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


