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CHAPTER 6 

 

OUTSTANDING FACETS, DIMENSIONS AND CURRENT 

TRENDS OF RIGHT TO PRIVACY IN U.S.A., U.K. AND INDIA :  

A COMPARATIVE ANALYSIS  

 

6.1. Prologue 

 The idea of Privacy is culminated into the concept of Freedom. Various 

jurists have opined that, Privacy means freedom from unauthorised interference into 

one’s private life. It means, everyone has and should have the freedom to enjoy his 

or her private life according to his or her wishes. In this sense, everyone’s private 

life is free from outside interference or outside control. Again, this idea projects the 

views that, Privacy is freedom from outside control, which idea also relates the term 

‘Privacy’ with the term ‘Control’. ‘Control’ is something, which is opposite to 

freedom or independence. It means that, if an individual’s life is controlled by other 

individuals or by the society, then that individual cannot be called a free or 

independent individual. As such, if an individual is not free or independent, then the 

individual cannot achieve the fundamental rights, which he or she is entitled to 

achieve. In that situation, it is not possible for that particular individual to enjoy his 

or her Right to Privacy also. In this sense, all these situations are interrelated and 

dependent on one another. Therefore, enjoyment of Privacy is impossible in the 

environment of absence of individual freedom. 

 Again, the freedom from outside control or interference does not exist alone; 

it is and should always be coupled with the term ‘Unauthorised Interference’. It 

means that, everyone should enjoy freedom in his or her private or personal life 

from any unauthorised outside interference. It is also necessary that, interference or 

control should always be coupled with the term ‘unauthorised’ and any interference, 

which is unauthorised, is prohibited. As such, unauthorised interference is not 

allowed in the individual life, but the interference, which is authorised, is allowed. 

Here, ‘authorised’ obviously means, ‘authorised by law’ and these terms project 

towards the idea of established legal principles or the procedure established by law. 
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In the ultimate analysis, it is found that, the individual life is free from unauthorised 

interference only and such freedom can be taken away by way of authorised 

interference made by any established legal system or procedure established by law. 

Therefore, individual freedom is not absolute and always subjected to law and legal 

control. 

 A further analysis in this respect, provides the idea that, though every 

individual is entitled to enjoy his or her Right to Privacy, but it is not an absolute 

right and it can be curtailed by authorised legal principles or procedure established 

by law. As such, Right to Privacy is not an absolute right and legal control can be 

imposed on it. But, one thing should be remembered here that, the procedure for 

taking away Right to Privacy or any other freedom should be an established legal 

procedure and nothing else. In this sense, it can be curtailed only by the established 

legal procedure and not otherwise. Now, the term ‘established legal procedure’ also 

needs some explanation. As such, ‘established legal procedure’ means, not only any 

procedure established by law, but also a just, fair and reasonable procedure. More 

specifically, it can be said that, any written or customary law does not have the 

power to take away individual freedom and as such to do so, the law must be just, 

fair and reasonable, which again means, the law should act according to the 

principles of natural justice only. Therefore, the ultimate analysis provides the idea 

that, individual freedom or Right to Privacy can be curtailed by just, fair and 

reasonable legal procedure acted in accordance with the principles of natural justice. 

 Hence, limitations or restrictions can be imposed on this right only by 

following just, fair and reasonable procedure. As such, the limitations or restrictions 

imposed in this respect should be reasonable restrictions and unreasonable 

restrictions are not permitted by law. It means that, there should be some specific 

reasons owing to which the restrictions can be imposed and not otherwise. More 

specifically, these reasons should include the interests of other individuals and the 

interests of the society or the general public interest. Therefore, individual freedom 

or Right to Privacy can be curtailed only in the larger public interest or for the public 

benefit, which is also a social interest.  The main reason for imposing restrictions on 

Right to Privacy should be the reason of social interest. Social interest is above all 

and for the protection of social interest, any individual freedom or right or even a 
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liberty can be curtailed. Therefore, individual Right to Privacy can also be curtailed 

for the protection of social interest. 

 Right to Privacy is an individual freedom and also a part of individual 

liberty, because it is coupled with the Right to live with Human Dignity, which is 

also a basic human right. Due to this importance imposed on Right to Privacy, it is 

not easy to restrict or limit this right. The main reason behind this is that, no human 

being can exist without human dignity, which is must for their existence and absence 

of it means, mere animal existence. Therefore, guarantee of individual Right to 

Privacy is obvious in a civilized human society, without which the very structure of 

a civilized society will be broken. But, the protection of social interest should also 

be upheld; otherwise a civil society would suffer from oppression, tyranny and 

injustice. As such, it is most important to create a balance between the Individual 

Privacy or individual freedom and social interests in every civilized human society. 

In fact, Creation of such balance is the core of every civil society, which each and 

every civil society should strive to establish. The very basis of a civilized human 

society lies in this balance. Therefore, every civil society should try to create a 

balance between Individual Privacy and larger social interest for the peaceful co-

existence of each and every individual in the civil society. 

 In a modern and complex social life, various threats to Privacy have been 

emerged due to the advancement of Information and Communication Technology. 

Along with that, two new essential attributes of democratic civil society have come 

into being - Freedom of Information and Publicity. Publicity and Freedom of 

Information, both are having equal importance in human lives like the Right to 

Privacy. As Privacy is necessary to enjoy individual freedom, Freedom of 

Information is necessary to enjoy social freedom. If Freedom of Information is not 

guaranteed in a civilized society, individuals cannot raise objection against 

unreasonable government actions. Therefore, every individual is entitled to the 

Freedom of Information as a Fundamental Right in a democratic civil society to 

keep check upon immoral and unreasonable executive and administrative actions. In 

this sense, Freedom of Information should be made available to criticise the 

executive decisions, parliamentary debates and government records. If this right is 

not available, then it is not possible for the citizens of a country to adjudge any 
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government action running detrimental to the society. As such, Right to Freedom of 

Information should be available for the protection of larger social interest.  

 Again, Right to Freedom of Information gives birth to another aspect of 

Right to Privacy, called ‘Data Privacy’ or ‘Information Privacy’. It means the 

secrecy of Personal Data or Information. A huge amount of personal data are kept in 

the form of Government records, like the call records of telephone users in the 

Telephone Department, personal details and tax records of the property holders in 

the Municipal Corporation, personal and land revenue details of the land owners in 

the Land Revenue Department, consumer details of the electricity users in the 

Electric Supply Corporation of State Electricity Boards etc. Similarly, a huge 

amount of personal data are also stored in the databases of various private 

organisations, like call records and personal details of the mobile users with the 

Mobile Service Providers, personal details of the internet users with the Internet 

Service Providers, Consumer details after purchasing different products etc. 

Moreover, a huge amount of database is also maintained by the Banks, Insurance 

Companies, Credit Card Companies and other Non-Banking Financial Institutions. 

These personal databases of the individual human beings should be kept secret and 

any information therefrom should not be shared with anyone without lawful 

justification, otherwise there is a chance of loss of Data Privacy of the individual 

persons. 

 Protection of Data Privacy of the individual persons is utmost important, 

because it comes in conflict directly with the Right to Freedom of Information. 

Information regarding the personal data is sought in many cases, during the judicial 

or administrative proceedings, which should be provided in the larger public 

interest. But, in this respect, it should be kept in mind that, those information should 

be provided on reasonable grounds only and should not be provided to anyone at 

anytime. As such, unreasonable and unregulated flow of information should be 

prohibited for the sake of the individual right to Data Privacy. In this sense, Right to 

Information and Right to Data Privacy come into conflict with one another, which 

should be resolved by creating a balance between the two. Though Right to 

Information should be upheld over the Right to Privacy in the public interest, but it 

should always be remembered that, the personal data of individuals should not be 
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disclosed without public interest. For this purpose, it should be determined first, 

what is public interest and what kind of information could be disclosed in the public 

interest. 

 In this atmosphere, another right comes into picture, the Right to Publicity. 

Right to Publicity over the print and electronic media is part and parcel of the 

fundamental right to freedom of speech and expression. Publicity of the public 

activities of the celebrities and political leaders is necessary in the general public 

interest, which is also required to comply with the Right to Information of the 

general public. Publicity of the court proceedings before the print and electronic 

media is also another important aspect. But, in this respect, it should be remembered 

that, publicity of the private lives of the celebrities and political leaders does not 

come under the Right to Information of the general public. In the present day 

society, those practices have been increased by way of investigative and yellow 

journalism including long lens photography. These practices would amount to the 

violation of Right to Privacy of celebrities and political leaders. Not only may that, 

in many cases, these activities cause loss of life or property of those persons. Death 

of Lady Diana by accident is the biggest example of similar practices. Even the 

publicity of court proceedings may create loss or destruction of evidences in many 

cases. Therefore, unreasonable and unregulated publicity about the individuals or 

incidents should be prohibited for the protection of Right to Privacy of individuals. 

On the contrary, not only there occurs violation of Right to Privacy, but also the 

Right to life and human dignity of the individuals are threatened, which ultimately, 

destroys the peaceful structure of a democratic civil society. Hence, the protection of 

Privacy should be upheld over the Publicity. 

 Privacy, Freedom of Information and Publicity, these are the three essential 

attributes of a modern democratic society and the peaceful co-existence of a modern 

democracy depends upon the creation of a balance between the three. As such, every 

modern society has tried to protect these three rights by enacting legislations in this 

respect. At present, a number of modern countries are engaged in making laws 

covering these areas and they have either incorporated these provisions in their 

national Constitutions or they have enacted national legislations in this respect. 

Moreover, the Countries are trying to provide comprehensive protection to these 
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rights by way of judicial intervention into the matters. Those aspects have already 

been discussed in the previous two Chapters with respect to the countries of U.S.A., 

U.K. and India. These Common Law countries have also dealt with the dichotomy 

of Privacy and Freedom of Information along with Publicity. This Chapter will 

morefully concentrate on this issue along with other contemporary issues and 

comparative analysis of Right to Privacy in these three countries. 

6.2. Outstanding Facets and Dimensions of Right to Privacy 

 In the contemporary social scenario, a number of problems have been 

cropped up relating to various aspects of Right to Privacy which are closely 

associated with modern social life. In the present day society, human beings are 

subjected to various new habits and tastes owing to the social change, which have 

created either threats on Right to Privacy or on human life and dignity. Such 

problems have also given birth to many new dimensions of Right to Privacy, which 

are non-existent in the previous century. Those are generally called the outstanding 

facets of Right to Privacy, because without addressing to those threats and 

challenges, any discussion on Right to Privacy would remain incomplete. More 

specifically, those areas are Privacy vs. Private Life, Privacy of Women, Privacy of 

Children, Privacy vs. Scientific and Technological Developments as well as Data 

and Information Privacy. Next part of the study will dwell upon the conceptual 

perspectives, problem areas, legislative and judicial developments of those issues as 

well as will try to provide a comparative analysis of the same with respect to U.S.A., 

U.K. and India.     

6.2.1. Privacy versus Private Life  

 Privacy and Private Life are two different ideas, but there are certain 

similarities between them. Before distinguishing between them, it is necessary to 

provide a clear idea of these two concepts.  

6.2.1.1. What is Privacy  

 Privacy is a state of affairs wherein an individual wants to live alone, might 

be in a place of solitude or seclusion or might be in front of everybody or in a public 

environment. In this sense, Privacy is a situation, when an individual wants 

seclusion from others, may be physically or mentally. A person may have Physical 

Privacy, when he or she lives a secluded life in the Privacy of home. On the 
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contrary, a person may have Mental Privacy, when he or she enjoys Privacy, while 

living among others or in a public sphere. In that case, the person may not have the 

Physical Privacy, but he or she may have the Mental Privacy by not sharing the 

personal information with others or maintaining reserveness. Privacy may be 

acquired by meditation or concentration and Privacy is required for physical, mental, 

environmental, intellectual or spiritual development of a human being. The state of 

affairs, called Privacy, is required for the development of human brain as well as the 

human mind.   

 Right to Privacy means the right to enjoy the state of affairs, called Privacy. 

Logically and practically, ‘Privacy’ differs significantly from the ‘Right to Privacy’. 

Privacy is a state of affairs or a condition of life. Consequently, a person may have a 

large amount of Privacy without having opted for it. In that case he or she may have 

the right to choose it. On the contrary, a person who needs Privacy or would like to 

choose it, may not have the right to choose it. Even that person may not be in a 

position to enjoy the state of affairs called ‘Privacy’. Therefore, ‘Right to Privacy’ is 

the right to choose and enjoy the ‘condition of life’, called ‘Privacy’. Right to 

Privacy is the creation of social structure, conventions and legal policy. Therefore, 

‘Right to Privacy’ came into being only after the establishment of civilized society, 

whereas the state of affairs called ‘Privacy’ was there since the inception of human 

kind. ‘Right to Privacy’ may try to protect the state of affairs called ‘Privacy’, but it 

cannot always determine the claims to choose where, when and how one will have 

Privacy. Most important point of distinction between the two is that, ‘Privacy’, 

being a state of affairs, can never be created or destroyed by human being; it is a 

creation of nature and not of law. On the other hand, ‘Right to Privacy’ is the 

creation of established legal system and based on principles of law, which are 

created by human beings. ‘Right to Privacy’ is the brain-child of man. Hence, ‘Right 

to Privacy’ can be created and destroyed by human beings.  

 Therefore, Privacy is a state of affairs, the protection and enjoyment of 

which is determined by the Right to Privacy in a civilized human society. But, the 

recognition of Privacy as a human right alone cannot determine the peaceful 

enjoyment of this right; rather something more is required in this respect. The basic 

postulates of Privacy as well as the functions of Privacy in a civilised human society 
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are utmost important for the full enjoyment of this right, because these are the social 

conditions which have the power to create favourable conditions towards the 

enjoyment of Privacy by an individual human being. Last but not the least, an 

individual should have the freedom to control the flow of information about oneself 

in a modern society. If the social situations are favourable in this respect, then only 

the guarantee of the Right to Privacy becomes fruitful.  

6.2.1.2. What is Private Life  

 Private Life is the personal life of an individual human being as against the 

Public Life. Private Life is that part of the life of an individual, where he either 

enjoys total seclusion from others or enjoys small group intimacy or remains 

anonymous among public or enjoys freedom to maintain reserve in public. In this 

sense, the basic postulates of Privacy – Solitude, Intimacy, Anonymity and Reserve, 

all are applicable to Private Life. Private life also includes the Family Life or the life 

with friends and relatives. Private Life may be of any type, but it should not be 

public or professional life of a person. It may be the life inside or outside the home, 

but it should be a life, where a person works for his personal gain or pleasure or to 

serve the family or personal relations and not for any public service or under 

compulsion of any professional duty. Therefore, Private Life is the personal and 

family oriented life of an individual outside the public or professional life.  

 Different authors as well as jurists have tried to define Private Life in 

different manner. Some of which are discussed hereunder.  

6.2.1.2.1. Definition by French Jurists : Absence of Concreteness  

 Though various jurists have tried to define the ‘Private Life’, but no concise 

and exhaustive definition has been found. In this respect, the attempts taken by the 

French jurists are noteworthy. Some of those definitions are stated below:-  

(i) Martin  

 According to Martin, Private Life is “a person’s family and personal life, his 

intimate, spiritual life, the life he lives at home with the door shut”.1  

 

 

                                                           
1 Martin, ‘Le secret de la vie privée’, Rec.tr.dr.civ., 1959, p.230. 
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(ii) Carbonnier  

 According to Carbonnier, “this is a moral freedom : it is the individual’s 

right to ‘a private sphere of life from which he has the power to exclude others . . . 

the right to respect for the private nature of his person . . . the right to be left in 

peace’.”2  

(iii) Badinter  

 When the authors have failed to define the Right to Private Life in concrete 

sense of the term, they have tried to define it by way of distinguishing it with the 

Public Life. According to those authors, Private Life is everything which is not the 

Public Life. Badinter is the supporter of this view. He has defined ‘Private Life’ as 

follows:-   

  “At first sight (observes Badinter) this would appear to be merely 

shifting the problem, with nothing gained . . .  But apart from the fact that the 

limits of Public Life, which is more restricted, appear easier to determine, this 

negative definition has the advantage of concentrating attention on the primacy 

of the private life as something closed to indiscreet intrusion and the common 

lot of man, whereas the rest, that is to say public life, is open to the curiosity of 

all and constitutes the exception”.3  

 

 Therefore, these French Jurists have tried to define this right as a private 

sphere of life excluded from the jurisdiction of others, just opposite to the public 

life, which is subjected to the curiosity and surveillance by others.   

(iv) Lindon  

 According to Lindon, “although the concept of private life is clearly relative, 

depending as it does both on current manners and customs and on the individual’s 

circumstances, ‘it seems that there is nevertheless an area of private life entitled to 

special protection, which comprises essentially, in an unusual injunction, the 

interests of the other members of the family, a person’s own likeness, the privacy of 

his family life and love life and his personal fortune’.”4  

                                                           
2 Carbonnier, Droit Civil, Vol. I, 1965, p.239. 
3 Badinter, J. C. P., 1968, No.2136, para.12. 
4 Lindon, J. C. P., 1965, Vol. I, No.1887.  
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 Lindon has also compared this idea with the list suggested by Vandenberghe, 

for whom private life covers a person’s love life, marriage, divorce, friendships, 

illnesses, religion and leisure activities.5  

 Therefore, Lindon has considered the private life as a relative concept 

combining one’s personal interests and the interests of the family including the 

Privacy of family life and love life. The question of relativity comes here, because 

according to Lindon, private life does not mean one’s personal interests or likeness 

only, it also includes the family life and interests of the family members of that 

person. Sometimes, personal interests of an individual may be sacrificed for the 

fulfilment of the family interests, but that is not the part of public life, rather a very 

much part of private life. Selection on the basis of priority of a person’s personal 

interests or family interests brings forth the idea of relativity in the concept of 

private life. As such, an individual would be the ultimate judge regarding the nature 

of one’s private life. Jurists can only suggest a list of personal activities to be 

included with the term ‘Private Life’, but the ultimate selection depends upon the 

individual oneself. In this sense, Lindon and Vandenberghe both have suggested a 

list of personal activities, which may be included within the term ‘Private Life’.  

 Most of the French Jurists have defined Private Life by distinguishing it with 

the Public Life. While doing so, they have tried to define the term ‘Public Life’. In 

this respect, the definition of Public Life given by Martin is noteworthy, which is 

stated below:-  

 According to Martin, “a person’s public life ‘is his life in the community, the 

life which in the normal way brings him into contact with his fellows : his 

professional and social life, in a word his outside life’.”6  

 But, the Jurists are not unanimous in their opinions, while defining the term 

Public Life. Different Jurists have highlighted different elements to be included 

within the term Public Life. As such, Martin has included professional and social 

life of an individual within Public Life. But, Lindon feels that, professional life of an 

individual cannot be included within Public Life and it is the part of one’s Private 

Life. Similarly, social life may also be the part of one’s personal life, because it 

                                                           
5 Vandenberghe, Rechtskundig Weekblad, 12 April, 1970, Col. 1457-70.  
6 Martin, Rev.tr.dr.civ., 1959, p.230. 
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includes the maintenance of personal, group and social relations with other persons, 

which one may choose to maintain according to one’s choice or priority. Again, 

Jurists have specified different activities of life, like recreation, sports, leisure etc., 

which according to some, are the parts of Private Life, but according to others, are 

the parts of Public Life. Therefore, Jurists have failed to fix a specific line of 

demarcation between Private and Public Life. As such, there is overlapping of 

interests between these two and it is impossible to keep both Public and Private Life 

in watertight compartments. Hence, drawing distinctions between Public and Private 

Life in strict sense of the term is impossible.  

 Due to the above reasons, it has not been possible for the French Jurists to 

define ‘Private Life’ in concrete sense of the term. A number of other European 

Countries have also tried to define this term, but have not been successful due to the 

above reasons. Consequently, most of the European Countries could not provide 

adequate protection to Private Life, which is defined in haphazard manner. At this 

juncture, French Courts have taken initiative to define the term ‘Private Life’, but 

have failed to define it in a single word, rather specified a number of activities to be 

included within it. Those are love life; family position, e.g. marriage or divorce; 

physical, psychological or mental condition, e.g. an illness; philosophical or 

religious convictions; carrier; leisure activities.7 All these activities have been 

enlisted by various decisions of the French Courts in different cases relating to 

Private Life. In this sense, French Courts have also specified a number of activities 

as Private Life similarly with the French Jurists. Hence, concretisation of the term 

Private Life has not become possible.  

 Apart from the French Jurists, the German, English and American Jurists 

have also tried to define Private Life. Among them, only the German Jurists have 

defined this term to some extent, but the English and American Jurists have more 

concentrated on the term ‘Privacy’, rather than the term ‘Private Life’. As such, they 

have not defined the term ‘Private Life’; instead they have defined ‘Privacy’. In this 

respect, the idea of Private Life given by the German Jurists is noteworthy.  

 

                                                           
7 A.H.Robertson (ed.), Privacy and Human Rights, Manchester University Press, Manchester, 1973, 

p.31. 



Outstanding Facets, Dimensions and Current Trends of Right to Privacy in U.S.A., U.K. 

and India : A Comparative Analysis  

_________________________________________________________________________ 

 

 

631 
 

6.2.1.2.2. Definition by German Jurists : Systematized Attempts  

 In Germany particularly an attempt has been taken by the Jurists to 

systematize the lists specified by the French Jurists and Courts. In this respect, few 

German Jurists have distinguished between Individualsphäre, the Geheimsphäre and 

the Privatsphäre.8 The Individualsphäre is defined as that which protects the 

specific characteristics of each individual in society. It includes a person’s human 

dignity, name and person’s honour. The Geheimsphäre and Privatesphäre protect 

the individual not in society but against society. The Geheimsphäre relates to that 

part of a person’s life which no one or only those very close to him, can know about. 

It covers the confidential nature of all facts connected with intimate relations. The 

Privatsphäre comprises everything relating to an individual’s life which can be 

observed by those in contact with him, i.e. his physical appearance 

(Erscheinungsbild), his private life (Lebensbild), and his observed character 

(Characterbild).9 Therefore, by defining these three words, the German Jurists have 

tried to highlight various aspects of Privacy and Private Life. A deep rooted study 

projects the idea that, Individualsphäre actually denotes Privacy and Geheimsphäre 

and Privatesphäre both denote various aspects of Private Life. In this sense, 

attempts taken by the German Jurists are far better than the French Jurists, because 

Germans have tried to define both ‘Privacy’ and ‘Private Life’. As such, among the 

European countries Germany is the only one, which has taken praiseworthy 

initiatives for protection of Right to Privacy in an all-round manner. In fact, German 

initiatives are nevertheless inferior in comparison to the initiatives of U.S.A. 

 However, the definitions of the French and German Jurists are not the only 

definitions found in this respect. There are also other definitions propounded by the 

European Commission of Human Rights and various judicial decisions of the 

European Court of Human Rights, which are discussed below.  

 

 

                                                           
8 Hubmann, Das Persönlichkeitsrecht, 1953, p.217; Vandenberghe, Rechtskeundig Weekblad, 12 

April 1970, Col.1462-1463. 
9 Supra Note 7 at p.34. 
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6.2.1.2.3. Definition by the European Commission of Human Rights : 

 Development of Human Personality 

 The European Commission of Human Rights has defined the ‘Right to 

Respect for Private Life’ as follows:-  

  “The scope of the right to respect for private life is such that it 

secures to the individual a sphere within which he can freely pursue the 

development of his personality. In principle, whenever the state enacts rules for 

the behaviour of the individual within this sphere, it interferes with the respect 

for private life”.10 

  

6.2.1.2.4. Definition by the European Court of Human Rights in Niemietz v. 

 Germany Case : Development of Relationships with Others  

 The European Court of Human Rights has defined the ‘Private Life’ in the 

case of Niemietz v. Germany11 as follows:-  

  “The Court does not consider it possible or necessary to attempt an 

exhaustive definition of the notion of ‘private life’. However, it would be too 

restrictive to limit the notion to an ‘inner circle’ in which the individual may 

live his own personal life as he chooses and to exclude therefrom entirely the 

outside world not encompassed within that circle. Respect for private life must 

also compromise to a certain degree the right to establish and develop 

relationships with other human beings”.12  

 

 Therefore, the definitions propounded by the European Commission of 

Human Rights and the European Court of Human Rights have given importance to 

the development of human personality and the development of relationships with 

others as the parts of the private life of an individual human being. As such, various 

definitions of the ‘Private Life’ as well as the ‘Right to respect for Private and 

Family Life’ have highlighted various areas of the ‘Private Life’ for consideration as 

the definition of it. In this sense, none of the definitions is exhaustive and only 

illustrative in nature. Again, all the definitions have defined ‘Private Life’ in broad 

sense of the term and due to this reason, the scope and ambit of this right have been 

enlarged with the help of these definitions and various new rights have come within 

the purview of this right. In this way, by enlarging the scope and ambit of the ‘Right 

                                                           
10 André Dederck v. Belgium, Application No.8307/78, DR 21, p.116. 
11 (1993) 16 EHRR 97, para 29. 
12 Jemima Stratford, “Striking the Balance : Privacy V Freedom of Expression under the European 

Convention on Human Rights”, in Madeleine Colvin (ed.), Developing Key Privacy Rights, Hart 

Publishing, Oxford and Portland, Oregon, 2002, p.17. 
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to respect for Private and Family Life’, ultimately this right is equated with the 

rights described under the Nordic Conference of Jurists, 1967. In this sense, it is also 

connected with the Right to Privacy described under the Nordic Conference.  

 It is found that, Private Life means the personal and family life of an 

individual as well as various other activities relating to personal and family life. In 

this sense, the Right to respect for Private Life means the right to enjoy the private 

and family life freely without any outside interference. Private Life includes both 

personal and family life, without which private life remains incomplete. Due to this 

reason, Private Life and Family Life, both are coupled together to constitute one 

right. It can be called the Right to Private and Family Life, but the term ‘respect’ is 

added therein to specify the nature of the right. Private and Family lives are equally 

important like the Public Life and as such, respect should be shown to one’s private 

and family life by showing no unnecessary curiosity on one’s private life. Showing 

respect to one’s private life includes no unauthorised interference with one’s Private 

Life. As such, the European Courts have entertained the cases of violation of Private 

Life by upholding the Right to respect for Private and Family Life. In this way, the 

courts have also upheld the sanctity of Private Life. Moreover, the European 

Convention for the Protection of Human Rights and Fundamental Freedoms, 1950 

has recognised and protected the Right to respect for Private and Family Life as an 

important human right under Article 8 of the convention. Private and Family Life 

sometimes require Privacy for their fullest enjoyment. Again, they sometimes 

require disclosure of information in the public. Therefore, whether the Private and 

Family Life require Privacy or not, it ultimately depends upon the person concerned. 

In this sense, the essence of Privacy is attached with the Private and Family Life. 

Hence, a discussion of Privacy with Private Life is required along with the 

comparison between the two.  

6.2.1.3. Comparison between Privacy and Private Life  

 Privacy and Private Life both are not the same things, though there are 

similarities between the two. Privacy is freedom to enjoy one’s personal life or to 

maintain anonymity or reserve in public. But, Private Life means the personal and 

family life of an individual including various other personal or professional 

activities. The relation between Privacy and Private Life is that, Privacy is required 



Outstanding Facets, Dimensions and Current Trends of Right to Privacy in U.S.A., U.K. 

and India : A Comparative Analysis  

_________________________________________________________________________ 

 

 

634 
 

for enjoyment of Private Life in most of the cases, but in certain circumstances, 

Privacy may not be required for enjoyment of Private Life. Ultimately it depends 

upon a particular person to decide whether he or she needs Privacy or not, for the 

enjoyment of Private Life. Another important point is pertinent to mention in this 

respect. Private and Family Life is the part and parcel of personal life of an 

individual, which more or less, every individual has to fulfil. But, Privacy is a state 

of affairs, which does not always depend upon the choice of a person. A person may 

need Privacy for the enjoyment of Private Life, but may not have any Privacy due to 

the family pattern or social condition. Such examples are found in most of the 

primitive societies. Again, in modern societies, opposite situation is found, where a 

person may have large amount of Privacy, but may not need Privacy for the 

enjoyment of Private Life. Therefore, Private Life and Privacy are not the same 

things as well as Privacy is not a fixed, but variable content.  

 Privacy is not only related to Private Life and a person may have Privacy in 

Public Life by maintaining anonymity or reserve in the public sphere. In this sense, 

also Privacy and Private Life are dissimilar. But, those are having similarities also. 

When a person enjoys Privacy for the fulfilment of the requirements of Private Life, 

then Privacy becomes synonymous with Private Life. Again, when social factors are 

favourable for Privacy and choice of Privacy means having the Privacy, then Privacy 

becomes synonymous with Private Life. As such, Privacy is a factor for determining 

the nature of Private Life, whether it is private in strict sense of the term or not. 

Privacy means freedom and when an individual is free to determine and control his 

or her private, family and personal life, obviously he or she enjoys Privacy in this 

respect. In this case, again, Privacy becomes synonymous with Private Life. Hence, 

both the Privacy and Private Life are interrelated with each other and the relation 

between them cannot be overlooked.  

 The European Countries have mostly concentrated in enacting legislations on 

the Right to respect for Private and Family Life, but U.K. and U.S.A. have made 

themselves busy in making laws on Right to Privacy. In this respect, a summary of 

the analysis of a number of legal decisions of U.S.A. is noteworthy. This analysis 

brings a certain kind of relation between Right to Privacy and Right to respect for 
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Private Life as well as projects the heterogeneous character of the rules governing 

the Right to Privacy. The analysis is presented hereunder:-  

(i) Infringement of Right to respect for Private Life does not necessarily involve a 

violation of the individual’s Privacy or secrets except in the case of ‘intrusion’ into 

or ‘disclosure’ of his Private Life; it need not involve such violation where a person 

is presented to the public in a ‘false light’ or in case of ‘appropriation’ of one of the 

elements of his personality for the sake of gain.  

(ii) The element of publicity is essential only in the case of disclosure of private 

facts or of presenting a person in a false light, not in the case of intrusion into his 

Private Life or appropriation of one of the elements of his personality for gain.  

(iii) The motives of the person committing the violation are not taken into account 

except in the case of appropriation of an element of someone’s personality; such 

appropriation must be inspired by desire for gain.  

(iv) Only in the case of appropriation of an element of a person’s personality with a 

view to gain is the violation required to be ‘substantial’.  

(v) In the case of intrusion into or disclosure of Private Life or of presentation of a 

person in a false light the violation must be ‘objectionable’ to the average man.  

(vi) The truth of the facts revealed is no defence except where the violation consists 

in presenting a person in a false light.13   

 Therefore, the analysis has tried to bring out the relation between Right to 

Privacy and Right to respect for Private life by projecting the cases of violation of 

Right to respect for Private Life not involving the cases of violation of Right to 

Privacy or vice-versa. Moreover, it has also specified the cases of placing a person 

in ‘false light’ or ‘appropriation of one’s personality’ in public. It has also specified 

when and how these cases amount to violation of Right to Privacy. The whole 

analysis shows the case by case development of the law in this respect by projecting 

the heterogeneous character of Right to Privacy, which has changed its position in 

each case. However, the analysis is helpful for drawing the relationship between 

Right to Privacy and Right to respect for Private Life.  

                                                           
13 Yang, I.C.L.Q., Vol.15, 1966, p.187. 
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 Ultimately, the comparison between Privacy and Private Life has brought the 

similarities between the two. Also the European Commission and the European 

Courts on Human Rights have upheld the necessity of maintaining Privacy for 

showing respect to Private Life, in their various decisions. Based on the similarities 

between the two and on these decisions, the European Convention for the Protection 

of Human Rights and Fundamental Freedoms, 1950 and various other regional 

human rights instruments have equated Right to Privacy with Right to respect for 

Private Life. As such, those have created legal provisions for protection of Right to 

Privacy under the guise of the Right to respect for Private Life. Those legal 

instruments have provided more importance to Right to respect for Private Life, 

ultimately which have become fruitful for the protection to Right to Privacy in 

implied manner. However, the international legal instruments have given more 

importance towards Right to Privacy and have created provisions for the protection 

thereof. As such, those have not highlighted the Right to respect for Private Life. 

Therefore, only a detailed discussion of the regional legal instruments will give us a 

clear idea regarding the protection of Right to respect for Private Life, which is 

presented hereinbelow.       

6.2.1.4.  An Analysis of the Regional Legal Instruments regarding Protection of 

 Right to respect for Private Life  

 International legal instruments, like Universal Declaration of Human Rights, 

1948 and International Covenant on Civil and Political Rights, 1966 specifically 

deal with Right to Privacy and have not spoken anything about the Right to respect 

for Private and Family Life. In this respect, the European Convention for the 

Protection of Human Rights and Fundamental Freedoms, 1950, the American 

Declaration of the Rights and Duties of Man, 1948 and the American Convention on 

Human Rights, 1969 are pertinent to mention, because these Regional Legal 

Instruments have expressly dealt with the protection of Right to respect for Private 

and Family Life. In this sense, it can be said that, International Law is silent on the 

issue of this right, but Regional Laws are active on this point. In fact, the Regional 

Laws have recognised this right and have upheld the sanctity of this right. Various 

Municipal Laws have been made and the Municipal Courts have given decisions 

based on these Regional Laws. Those Laws are discussed hereunder.  
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6.2.1.4.1.  An Examination of the European Convention for the Protection of 

 Human Rights and Fundamental Freedoms, 1950 headed for the 

 Protection of Right to respect for Private Life  

 Article 8 of the European Convention for the Protection of Human Rights 

and Fundamental Freedoms, 1950 deals with the protection of Right to respect for 

Private and Family Life along with other human rights. This article has prohibited 

any interference by the public authority on the exercise of the rights assured therein, 

except in exceptional circumstances provided under Article 8(2). As such, this article 

has paid homage to the sanctity of this right by prohibiting any interference with this 

right. This article has specifically mentioned about the Right to respect for Private 

Life and has never mentioned about the Right to Privacy at any place. But, due to 

the similarities between these two rights, as already discussed, this article can be 

applicable for the protection of Right to Privacy in implied manner. In fact, this 

article has tried to protect the Right to Privacy under the guise of the Right to respect 

for Private Life. Though this article has not spoken directly about the Right to 

Privacy, but by way of protecting the private and family life of individuals, it has 

tried to protect the Right to Individual and Family Privacy.   

 For further analysis, the discussion can be divided into the following parts:-    

(i) The Criticism of Article 8  

 Though the Article 8 of the European Convention has dealt with the Right to 

respect for Private and Family Life which has been proved to be advantageous for 

the protection of Right to Privacy in the European Region, but it has been criticized 

on the following grounds:-  

(a) This article encompasses the Right to respect for Private and Family Life, but 

this right is divided into four categories under this Article – private life, family life, 

home and correspondence.  

(b) Due to the division of four categories, no exhaustive definition of the ‘private 

life’ is found, which clearly specifies the ideals of personal autonomy and 

personality development.14  

                                                           
14 Madeleine Colvin (ed.), op.cit., p.3. 
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(c) This article is illustrative in nature and not exhaustive, because it is divided into 

four parts and has tried to give protection to certain kinds of rights specified therein 

only and not all.  

(d) The scope and extent of this article is limited, because it has dealt with the Right 

to respect for private life, family life, home and correspondence only.  

(e) It has mentioned nothing about the Right to respect for other rights.  

(f) But, the interpretation of this article by various jurists has tried to incorporate 

various other rights within its purview.  

(g) The jurists are also not unanimous while defining ‘Private Life’ and as such 

various meanings of ‘Private Life’ have come out, which have broadened its scope 

and ambit by incorporating various rights within its periphery.  

(h) It has dealt more with the Private Life and not the Right to Privacy, because it 

has not mentioned the term ‘Privacy’ anywhere.  

(i) As this article has dealt with the ‘Private Life’ and not ‘Privacy’, thereby its 

scope and ambit is broader.  

(j) Liberal interpretation can be given to the term ‘Private Life’ and many rights can 

be included within it. But, strict interpretation should be given to ‘Privacy’ and 

many rights cannot be included within it.  

(k) It has prohibited any interference by the public authority on the exercise of this 

right, but has not spoken anything about the interference by private persons.  

(l) According to various authors, it is not sufficient to protect individual rights 

against the State action, but the protection should be accorded against the actions of 

private individuals also.15 In this sense, this article is again, limited.  

(m) This article is silent about the interference by private persons. In this respect, 

whether the interference by private persons is permissible under this article or not 

along with its extent, is not clear.16  

(n) This article is not clear on the point that, whether the convention imposes any 

obligation on third parties or not.17  

                                                           
15 A. H. Robertson, op.cit., p.ix. 
16 Ibid. 
17 Id at p.x. 
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(o) This article has expressly specified the circumstances, when the interference by 

public authority is permissible, which has again established the illustrative nature of 

the article.  

(p) The article is silent about the existence of any other such circumstance, where 

interference by public authority is permissible, which again proves that the article is 

not exhaustive in nature.  

(q) At the last point, the article has mentioned that, this right can be curtailed for the 

protection of rights and freedoms of others. In that point, the rights and freedoms are 

not expressly specified, this has kept the space open for further interpretation and 

enlargement of the scope of the article.  

(ii)  A Comparative Analysis of Article 8 with Article 12 of the Universal 

 Declaration of Human Rights and Article 17 of the International 

 Covenant on Civil and Political Rights  

 It is obvious to make a comparative analysis of the above-stated Article 8, 12 

and 17 of the three conventions respectively. All the three articles have dealt with 

Right to Privacy, but there are certain differences between these three articles in 

respect of their scope and ambit. Moreover, Article 8 of the European Convention 

has not used the term ‘Right to Privacy’ at any place, rather it has used the term 

‘Right to respect for Private and Family Life’. In this sense, it is different, to some 

extent, from the other two articles. Therefore, there are various reasons due to the 

existence of which, a comparative analysis of the three articles is essential. Such 

analysis will bring out the similarities and differences between the three articles.  

 As a matter of fact, Article 8 of the European Convention is greatly inspired 

and influenced by the Article 12 of the Universal Declaration. These two articles are 

also having various similarities. Inspite of the similarities and inspirations, various 

differences have been found between the two, which are stated below:-  

(a) Article 12 has expressly used the term ‘Privacy’, but Article 8 has used the term 

‘Private Life’, these two terms are not similar.  

(b) Article 12 has given protection to Individual Privacy by way of using the term 

‘Privacy’. But, Article 8 has used the term ‘Private Life’ and thereby has given 

protection to the private lives of individuals and not the Individual Privacy as a 

whole.  
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(c) The scope and ambit of Article 12 is broader than the scope and ambit of Article 

8.   

(d) In Article 12 more protection is afforded to individuals, but in Article 8 less 

protection is offered.18  

(e) Article 12 is directly applicable to Right to Privacy, but Article 8 is indirectly 

applicable to this right by way of broader interpretation of Right to respect for 

Private Life under this article.  

(f) Article 12 of the Declaration, unlike Article 8 of the Convention, expressly 

forbids attacks upon ‘honour and reputation’.19  

(g) Article 12 of the Declaration prohibits ‘arbitrary interference’ with privacy, 

family, home and correspondence, which is much less precise than Article 8 of the 

Convention.20  

(h) Article 12 of the Declaration has not used the term public authority. But, Article 

8 of the Convention has expressly prohibited any interference by the public authority 

on the exercise of the right under the article.  

 Therefore, the comparative analysis between Article 12 of the Declaration 

and Article 8 of the Convention has clearly shown the differences between the two. 

As the Article 17 of the International Covenant on Civil and Political Rights is 

based on the Article 12 of the Universal Declaration, thereby the Article 17 is also 

having same differences with the Article 8 of the Convention. In this sense, Article 

12 and Article 17 can be kept under one line and Article 8 is to be kept under 

different line. This comparative analysis also clearly shows the broader scope and 

ambit of Article 12 than the Article 8.    

 Hence, the Article 8 of the European Convention has tried to protect the 

Right to Privacy by way of incorporating it into the Right to respect for Private and 

Family Life. Though it has suffered from various criticisms and differences with the 

Universal Declaration, but it is, in no way, inconsistent with the Universal 

Declaration of Human Rights. Also it has various advantages for the protection of 

Right to Privacy, because all the criticisms of this article are not negative criticisms 

                                                           
18 Fawcett, The Application of the European Convention on Human Rights, 1969, p.186. 
19 A. H. Robertson, op.cit., p.15. 
20 Ibid. 
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and some of those have found positive too. Moreover, Private Life is an important 

aspect of human life, the protection of which is utmost important. Article 8 has tried 

to protect this aspect and as such, it can nevertheless be underestimated. Privacy is a 

part of Private Life, which is essential for the fullest enjoyment of Private Life. 

Therefore, protection of Private Life automatically provides protection to Privacy. 

Here lies the significance of this article. In this sense, the initiatives taken by the 

Article 8 of the European Convention for providing a general Right to Privacy under 

the guise of Right to respect for Private Life is praiseworthy.  

6.2.1.4.2. The American Declaration of the Rights and Duties of Man, 1948 : A 

 Praiseworthy initiative for Protection of Right to respect for Private 

 Life  

 The American Declaration of the Rights and Duties of Man, 1948 has 

elaborated a list of rights and duties along with the urgency for the protection of 

various human rights declared under this Declaration. This Declaration has also 

created provisions for the protection of Right to Privacy keeping in mind that, it is 

also an important human right necessary for the upliftment of the human dignity in 

the international as well as regional periphery. In this respect, the following articles 

of the American Declaration are noteworthy, which deal with the Right to Privacy. 

Those are listed below:-  

(i) Article V  –  Right to Protection of honour, personal reputation and  

   private and family life.  

(ii) Article VI –  Right to Family and to Protection thereof.  

(iii) Article IX –  Right to inviolability of the Home.  

(iv) Article X  –  Right to inviolability and transmission of Correspondence.   

 Though the American Declaration has not expressly used the term Right to 

Privacy, but it has tried to provide protection to this right in the above-stated articles. 

All the above-stated articles deal with various components of Privacy and have been 

made in line with the Article 12 of the Universal Declaration of Human Rights, 

1948. In this sense, there is no doubt about the fact that, this Declaration has 

accorded protection to Right to Privacy. But, there are certain differences between 

Article V of the American Declaration and Article 12 of the Universal Declaration. 

In fact, Article V is based on Article 8 of the European Convention and not Article 
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12 of the Universal Declaration, because the Article V deals with the Right to 

respect for Private and Family Life and not the Right to Privacy. Due to the 

similarities between these two rights, it can be said that this article is applicable for 

the protection of Right to Privacy. But, it is beyond doubt that, this article is another 

initiative for the protection of Right to respect for Private and Family Life. In this 

respect, American Declaration is similar with the European Convention.  

6.2.1.4.3. The American Convention on Human  Rights, 1969 : A  

 Conglomeration of Privacy and Private Life  

 Article 11 of the American Convention on Human Rights, 1969 has dealt 

with Right to Privacy. More specifically, the term ‘Right to Privacy’ is used in the 

heading of the article, but the term ‘Private Life’ is used within the article. In this 

sense, it has given protection to ‘Private Life’. Particularly, the article has 

propounded the right to respect for everyone’s honour and dignity. Also it has 

prohibited arbitrary or abusive interference with everyone’s private life, family, 

home or correspondence. In gist, Article 11 of this Convention has tried to protect 

the honour, reputation, dignity, private life, family, home and/or correspondence of 

individuals from any kind of invasion by way of arbitrary or abusive interference or 

unlawful attacks. As such, it has tried to protect various components of Right to 

Privacy along with the protection of Private Life. Nonetheless, these are all the 

components of Private Life too. Therefore, this article is another initiative for the 

protection of Right to respect for Private Life. Due to the similarities of this right 

with the Right to Privacy, it can be said that, this article is applicable for the 

protection of Right to Privacy. The use of the term ‘Right to Privacy’ in the heading 

actually projects towards this idea. As such, this article is a conglomeration 

‘Privacy’ and ‘Private Life’, because none of them is found heavier while balancing 

between the two. From this perspective, Article 11 is praiseworthy, because it has 

tried to remove the line of distinction between ‘Privacy’ and ‘Private Life’ by 

bringing them at the same footing. 

 For further analysis, the discussion can be divided into the following parts:-  

(i) The Criticism of Article 11  

 Though the Article 11 of the American Convention has dealt with the right to 

respect for honour and reputation and has tried to protect the individual’s private life 
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and family from arbitrary interference or unlawful attacks, which has been proved to 

be advantageous for the protection of Right to Privacy in the American region, but it 

has been criticized on the following grounds:-  

(a) This article has never used the term ‘Right to Privacy’, except the heading.  

(b) It has given protection to ‘honour’, ‘reputation’ and ‘dignity’ separately, though 

all these terms are synonymous and can come under one umbrella.  

(c) Again, it has protected one’s private life, family, home or correspondence from 

arbitrary or abusive interference on the one side, and one’s honour or reputation 

from unlawful attacks on the other side. Both are not the same things.  

(d) In this sense, practically it has created a kind of discrimination among various 

rights declared under this article.  

(e) Basically, this article is divided into two parts, one is giving protection to private 

life, family, home or correspondence and the other is giving protection to honour or 

reputation.  

(f) Moreover, this article is of illustrative nature and not exhaustive, because it has 

given protection to certain kinds of rights mentioned therein and not all.  

(g) In this sense, the scope and ambit of this article is also limited.  

(h) It has mentioned nothing about the similar kinds of other rights.  

(i) Though this article has not used the term ‘Right to Privacy’, but it has used the 

terms ‘private life, family, home, correspondence, honour, dignity and reputation’. 

All these terms are inherent within the Right to Privacy.  

(j) In this sense, by way of broader interpretation, this article is made applicable to 

Right to Privacy.  

(k) The term ‘Right to Privacy’ used in the heading also has pointed towards the 

intention of this article to cover Right to Privacy within its scope and ambit.  

(l) The intention behind this article helps it to enlarge its scope and ambit by way of 

liberal interpretation.  

 Therefore, the criticism of this article brings out its advantages and 

disadvantages. Though the terms ‘Private Life’ and ‘Privacy’ both are not similar, 

but the scope of ‘Private Life’ is much broader than ‘Privacy’ and in this sense, it 

can be used to denote ‘Privacy’ by way of liberal interpretation. Also the heading of 
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the article as ‘Right to Privacy’ denotes that, ‘Private Life’ means ‘Privacy’ 

hereunder.  

(ii) A Comparative Analysis of Article 11 with Article 12 of the Universal 

 Declaration of Human Rights and Article 17 of the International Covenant 

 on Civil and Political Rights                                                       

 It is necessary to make a comparative analysis of the above-stated Articles 

11, 12 and 17 of three conventions respectively. All the three articles have dealt with 

Right to Privacy, but there are certain differences between them in their scope and 

ambit. Therefore, the comparative analysis between the three is essential to bring out 

the similarities and dissimilarities between them. As a matter of fact, Article 11 of 

the American Convention is greatly influenced by the Article 12 of the Universal 

Declaration and Article 17 of the International Covenant on Civil and Political 

Rights. These three articles are also having various similarities. Inspite of the 

similarities and influences, a number of differences are found between the three, 

which are stated below:-   

(a) Article 12 and Article 17 have expressly used the term ‘Privacy’, but Article 11 

has used the term ‘Private Life’ within the article and used the term ‘Right to 

Privacy’ only in the heading. ‘Privacy’ and ‘Private Life’, these two terms are not 

similar.  

(b) In this sense, Article 11 is similar, but not identical to the words of Article 12 

and Article 17.21  

(c) Article 11 has recognised the right to dignity of individuals, which is not 

expressly recognised by Article 12 and 17.  

(d) Article 11 has prohibited abusive interference with the rights mentioned 

thereunder, whereas the other two articles are silent on this point.  

 Therefore, the comparative analysis between the three articles has clearly 

shown the differences between the three. This comparative analysis shows that, 

Article 11 has given separate protection to private life, family, home or 

correspondence on the one side and honour or reputation on the other side, whereas 

                                                           
21 James Michael, Privacy and Human Rights: An International and Comparative Study, with Special 

Reference to Developments in Information Technology, UNESCO Publication, France, 1994, p.26. 
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Article 12 and 17 have given same protection to all the rights. In this sense, the 

comparative analysis has projected a unique difference between the three articles.  

(iii) A Comparative Analysis of Article 11 of the American Convention and 

 Article 8 of the European Convention  

 A comparative analysis of Article 11 of the American Convention and Article 

8 of the European Convention is obvious to find out the differences between the 

two. Though these two articles have dealt with Right to Privacy as well as Right to 

respect for Private Life and are having various similarities, but there are also various 

differences between the two. The scope and ambit of these two articles are also 

different. The following similarities and dissimilarities are found by making a 

comparative analysis between the two:-  

(a) Both Article 8 and Article 11 have not used the term ‘Privacy’ within the articles, 

instead they have used the term ‘Private Life’.  

(b) Article 11 has used the term ‘Right to Privacy’ in the heading only, but Article 8 

has never used the term.  

(c) Article 8 has protected ‘family life’, but Article 11 has protected ‘family’.22  

(d) ‘Honour’ and ‘reputation’ are protected by Article 11, but are not protected by 

Article 8.23  

(e) Article 11 has spoken about arbitrary or abusive interference or unlawful attacks. 

But, Article 8 has not specified the nature of interference.      

(f) Article 8 has expressly prohibited any interference by the public authority on the 

exercise of the rights therein. But, Article 11 is silent on the point of public 

authority.  

(g) Article 11 has expressly protected the right to dignity, whereas Article 8 has not 

expressed it directly.  

 Therefore, the comparative analysis has helped to find out the similarities 

and differences between the two articles, which have become advantageous to 

understand the nature of the two articles regarding the protection of both Privacy and 

Private Life under these two articles. Inspite of the differences, similarity between 

                                                           
22 Dilbir Kaur Bajwa, “Right to Privacy – Its Origin and Ramifications”, Civil and Military Law 

Journal, Vol.26, 1990, pp.48-56 at p.50. 
23 Ibid. 
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the two is that, both these articles have tried to protect Privacy under the clothing of 

Private Life. This initiative is praiseworthy, because Private Life always includes 

Privacy and as such, protection of Private Life automatically protects Privacy. In this 

sense, these two articles have opened a new door of Privacy protection 

simultaneously with the outlook of Privacy protection of the international legal 

instruments.  

6.2.1.5. The Municipal Laws : A Different Perspective of Private Life  

 As regards the protection of Right to respect for Private Life, none of the 

Common Law Countries have dealt with this right; instead those have dealt with the 

Right to Privacy. Among the Civil Law Countries, only France has dealt with this 

right and none else. The Nordic Law Countries are concerned with Data Privacy 

only and not any aspect of Individual Privacy.  

6.2.1.5.1. France : A Prominent Country dealing with Right to respect for  

 Private Life 

 The protection of Right to Privacy has been accorded a special status in 

France. The system of human rights protection in France is based on the European 

Convention for the Protection of Human Rights and Fundamental Rights, 1950 and 

as such, the ‘Right to Privacy’ is equated therein with the ‘Right to respect for 

Private Life’. The notion of Private Life has been expanded in France since the end 

of the 19th Century by way of judicial development of French Law for the purpose 

of combating the increasing number of breaches caused by the publication of 

photographs.24  

 In fact, the development of the Right to respect for Private Life in France 

has been made by following a particular chronological order, which is stated below:-   

(i) The role of case law for defining this right.   

(ii) The protection of private life before the Act of 1970.  

(iii) The status of private life under the Act, 1970.  

(iv) The granting of Constitutional status to the private life by the Conseil 

Constitutionnel in 1995.25  

                                                           
24 Catherine Dupré, “The Protection of Private Life versus Freedom of Expression in French Law,” in 

Madeline Colvin (ed.), op.cit., p.45. 
25 Id at pp.49-50. 
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 The doctrine of Private Life has been developed in the French Law along 

with the development of photography. At the very beginning, in the absence of a 

special legal provision on Private Life, judges have relied on the principle of 

delictual liability under Article 1382 of the Code Civil. This right has been 

developed to protect certain aspects of the human personality, like honour and 

reputation, private life and the ‘right to one’s own image’ (le droit à l’ image). This 

right is considered as the first approach of the French Courts to protect the Private 

Life in the Pre-Act, 1970 era. The right to one’s image has been used to prevent 

breach of Privacy, particularly by the tabloid press. It has also been used to protect 

professional life.26  

 In the next phase, the Act of 1970 has been adopted to provide statutory 

protection to Private Life. At the time of making that Act, more reliance has been 

given to the American Conception of Private Life, rather than the European 

Convention for the Protection of Human Rights and Fundamental Freedoms, 1950 

or the International Covenant on Civil and Political Rights, 1966. This Act has been 

made to protect the individual citizen’s rights. In fact, it provides for the general 

mechanism with respect to the protection of Private Life, particularly against the 

media. In this respect, Article 22 of the Act is noteworthy, which covers the areas of 

Private Life in broad sense of the term and also has limited the scope of Private Life 

by using the term ‘intimate private life’ (intimaté de la vie privée). To make this 

provision clearer and specific, it has been incorporated in the Article 9 of the Code 

Civil. This article runs as follows:-  

 “Everyone has a right to the respect of his private life. Judges 

can without prejudice to the determination of the harm suffered, 

order all measures, such as seizures, sequestrations and other 

provisions, as appropriate to prevent or to stop a breach of 

intimate private life; in urgent situations these measures can be 

ordered under emergency interim proceedings”.27  

 

 Therefore, under the Act of 1970, provisions have been made for the 

protection of Private Life, the importance of which can be easily assumed from the 

creation of ‘emergency interim proceedings’.  

                                                           
26 Id at pp.50-51. 
27 Id at pp.45-46, 51-52. 
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 Next period of the protection of Private Life in the French Law is the period 

of constitutional development, which is marked by the Conseil Constitutionnel of 

1995. Though the 1958 French Constitution did not recognise the Right to respect 

for Private Life, but the 1995 Conseil Constitutionnel has acknowledged the 

incorporation of this right under Article 66, stating as follows:-  

 “Every body has a right to the respect of her private life and to 

the dignity of her person”.28  

 

 As such, the necessity of protection of Private Life of the individuals has 

been understood in the French Constitutional Jurisprudence only in 1995. In this 

respect, the constitutional judges have opined that, breach of Private Life would 

amount to the breach of personal freedom. Inspite of reliance on the American 

Conception of Private Life, the French judges have also kept faith on the European 

Convention for the Protection of Human Rights and Fundamental Freedoms, 1950. 

It is evident from the fact that, when the Convention has been ratified in 1974, it has 

been made part of the French Law and since then, the status of Private Life has been 

strengthened in the French Law. However, the idea of Private Life includes various 

aspects of the human life in the French Law, like personal identity, health and 

maternity, emotional and family life, domicile and address, correspondence and 

disclosure of wealth etc. In this sense, it covers a broad range of matters relating to 

human life. Again, there are certain essential attributes relating to the Private Life in 

the French Law, which are listed below:-  

(i) Disclosure based on Consent.  

(ii) The Private Life of Politicians.  

(iii) Protection of Private Life of the Dead.29  

 Therefore, in the French Law, Right to Privacy or the Right to respect for 

Private Life has occupied a very prominent place since the old period, but it has 

received statutory recognition only after 1970. The constitutional status of this right 

has come in the year 1995, since then this right is coupled with the right to live with 

human dignity, which is marked as a new development of the Right to respect for 

Private Life in the light of the Human Rights Jurisprudence. Hence, the scope and 

                                                           
28 Id at pp.54-55. 
29 Id at pp.55-56, 57, 61, 63. 
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ambit of the protection of this right have been enlarged only in the recent period. In 

this sense, the French initiatives for the protection of Privacy as well as Private Life 

are noteworthy.  

 Therefore, the Municipal Laws of different countries for the protection of 

Right to respect for Private Life are found inadequate, because all the countries have 

not taken initiatives for the protection of this right. Mostly, all the countries are 

concerned with the laws on Privacy and have tried to protect it. Hence, it can be said 

that, it is high time for making exhaustive legislations in this field.  

6.2.2. Privacy of Women  

 Worldwide vulnerability of women is the principal cause for gross violation 

of human rights of women throughout the world. Right to Privacy as a human right 

is not an exception to it and as such, Right to Privacy of women is not only an 

unprotected right, but has become a totally neglected right of which most of the 

women are not even aware. Privacy means freedom and freedom is must for the 

existence of a human being in a civilized human society. Freedom is not subjected to 

any discrimination, it should be equal for everyone, be it men or women. Therefore, 

women are also entitled to equal freedom with men. If freedom means Privacy or a 

space to take one’s decision on its own or to determine one’s life according to one’s 

wishes, then women are also entitled to this freedom by nature. But, the stigmatized 

social infrastructure has taken away this natural right of women from themselves, 

the protection of which is utmost important at the present juncture. The protection 

and enforcement of Right to Privacy of women is the need of the hour. Prior to this, 

it is necessary to understand the importance of Right to Privacy of women, which is 

discussed hereinbelow. 

6.2.2.1.  The Importance of Right to Privacy of Women  

 Right to Privacy is an important human right necessary for better protection 

of the lives of every human being in a healthy manner. It is equally applicable to 

men and women both. It is also necessary to uphold the human dignity of every 

individual in a civilized society. In this sense, every human being should enjoy the 

Privacy of Family, Marriage, Home, Correspondence, Honour and Reputation. Apart 

from these Privacy rights, there are certain Privacy rights, which are specifically 

applicable to women, like Privacy of Child-birth, Motherhood, use of Contraception, 
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Right to Abortion, Protection against Female Foeticide including the natural 

modesty and morality of women. Also there are other types of Privacy rights, like 

Privacy of Information, Privacy in Cyberspace, Workplace Privacy and Healthcare 

Privacy. Though these Privacy rights are equally applicable to men and women both, 

but women are morefully subjected to Workplace Privacy and Healthcare Privacy, 

because women are suffering from workplace harassment and lack of Workplace 

Privacy as well as poor health conditions all over the world. Hence, women require 

special care for the protection and enforcement of these rights.30 

 The cases of lack of Privacy rights and violations of Privacy are found in 

large numbers in the developing and underdeveloped countries rather than the 

developed countries, because in these countries, along with the problem of non-

implementation of the Privacy rights, a large number of women are not even aware 

of their rights. In all the developing countries, there is absence of express 

legislations on Right to Privacy including Right to Privacy of women. Moreover, 

due to the importance of Family Privacy and values, Right to Privacy of women is 

neglected in the developing and underdeveloped countries. Also there is absence of 

social, legal and regulatory framework for protection and enforcement of Right to 

Privacy of women.31  

 Therefore, it is found that, Right to Privacy of women is in no manner, less 

important than the Right to Privacy of men. In fact, it assumes more importance than 

men, because this right of women is highly neglected throughout the world. Nobody 

is concerned about giving women their Right to Privacy or a private space to live 

their lives according to their wishes or to determine their own decisions on their 

own. This situation is mostly found in the developing and underdeveloped countries 

due to their peculiar social infrastructure or family pattern. However, situation is not 

so serious in the developed countries, because the Human Rights of women are more 

or less recognised therein and women are adequately represented in various sectors 

                                                           
30 Sangeeta Chatterjee, “Awareness and Implementation of Right to Privacy of Women in SAARC 

Region: Need of the Hour”, in Dr. Rathin Bandyopadhyay, Prof. Gangotri Chakraborty and Dr. Sujit 

Kumar Biswas (eds.), Human Rights and Duties, Department of Law, University of North Bengal 

Publication, 1st Edn., 2015, pp.281-293 at p.286. 
31 Id at pp.287-288. 
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along with men. Moreover, Right to Privacy as a whole is protected in the developed 

countries and as such, women are also getting the benefit of such protection.  

 Considering the necessity of the protection of Human Rights of women, 

United Nations has taken worldwide initiatives and has prepared a number of 

Declarations, Covenants and Conventions in this respect. Apart from the general 

human rights instruments containing provisions for protection of women’s rights, 

separate legal instruments have also been prepared dealing with the women’s rights 

only. Moreover, Four World Conferences have been held on the rights of women 

under the auspices of the United Nations. Various Commissions have also been 

established and programmes of action have been taken in order to give effect to the 

recommendations of the World Conferences. Though these processes have 

effectuated various human rights of women, but none of these processes have done 

anything for the protection of Right to Privacy of women. In fact, women are not 

adequately represented in the education or employment sector throughout the world 

as well as various problems have been cropped up for the protection of various 

human rights of women, without the protection of which, the existence of women 

would be at stake. Due to these reasons, more important human rights have been 

given priority and Right to Privacy has been neglected. Nobody has understood the 

seriousness of the violation of Rights to Privacy of women. As such, no separate 

legal instrument has been made for the protection of Right to Privacy of women. 

However, the international legal scenario regarding the protection of Right to 

Privacy of women is discussed hereunder.  

6.2.2.2.  Privacy of Women : The International Legal Scenario  

 Women are considered as the vulnerable or weaker sections of the society, 

because they have been exploited since the beginning of the human civilization. 

Gradually, various initiatives have been started for the protection of the rights of 

women and to give them equal status with men. In this respect, the efforts taken by 

the United Nations are worth mentioning. As such, the United Nations General 

Assembly has adopted a Declaration on the Elimination of Discrimination Against 

Women vide Resolution 2263 (XXII) on November 7, 1967. Thereafter, for the 

purpose of implementing the principles set forth in the Declaration, a Convention on 

the Elimination of All Forms of Discrimination Against Women has been prepared 
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by the United Nations in the year 1979. In this sense, international legal scenario of 

the Right to Privacy of women means, more or less the Convention on the 

Elimination of All Forms of Discrimination Against Women, 1979. The role of this 

Convention is discussed hereunder.  

6.2.2.2.1.  The Role of Convention on the Elimination of All Forms of 

 Discrimination Against Women, 1979 regarding the Protection of 

 Privacy of Women 

 The Convention on the Elimination of All Forms of Discrimination Against 

Women has been adopted by the UN General Assembly on December 18, 1979. The 

Convention has come into force in 1981. The objective of the Convention is to 

eliminate all forms of discrimination against women and to adopt measures required 

for the elimination of such discrimination in all its forms and manifestations. The 

Preamble of the Convention has kept faith on the equal status of men and women 

without any discrimination. It has also expressed that, the establishment of new 

international economic order based on equity and justice will be possible only when 

the equality between men and women will be achieved.  

 In the light of the above objective, Article 1 of the Convention has defined 

the term ‘discrimination against women’ and Article 2 has enlisted certain duties 

pertaining to the policy of eliminating discrimination against women, which every 

State Party should undertake for the fulfilment of the objectives enshrined in the 

Preamble of the Convention. In this background, the Convention has declared 

various rights of the women along with the provisions for implementation of those 

rights.  

 In this atmosphere of equal rights of men and women, the Convention has 

dealt with the Right to Privacy of women as an important human right. But, this 

Convention has not expressly created the provision for protection of Right to 

Privacy like the Article 12 of the Universal Declaration of Human Rights, 1948 or 

the Article 17 of the International Covenant on Civil and Political Rights, 1966; 

rather it has supported the view of creating the Right to Privacy of Family and 

Marriage for the women. In this sense, it has walked in line with the Article 16 of the 

Universal Declaration, the Article 23 of the International Covenant on Civil and 

Political Rights and Article 10(1) of the International Covenant on Economic, Social 
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and Cultural Rights, 1966. In this respect, Article 16(1) of the Convention on the 

Elimination of All Forms of Discrimination Against Women, 1979 is noteworthy, 

which deals with the matters relating to marriage and family relations of women. 

The text of Article 16(1) runs as follows:-   

 “1. States Parties shall take all appropriate measures to 

eliminate discrimination against women in all matters relating to 

marriage and family relations and in particular shall ensure, on a 

basis of equality of men and women:  

 a) The same right to enter into marriage.  

 b) The same right freely to choose a spouse and to enter into 

marriage only with their free and full consent.  

 c) The same rights and responsibilities during marriage and at 

its dissolution.  

 d) The same rights and responsibilities as parents, irrespective 

of their marital status, in matters relating to their children, in all 

cases the interests of the children shall be paramount.  

 e) The same rights to decide freely and responsibly on the 

number and spacing of their children and to have access to the 

information, education and means to enable them to exercise these 

rights.  

 f) The same rights and responsibilities with regard to 

guardianship, wardship, trusteeship and adoption of children, or 

similar institutions where these concepts exist in national legislation, 

in all cases the interests of the children shall be paramount.  

 g) The same personal rights as husband and wife, including the 

right to choose a family name, a profession and an occupation.  

 h) The same rights for both spouses in respect of the 

ownership, acquisition, management, administration, enjoyment and 

disposition of property, whether free of charge or for a valuable 

consideration”.    

 An analysis of the text of Article 16(1) of this Convention shows that, it does 

not deal with the Right to Privacy of women; rather it deals with various rights of 

women relating to family, marriage, motherhood, childbirth, parentage, guardianship 

and rights of personal laws. In fact, this article expressly deals with the following 

rights of women:-  

(i) The right to enter into marriage. 

(ii) The right to free consent of marriage and choice of spouse.  

(iii) The right to dissolution of marriage.  

(iv) The right to parentage of the children irrespective of the marital status.  

(v) The right to freedom of motherhood and childbirth.  

(vi) The right to take decision freely about the upbringing of children. 
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(vii) The rights of guardianship, trusteeship, adoption and other matters of personal 

law.  

(viii) The right to choose a family name, profession and occupation.  

(ix) The right to property in all its aspects.  

 Therefore, Article 16(1) of this Convention deals with various rights of 

women relating to marriage, formation of family, motherhood, childbirth, parentage, 

guardianship and allied rights. Though all these rights are not directly related to the 

Right to Privacy, but these rights provide freedom to women for taking decisions on 

their own, in various aspects of their private and personal lives. This view indirectly 

projects towards the existence of Right to Privacy of women under this article, 

because enjoyment of all these rights in respect of personal matters means the 

enjoyment of private space in personal matters of the women. Private space is 

nothing but the enjoyment of Privacy and as such, whenever women are getting 

private space to determine their personal lives or to take decisions freely in their 

personal lives, without any control by the patriarchal or male-dominated society, 

then obviously it can be said that, women are enjoying their Right to Privacy. In this 

sense, Article 16(1) of this Convention is a good initiative for protecting Right to 

Privacy of women in the international legal scenario. But, this attempt is partial, 

because it has projected the Right to Privacy of Family and Marriage of women and 

not the Right to Privacy as a whole.   

 Moreover, this article provides full freedom to women for marriage and for 

choice of spouse, which projects towards the right to free consent of marriage for 

women, which in other words, prohibits marriage of women by force. According to 

Prof. Alan F. Westin, Privacy means freedom. Therefore, in the light of the 

definition of Privacy given by Prof. Alan F. Westin, it can be said that, as this article 

has given freedom of marriage, family and parentage of women, thereby it deals 

with the Right to Privacy of Family, Marriage and Parentage of women. In this 

sense, it has the similarities with the Article 16 of the Universal Declaration of 

Human Rights, 1948, the Article 23 of the International Covenant on Civil and 

Political Rights, 1966 and the Article 10(1) of the International Covenant on 

Economic, Social and Cultural Rights, 1966. Hence, the incorporation of Article 

16(1) of the Convention on the Elimination of All Forms of Discrimination Against 
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Women, 1979 is a good initiative for the recognition and protection of Right to 

Privacy of women in the international field.  

 But, it is to be remembered in this respect that, international conventions and 

covenants are merely declaratory in nature and direct enforcement of the rights 

declared therein is not possible. If the provisions of those legal instruments are 

incorporated either in the national constitutions or in the national legislations of the 

Member-States, then only those provisions can be made enforceable and not 

otherwise. In this sense, mere incorporation of a provision in an international legal 

instrument cannot make a full-proof law on a particular subject. This is true in case 

of the Article 16(1) of the Convention on the Elimination of All Forms of 

Discrimination Against Women, 1979, because it has merely declared the rights of 

family and marriage of women amounting to Privacy of Family and Marriage of 

women. But, enforcement of this right needs the incorporation of this right in the 

national constitutions and legislations of the Member-States, which has not yet been 

made. Due to this reason, required numbers of municipal laws are not found on this 

issue. 

6.2.2.3.  Absence of Regional Legal Instruments Protecting Privacy of Women 

 Moreover, supporting regional legal instruments are also absent in this area. 

Only resort available is this international legal instrument. Hence, it can be said that, 

this area is still neglected throughout the world and inspite of incorporating this 

legal provision; women are getting no help in the matters of protection and 

enforcement of their right to Privacy. Therefore, awareness generation campaign in 

the grass-root level and enactment of extensive legislations touching the Right to 

Privacy of women is the need of the hour. 

6.2.2.4.  Inadequacy of Municipal Laws Regarding Privacy of Women  

 However, among the municipal laws of different countries, only Canada and 

China have taken certain initiatives for the protection of Right to Privacy of women. 

In this respect, the attempts of the Supreme Court of Canada and the Ontario Civil 

and Criminal Courts are noteworthy, which have evolved various Privacy rights by 

way of judicial interpretation. These Privacy rights include certain rights relating to 

the Privacy of women, which are mentioned hereunder:-  
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(i) In Criminal Law, Privacy Rights have been evolved relating to Sexual assault 

including the protection of privacy of prior sexual and medical history of women.  

(ii) Privacy rights of women have been recognised, which include the right to 

abortion of the women.  

 Apart from Canada, the initiatives taken by China are also important, 

because it has enacted separate laws for protection of separate areas of Right to 

Privacy, which include the interests of women also. In this respect, Law on the 

Protection of Rights and Interests of Women, 1992 is noteworthy. It is the only law 

in China which has tried to protect the Right to Privacy of women to some extent 

therein. Apart from these two countries, no such noteworthy municipal laws are 

found for the protection of Right to Privacy of women.  

6.2.3. Privacy of Children   

 Every child is an individual human being and as such, should be entitled to 

the Right to Privacy. In this sense, the basic postulates of Individual Privacy – 

Solitude, Intimacy, Anonymity and Freedom should be applicable to Children also 

like a grown up human being. A child may enjoy the benefits of these postulates as 

and when he or she wishes. Moreover, the four Functions of Individual Privacy as 

propounded by Prof. Alan F. Westin, like Personal Autonomy, Emotional Release, 

Self-Evaluation and Limited and Protected Communication, should also be 

applicable to a child. A child should get the benefit of these four functions. In fact, 

an ordinary child discharges these functions of Privacy as and when requires. But, a 

distressed or an abandoned child has no freedom or Privacy to discharge any of 

these functions or to enjoy the benefit thereof. A distressed or an abandoned child 

either works in a cruel and exploitative atmosphere or lives in an orphanage. In both 

these cases, their livelihood depends upon the mercy of other persons and as such, 

they do not have any freedom to enjoy their lives according to their wishes. In 

totality, it amounts to violation of Privacy of a child.  

 Apart from that, children become victims of various crimes in the developing 

and underdeveloped countries, which also take away their childhood. A number of 

those crimes include Child Prostitution, Child Pornography, Immoral Trafficking of 

Children, Conversion of Children into Beggars, Sexual Harassment of Children and 

various other forms of cruelty to children. These crimes do not only victimize the 
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children, but also violates the Privacy of children. More specifically, in cases of 

Child Pornography, Child Prostitution, Immoral Trafficking of Children, and Sexual 

Harassment, a child loses his or her physical as well as mental Privacy. In all these 

cases, a child has no control over his or her body and mind and thereby the child is 

used without his or her consent. Any exploitation on the child is made by force and 

in the ultimate effect; the child is in loss of the childhood as well as the gross 

violation of Right to Privacy of a child. 

6.2.3.1. The Importance of Right to Privacy of Children  

 Guardianship and taking care of the child is appropriate, but owning and 

controlling a child like a property is unwelcomed. If it happens, then it amounts to 

violation of Right to Privacy of a child. Again, while considering the matters of 

custody and guardianship of a child, courts have always upheld the interest and 

welfare of the child as of paramount consideration. In this sense, interest and welfare 

of the child are above all and for the protection of these elements, if it is necessary to 

protect the Right to Privacy of the child, then that should be done. On the contrary, 

if Right to Privacy of a child is violated, interest and welfare of the child cannot be 

protected. In this sense also, Right to Privacy of a child gets prominence.  

 Moreover, the vulnerability of children in general, causes the gross violation 

of all human rights of children and Right to Privacy is not an exception to it. If 

parents are suffering from illiteracy, unemployment, poverty and inequality of 

income, then how can they produce and upbring healthy children? That is why 

children are suffering from these serious consequences. Again, if parents are not 

aware of their Right to Privacy, how can they generate awareness regarding Right to 

Privacy of their children? In the developing and underdeveloped countries, Right to 

Privacy is considered as a luxury and no action is taken for the protection of this 

right. But, this conception is improper and protection of Right to Privacy of children 

is the urgent need of the hour. If this right of children are not protected, then they 

would be over-exploited and would not get the benefit of education. Education 

enlightens a child and an uneducated child is always deprived from such 

enlightenment. Consequently, all the human rights including Right to Privacy of 

children are violated.  
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6.2.3.2. International Concern for the Protection of Privacy of Children  

 Vulnerability of children, its causes and consequences are not any narrow 

local issue, rather it is a global issue. In fact, world-wide concern for the prevention 

of child vulnerability is increasing day by day. Simultaneously, violation of Right to 

Privacy of children and the protection of this right have become a global issue. In 

this respect, United Nations and its Specialised Agencies are taking active steps. 

Though these initiatives are mainly concerned with the violation of all human rights 

of children, but nonetheless they have rejected the Right to Privacy. In fact, they 

have taken active steps for the protection of this right, which can be visualised from 

certain express legal provisions contained in a few United Nations International 

Legal Instruments. However, among them, Convention on the Rights of the Child, 

1989 and United Nations Standard Minimum Rules for the Administration of 

Juvenile Justice, 1985 expressly deal with the provision for protection of Right to 

Privacy of children. Those provisions are discussed hereinbelow.  

6.2.3.2.1. The United Nations Convention on the Rights of the Child, 1989 : An 

 Analysis from the Perspective of Privacy of Children   

 In the international field, United Nations has started to take initiatives for the 

protection of the children considering the vulnerability of their nature. In this 

respect, it has incorporated Article 25 of the Universal Declaration of Human 

Rights, 1948 and various other articles in the International Covenant on Civil and 

Political Rights, 1966 as well as the International Covenant on Economic, Social 

and Cultural Rights, 1966. In furtherance of this objective, the United Nations 

General Assembly has also adopted the Declaration on the Rights of the Child on 

November 20, 1959. Due to the non-binding nature of all these international legal 

instruments, adoption of a Convention for Child Care has become necessary. 

Therefore, the United Nations Convention on the Rights of the Child has been 

adopted by the United Nations General Assembly on November 20, 1989.  It has 

come into force on September 2, 1990.  

 The Convention has recognised that, in all countries of the world, huge 

numbers of children are living in exceptionally difficult conditions and therefore, 

those children need special consideration. In this backdrop, the objective of the 

Convention has been to recognize the importance of international co-operation for 
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improving the living conditions of children in every country and particularly in the 

developing countries. Taking into account of this objective, the Preamble of the 

Convention has been drafted. The Preamble has proclaimed that, childhood is 

entitled to special care and assistance.  

 The text of the Preamble shows that, the child needs to grow up in the family 

environment for the full and harmonious development of his or her personality. It 

also proclaims various ideals, like peace, dignity, tolerance, freedom, equality and 

solidarity for the achievement of the children. Therefore, the Preamble has accepted 

the necessity of dignity and freedom for the children. As these two ideals are the 

basic elements of Right to Privacy, thereby the Preamble in its language has already 

created the environment for enacting an article containing the Right to Privacy of 

children in this Convention. 

 In this atmosphere of dignity and freedom for children, the Convention has 

declared the Right to Privacy of children as an important human right. In this 

context, it is pertinent to mention here that, this Convention has expressly declared 

the Right to Privacy of family, home, correspondence, honour and reputation of the 

children under Article 16 of the Convention like the Article 12 of the Universal 

Declaration of Human Rights, 1948 or the Article 17 of the International Covenant 

on Civil and Political Rights, 1966. In this sense, Article 16 of this Convention has 

recognised a general Right to Privacy of children in line with the two above-stated 

articles. Therefore, this Convention has similarities with the Universal Declaration 

and the International Covenant on Civil and Political Rights. The text of Article 16 

runs as follows:-  

 “1. No child shall be subjected to arbitrary or unlawful 

interference with his or her privacy, family, home or correspondence, 

nor to unlawful attacks on his or her honour and reputation.                                                                   

 2. The child has the right to the protection of the law against 

such interference or attacks”.   

 

 If the above-stated article is analysed, the following components are found:-  

(i) It has given protection to the –  

    (a) Individual Privacy of children;  

    (b) Family Privacy of children;  

    (c) Privacy of Home or Correspondence of children;  
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    (d) Privacy of Honour and Reputation of children.  

(ii) It has prohibited arbitrary or unlawful interference with the Privacy rights of 

children mentioned therein.  

(iii) It has enjoined legal protection to the Privacy rights of children mentioned 

therein.  

(iv) It has specifically given legal protection to these rights of children against any 

kind of arbitrary or unlawful attack or interference.  

 Therefore, Article 16 of this Convention has tried to protect the Privacy 

rights of children mentioned therein from any kind of invasion by way of arbitrary 

or unlawful attack or interference. In this sense, this article is similar with the Article 

12 of the Universal Declaration of Human Rights, 1948 and the Article 17 of the 

International Covenant on Civil and Political Rights, 1966. In a comparative 

analysis of above-stated Articles 12, 16 and 17, the following points may be 

emerged:-  

(i) Article 16 of this Convention is also illustrative of Privacy rights and not 

exhaustive like the Article 12 of the Declaration or the Article 17 of the Covenant.  

(ii) The scope and ambit of this article is also limited like the Article 12 of the 

Declaration or the Article 17 of the Covenant.  

(iii) It has also mentioned nothing about the other Privacy rights apart from those 

expressly mentioned like the other two articles.  

(iv) The interpretation of this article in any manner, does not show the implied 

coverage of other Privacy rights, which contention is again similar with the above-

stated Articles 12 and 17.  

 The comparative analysis of the above-stated three articles shows that, these 

three articles have walked in the same line with a slight difference that, Article 16 of 

the Convention has spoken about the Right to Privacy of children and the other two 

Articles 12 and 17 have spoken about a general Right to Privacy of all. In this sense, 

this Convention has followed the guidelines framed by the said Declaration and the 

Covenant. It has also applied those general guidelines carefully to the children. But, 

there is one difference in this Convention with the Declaration and the Covenant. 

There has been no article in this Convention like the Article 16 of the Declaration or 

the Article 23 of the Covenant dealing with the Right to Privacy of Family and 
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Marriage. The reason behind this difference is that, child marriage is prohibited by 

law and as such, there is no necessity to recognise the Right to Privacy of family and 

marriage of children. Due to this reason, there is also no article like the Article 10(1) 

of the International Covenant on Economic, Social and Cultural Rights, 1966 and 

the Article 16(1) of the Convention on the Elimination of All Forms of 

Discrimination Against Women, 1979. In this sense, Article 16 of this Convention 

has not walked in same line with the above-stated Articles 10(1) and 16(1).  

 Apart from the Article 16 of this Convention, there is also another article 

recognising the Right to Privacy of  children and that is Article 40(2)(b)(vii). The 

text of this article runs as follows:-  

 “. . . (vii) to have his or her privacy fully respected at all 

stages of the proceedings . . .”  

 

 In fact, this article as a whole does not deal with the Right to Privacy of 

children. Only the Article 40(2)(b)(vii) deals with the Right to Privacy of children at 

the time of penal proceedings. But, this clause of Article 40 is very important, 

because it has tried to protect the Right to Privacy of children at the time of penal 

proceedings, where the chances of its violations are ample. Furthermore, the 

incorporation of this article in this Convention is a unique creation, because the 

other Declaration, Covenants or Conventions have created no such provisions for the 

protection of the Right to Privacy. Therefore, the steps taken by the United Nations 

Convention on the Rights of the Child, 1989 for the recognition and protection of 

general Right to Privacy of children under Articles 16 and 40(2)(b)(vii) is a good 

initiative on the part of this Convention.  

6.2.3.2.2.  United Nations Standard Minimum Rules for the Administration of 

 Juvenile  Justice, 1985 : A New Dimension towards Privacy 

 Protection of Juveniles  

 Protection of Right to Privacy of children is not the only issue, but the 

protection of Right to Privacy of Juveniles is also utmost important. Juveniles are 

standing at the border line of child and adult and as such, they need special care and 

protection. Juveniles may not be of tender age like children, but are also not matured 

like the adults. In fact, physically they have grown up to some extent for carrying 

out physical labours. But, mentally they are not grown up like adults and therefore, 
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behave like the children. Due to this reason, juvenile age is a very delicate age and 

if, special care and protection is not provided for the mental development at this age 

in the positive direction, the mental growth may happen in negative direction. 

Mental growth in a negative direction is a very serious matter, because it creates 

many serious consequences. It does not only produce Juvenile Delinquent, but also 

produce a frustrated, depressed or mentally retarded juvenile. Sometimes, such 

juveniles may commit suicide also. Therefore, juvenile age is a very delicate age and 

their problems are very critical problems, which should be handled with proper care.  

 Problems of Juveniles are global issues and as such, everyone is concerned 

with these problems at the international level. United Nations is also not dormant in 

this area. It has enacted the United Nations Standard Minimum Rules for the 

Administration of Juvenile Justice, 1985 to promote juvenile justice at the 

international level and to prevent juvenile injustice. Adoption of these rules has been 

proved to be an active step towards the promotion of juvenile justice. These rules are 

also known as “The Beijing Rules”. However, these rules have been recommended 

for adoption by the 7th United Nations Congress on the Prevention of Crime and the 

Treatment of Offenders held at Milan from 26th August to 6th September, 1985 and 

has been adopted by the General Assembly Resolution 40/33 of 29th November, 

1985.                      

 In the atmosphere of all pervasive well-being of juveniles, the rules have 

defined various rights of juveniles and have tried to protect those rights. Along with 

the other rights of juveniles, the rules have also dealt with the Right to Privacy of 

juveniles and its protection thereof. In this respect, Rule 8 is pertinent to mention, 

the text of which runs as follows:- 

“Protection of Privacy 

 8.1. The juvenile’s right to privacy shall be respected at all 

stages in order to avoid harm being caused to her or him by undue 

publicity or by the process of labelling.  

 8.2. In principle, no information that may lead to the 

identification  of a juvenile offender shall be published”. 

  

 If the above-stated Rule 8 is analysed, the following points may be emerged:-  

(i) The Rule deals with the Juvenile offenders and other juveniles, against whom any 

proceedings are carried on.  
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(ii) The Rule recognizes Juvenile’s Right to Privacy and provides respect to this 

right.  

(iii) The Rule prescribes that, the Juvenile’s Right to Privacy shall be maintained at 

all stages of any proceedings carried on against her or him.  

(iv) The underlying objective behind this rule is to prevent any harm caused to the 

Juvenile –  

       (a) by undue publicity about him during the proceedings; or  

       (b) by the process of labelling the juvenile as a criminal or an offender.  

(v) The rule prohibits publication of any information about the juvenile, which may 

lead to the identification of her or him as a juvenile offender.  

(vi) The prohibition of publication of information about the juvenile offender shall 

be maintained as a matter of principle.  

 Therefore, the Rule 8 has prescribed protection of Right to Privacy of 

Juvenile offenders at the time of any proceedings instituted against him or her. In 

this sense, intention of this rule is to prevent any negative publicity of the juvenile 

offender or to prevent the juvenile being placed in the false light. The purpose of this 

rule is also to prevent identification of the juvenile as a permanent criminal as well 

as to prohibit the publication of any information in this respect in public. The 

underlying objective behind this rule is to maintain Right to Privacy of the juvenile 

in full proof manner, so that every possibility of the juvenile becoming a permanent 

criminal can be prevented. As such, interpretation of this rule provides the idea that, 

though this rule prescribes a general Right to Privacy for juveniles, but this right is 

applicable in certain specific area and that is, in case of Court proceedings against 

the juvenile. In this sense, this rule does not cover every area of Right to Privacy of 

a juvenile, but this rule is meant for the protection of Right to Privacy of a juvenile 

during Court proceedings.      

 Due to the above-stated reasons, certain differences are found between Rule 

8 and the other international legal instruments containing general Right to Privacy, 

like Article 12 of the Universal Declaration of Human Rights, 1948, Article 17 of the 

International Covenant on Civil and Political rights, 1966 and Article 16 of the 

United Nations Convention on the Rights of the Child, 1989. The main difference is 

that, all these articles contain a general Right to Privacy, but Rule 8 contains Right 
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to Privacy during court proceedings against a juvenile and does not cover Right to 

Privacy of juveniles in other matters. In this sense, the scope and ambit of Rule 8 is 

narrower than the other above-mentioned articles. It does not provide full-proof 

protection of Right to Privacy of juveniles. Moreover, this rule is of suggestive 

nature and not of commanding nature, because no punitive measures have been 

prescribed for the violation of these rules.  

 Generally, rules are supplementary and complimentary to the acts or statutes. 

In the international legal field, rules are supplementary to the declarations, covenants 

and conventions. Though these instruments are also not directly enforceable and 

need incorporation of their articles into national constitutions or national legislations 

of the Member-States for their enforcement, but Member-States are bound to 

incorporate those in their domestic laws to get the benefit of becoming members of 

the International Community. But, rules cover only certain specific areas and not 

general in nature. They generally rest on some parent statutes, in the absence of 

which they become ineffective. In this particular area, no such parent statute is 

found. Therefore, rules reflect only suggestive ideas, which Member-States may 

incorporate and nothing will happen in case of non-incorporation of those rules. 

Hence, the adoption of these rules is a good initiative for protection of Right to 

Privacy of juveniles to a limited extent and these are not comprehensive in nature.  

 The international legal arena regarding the protection of Privacy of children 

is good enough. But, the initiatives of the international level in this respect have not 

been reflected in the regional legal scenario. As such, no such regional legal 

instrument is found in this respect, except the African Charter on the Rights and 

Welfare of the Child, 1999, which is discussed hereinbelow.  

6.2.3.3. Regional Concern for Protection of Privacy of Children with special 

 reference to the African Charter on the Rights and Welfare of the 

 Child, 1999  

 In the regional legal scenario, continent wise development of Right to 

Privacy of children has not been found so far. As such, separate legal instruments 

with respect to European and American regions have not been found in this respect. 

Asian region is more or less concerned with Data Privacy only and not any aspect of 

Individual Privacy. Therefore, the question of their initiative regarding protection of 
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Privacy of Children does not arise. What is remaining thereby is the African region. 

Surprisingly, only the African region has taken special initiatives for the protection 

of Privacy of Children. Though this region is not concerned with the Right to 

Privacy as a whole and has not taken any initiative for the protection of this right in 

general, but has taken initiative for the protection of Privacy of Children in the 

African region. The main reason behind it is that, Africa is a socially and 

economically backward continent. Due to its backwardness, its children are 

suffering from serious vulnerability and its dangerous consequences. As such, they 

need special care and protection for their progress and development. For this 

purpose, the African Charter on the Rights and Welfare of the Child, 1999 has been 

made, which has tried to protect every right of the African Children including their 

Right to Privacy.  

 The initiatives of Africa for the promotion and protection of human rights in 

the African Continent have not been ended with the adoption of the African Charter 

on Human and Peoples’ Rights, 1981; rather those initiatives have been started with 

this Charter. The next step in this respect has been the adoption of the African 

Charter on the Rights and Welfare of the Child, 1999. This Charter has been adopted 

by the Organisation of African Unity on the basis of the Declaration on the Rights 

and Welfare of the African Child, 1979. For the fulfilment of the objectives of the 

Declaration and to recognise the need to take appropriate measures to promote and 

protect the rights and welfare of the African Child, the African Charter on the Rights 

and Welfare of the Child has been adopted by the Organisation of African Unity in 

1990. It has come into force on November 29, 1999.  

 In the background of raising serious concern for the protection of the rights 

of the children in Africa, the African Charter on the Rights and Welfare of the Child 

has declared various rights and welfare of the child as well as the duties of the State 

for protection of those rights. This Charter has declared the Right to Privacy of the 

African Children along with the other human rights. Article 10 of the Charter deals 

with the ‘Protection of Privacy’ of African Children, which runs as follows:-  

 “No child shall be subject to arbitrary or unlawful interference 

with his privacy, family, home or correspondence, or to the attacks 

upon his honour or reputation, provided that parents or legal 

guardians shall have the right to exercise reasonable supervision 
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over the conduct of their children. The child has the right to the 

protection of the law against such interference or attacks”. 

   

 Therefore, Article 10 of the Charter guarantees right to Privacy, family, 

home or correspondence, honour or reputation of the African Children and tries to 

protect those rights from arbitrary or unlawful interference or attacks. An analysis of 

this article gives the idea that, this article is drawn in line with Article 12 of the 

Universal declaration of Human Rights, 1948 and Article 17 of the International 

Covenant on Civil and Political Rights, 1966. In fact, Article 10 is the specific 

application of the generalised principles stated in those above-stated Articles 12 and 

17. As such, the same elements and rights are present in Article 10 as are present in 

Articles 12 and 17. Also the scope, ambit and area of coverage of Article 10 are 

similar with the Articles 12 and 17. The only difference present in Article 10 is that, 

it is applicable to the Privacy of children, whereas, the other two articles are 

applicable to all individual human beings. Therefore, Article 10 is nothing but the 

application of similar principles of the other articles on Privacy of children, along 

with the only exception of exercising reasonable supervision on children by the 

parents or legal guardians, as stated in Article 10.  

 Moreover, Article 10 of this Charter is also similar with the Article 16 of the 

United Nations Convention on the Rights of the Child, 1989. Both of these articles 

have dealt with the Privacy Rights of the child along with a difference that, Article 

16 is having universal application, whereas, Article 10 is having regional application 

only in Africa. In fact, one article is the reflection of the other, with an exception in 

Article 10 that, it contains the provision of exercising reasonable supervision on 

children by the parents or legal guardians, which provision is absent in Article 16. 

Hence, it can be said that, Article 10 of the African Charter on the Rights and 

Welfare of the Child, 1999 is based on various provisions of right to Privacy 

contained in different International Instruments made under the auspices of the 

United Nations. In this sense, Article 10 is a good initiative for the protection of 

Right to Privacy of the Child in Africa.  

 As regards the municipal legal framework, no such noteworthy initiatives 

have been taken like the international or regional legal scenario for the protection of 

Privacy of children. As regards these countries, no such laws are found therein, 
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except China, which has enacted the Law on the Protection of Minors, 1991. This 

law has been made for the protection of Right to Privacy of minor children in China. 

Therefore, China has taken a god initiative in this respect. In the ultimate effect, 

Right to Privacy of children is not adequately protected throughout the world. 

Hence, considering the seriousness of the matter, it can be said that, enactment of 

comprehensive legislation in this field is the need of the hour.                         

6.2.4. Privacy vs. Scientific and Technological Developments  

 Science is the ability to produce solutions of any problem, be it natural, 

social, scientific or cultural, and be it traditional or modern. Science is the new way 

of thinking. It develops new devices and technologies to give a concrete shape to the 

new ideas. Science is the method of discovery or invention. Scientific inventions are 

assets of the society, because those bring together progress and development of the 

society. Science is an instrument or a medium of social change. Scientific inventions 

have always led to social change from primitive to ancient society, ancient to 

medieval, medieval to modern and modern to post-modern society. Every change in 

society is the gift of science, be it physical science, life science, medical science, 

social science, moral science or behavioural science. As such, science is an integral 

part of human society, without which we cannot even think of our existence. In this 

sense, scientific developments have become boon for human society. But, those 

scientific and technological developments have brought with themselves various 

tools and techniques of hidden surveillance on human lives. These can create serious 

impacts on human lives by producing their loss of Privacy or otherwise. In this 

sense, scientific and technological developments have become bane for human 

beings. Hence, it is a matter of discussion, whether science is a boon or bane for 

human beings.  

6.2.4.1. Threats to Privacy owing to advancement of Scientific Technology  

 With the advancement of science and technology, new devices have been 

invented; with the help of which private lives of individuals can be kept under 24 

hours surveillance and their Right to Privacy can be easily violated. In this manner, 

new threats have been posed to Right to Privacy in the contemporary society owing 

to the advancement of scientific technology. New scientific and technological 

devices are praiseworthy at the threshold of advanced civilized society, because 
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these are necessary for the progress and development of society at its highest level. 

Not only that, these are also necessary to prevent terrorism. In fact, terrorism is 

showing its red-eye to the civilized states and creates devastating effects on these 

countries in frequent manner. Surveillance in the interest of national security is the 

urgent need of the hour for identification of the terrorists and prevention of 

terrorism. For this purpose, the new scientific devices are required, but, that does not 

mean that, Individual Privacy could be seriously hampered with the help of these 

devices. Personal Liberty of individual citizens should also be kept in mind in the 

modern democratic States and for the sake of it, misuse of advanced scientific and 

technological devices should be prevented first. States should run their 

administration in this manner, so that, a reconciliation can be made between the use 

of new devices and protection of Privacy. In this respect, appropriate laws should be 

made to create a balance between the conflicting interests of surveillance by modern 

devices and protection of Right to Privacy of individual citizens.  

 In this respect, a brief idea of different technological devices posing threats 

to Privacy is presented hereunder.  

6.2.4.1.1. Recording Techniques 

 The characteristic feature of various modern recording techniques is their 

clandestine nature, which includes long-distance lenses, listening devices, telephone 

tapping, polarising lenses,32 miniature apparatus capable of checking and controlling 

from a distance, an individual’s behaviour at any time without his knowing it.33  

 The most important problem of these devices is that, a person’s behaviour 

can be recorded through these devices from long distance and the person cannot 

even perceive its existence. As such, surveillance on a person’s private life can be 

easily made with the help of these devices. Though government machineries, do not 

always use these devices or the recordings made by these devices are not always 

admitted as evidence, because of the chances of forgery in recordings, but the 

Privacy of an individual is lost therein, which cannot be reverted back. Moreover, 

                                                           
32 Bishop, ‘Privacy v. Protection’, The Bugged Society, Assembly for Human Rights, Montreal, 1968. 
33 Pierre Juvigny, “Modern Scientific and Technical Developments and their Consequences on the 

Protection of the Right to Respect for a person’s Private and Family Life, his Home and 

Communications”, in A. H. Robertson (ed.), op.cit., pp.129-138 at p.132. 



Outstanding Facets, Dimensions and Current Trends of Right to Privacy in U.S.A., U.K. 

and India : A Comparative Analysis  

_________________________________________________________________________ 

 

 

669 
 

these secret records would lead to various criminal tendencies, like blackmailing the 

person, whose Privacy is so lost, for earning money.     

 In fact, these devices are used to conduct modern forms of spying on private 

individuals, wherein their Right to Privacy is lost totally. The most important part of 

this spying is that, it is called ‘private espionage’, because private individuals are 

prying on other private individuals with the help of these devices to fulfil their 

personal interests, be that monetary or otherwise. In this respect, a few examples can 

be cited hereunder:-  

(a) The spying may take place inside the building where a family lives.  

(b) It may be directed by one member of a family against another in case of divorce 

proceedings.  

(c) In commercial, technical or financial circles, it may be practised between rival 

companies or even within a firm.   

(d) In professional relationships, the clandestine recording of conversations 

between heads of departments can be made by the chairman or managing director.34   

 The above-stated examples clearly portray the dangerous nature of loss of 

Privacy by way of spying committed with the help of clandestine devices. This 

spying and providing information has become a tempting business, wherein certain 

firms are engaged to provide information in lieu of money. They are morefully using 

these secret recording devices to perform in more subtle manner. Moreover, the 

private detective agencies are also using these secret recording techniques during 

their investigation or to provide secret information about someone as asked them to 

provide. Whatever may be the nature of using secret devices, the wrong happens is 

the same and that is loss of Individual Privacy. The loss of Privacy has become more 

dangerous in the modern period due to the invention of modern audio-visual 

recording devices. Now-a-days, we come to know frequently that, secret audio-

visual recording devices, called ‘spy hidden cameras’ are fixed at the trial rooms of 

the shopping malls. The purpose of fixing those cameras is to take obscene 

photographs of the persons inside the trial rooms and to sell those in lieu of money. 

This is a crime of course and attracts the provisions of the penal code, but 

                                                           
34 Id at p.133. 



Outstanding Facets, Dimensions and Current Trends of Right to Privacy in U.S.A., U.K. 

and India : A Comparative Analysis  

_________________________________________________________________________ 

 

 

670 
 

simultaneously amounts to gross violation of Individual Privacy of the person inside 

those rooms. These wrongs are acute examples of the new dangers posed to human 

beings on account of invention of new recording techniques.   

 At the threshold of the new era of gross violation of human right to Privacy 

consequent to the use of new recording techniques, how to solve the problem is an 

important question. Keeping in mind the conflict between Right to Privacy and 

Right to Information, it is to be decided first, who is entitled to get the secret 

information. Everyone is not entitled in this respect and as such, indiscriminate use 

of secret devices is definitely called violation of law. As such, it should be decided 

next, who would be entitled to use the secret devices and for what purpose. Next, 

come to the question of reasonableness of the use of those devices. The government 

and legal fraternity of the modern democratic States are busy now-a-days in solving 

these questions. As such, it has been held that, indiscriminate use of secret devices 

and recording techniques by everyone should be prohibited by law on account of 

violation of Right to Individual Privacy. Also the reasonable use of those devices 

should be permitted by law. In this respect, generalised measures have been adopted 

by the Western democracies, which are stated below:-  

(a) Prohibition or regulation of the manufacture, import and sale of certain objects.  

(b) Enumeration of the persons and authorities entitled to use them.  

(c) Modified or increased powers for the courts, e.g. the power to order seizure of 

an object or the destruction of recordings.  

(d) Affirmation of the victims’ right to damages etc.  

(e) Strengthening of criminal legislation on defamation.  

(f) Adaptation of the ‘right to rectification’ by wireless, television etc.35  

 The above-stated measures are no doubt praiseworthy for solving the 

problems concerning the use of recording techniques and violation of Right to 

Privacy. But, it should be kept in mind that, the issues in this respect should be 

solved considering the aspects of public interest and the matters of internal and 

external security of the States. Defence and Military departments should use these 

recording techniques in the interest of national security and no question of violation 

                                                           
35 Ibid. 
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of Right to Privacy should arise thereon. But, in other cases, public interest should 

be the criteria for determining the use of recording techniques and the aspects of 

violation of Individual Privacy.  

6.2.4.1.2. Optical Devices  

 Apart from the recording techniques, optical devices are also the gift of 

advanced scientific technologies as well as responsible for the violation of Privacy. 

The human eye has long been supplemented by the telescope and for more than a 

century by the Camera. Photographs can thus be taken from long range of human 

beings, equipments and documents. Modern versions of regular camera is the 

miniature or Minox type camera, which can be used to obtain close-up photographs 

of a subject without his knowledge, or it may be installed in some hidden viewpoint 

and set to take photographs at predetermined intervals or by remote control. Now-a-

days, this camera is also called ‘spy hidden camera’. Camera is an acute example of 

optical device. Other examples of such optical devices are ‘one-way’ mirror, 

projection of picture through infra-red light which works with the technology of 

one-way mirror, small television camera or CCTV camera etc.36  

 All these optical devices have been invented for the purpose of providing 

easier access to take personal photographs by human beings or to entertain 

themselves by way of television cameras or otherwise. Spy hidden Camera, CCTV 

Camera, one-way mirror or techniques of infra-red light have been developed to help 

security services and governmental machineries to get secret information at the time 

of internal or external emergency. Defence or military department can also take the 

help of these optical devices as and when required. But, unfortunately these devices 

are used by some mean-minded persons and the investigative journalists to gather 

information about the personal lives of the individuals. With the help of these optical 

devices, they can easily get the personal information about anyone in clandestine 

manner. In this sense, though optical devices have been meant for becoming boon 

for the human beings, but have become bane for themselves. Therefore, proper legal 

steps should be taken to prevent the misuse of these optical devices.  

 

                                                           
36 R. V. Jones, “Some Threats of Technology to Privacy”, in A. H. Robertson (ed.), op.cit., pp.139-

162 at pp.143-144.  
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6.2.4.1.3. Acoustic Devices  

 Sound has so far been easily most important medium for obtaining 

information from an unsuspecting subject. This is due to the fact that he uses his 

voice to utter his thoughts, and the sound waves that he thereby sets up in the air 

cause, to a greater or lesser extent, vibrations in any body on which they fall. Even 

the apparently solid walls of a room are set into vibration, and thinner bodies such as 

windows or metal sheets react more strongly. In principle, if we have a means of 

detecting the vibrations of these bodies we can use it to listen to what the subject is 

saying. The microphone is the logical development of this principle and after its 

development; it has inevitably increased the power of the eavesdropper. In the first 

place, if he could tap his subject’s telephone line he would be able to listen to the 

subject’s conversations, and over the years this has become a major weapon of 

espionage and security services, of the private enquiry agent and of industrial 

agent.37  

 The easiest way of making sure of tapping a subject’s telephone is to gain 

access to his own terminal and to install the tapping device there. If the would-be 

eavesdropper can gain access to his subject’s telephone he has the choice of several 

devices which he can install in its base. Most of them include some form of pick-up, 

and a small frequency modulated transmitter, having a range of some hundreds of 

meters. Gradually, more advanced transmitters have been made, which could be 

disguised as desk diaries and which would work up to one metre away from the 

telephone.38  

 A still more remarkable device is what is known as the ‘harmonica bug’. 

Once this is installed in the telephone of the victim, the eavesdropper who may be 

anywhere, even thousands of miles away, provided he is on a direct dialling system 

– merely dials the victim’s number and blows a predetermined musical note on a 

harmonica. This note is picked up by the device in the victim’s telephone, and 

prevents it from ringing. At the same time it connects the telephone microphone into 

                                                           
37 Id at pp.145-146. 
38 Id at pp.146-147. 



Outstanding Facets, Dimensions and Current Trends of Right to Privacy in U.S.A., U.K. 

and India : A Comparative Analysis  

_________________________________________________________________________ 

 

 

673 
 

the line so that the eavesdropper can listen to any conversations that are taking place 

within earshot of the victim’s telephone.39  

 The more professional version of the ‘harmonica bug’ is known as the 

‘infinity transmitter’. The principle of operation is the same, but the harmonica is 

replaced by an electronic tone generator, which may generate two or more tones 

simultaneously, and in a combination which the device in the victim’s telephone is 

set to recognise. It will then not respond to a single tone but only to the pre-set 

combination, and the system is thus more secure against accidental discovery.40  

 Apart from the telephone tapping, transmitter and microphone system, there 

are other types of acoustic devices also. Acoustic vibrations of a window may also 

be observed by radar techniques if the window is made of a glass that is coated with 

a transparent but electrically conducting film, or if a metal foil strip can be stuck on 

the window surface. A recent development of the laser for eavesdropping is to 

observe the movement of a surface that is already in the victim’s room and which 

may be set into vibration by speech. One of the most ingenious of all eavesdropping 

devices was that developed by the Russians for eavesdropping in the American 

Embassy in Moscow. The device was concealed in a model of the great seal of the 

United States, consisted of a short antenna connected to an electronic cavity and 

used to transmit signals by reflection of radio waves.41  

 The above-stated acoustic devices have been invented during the period of 

Second World War and have been continued upto the period of Cold War between 

America and Russia. Spying and eavesdropping have reached their highest level 

during that period, wherein the invention of these devices has brought a 

revolutionary change. At that period, these devices have been the need of hour, 

because the internal and external security of the States have been seriously 

threatened, owing to which every spying and eavesdropping of private conversations 

have been permissible. Most of the fundamental rights are suspended during the 

internal and external emergencies and so is the Right to Privacy. Therefore, during 

that worldwide emergency period, spying and eavesdropping of private 

                                                           
39 Id at p.147. 
40 Ibid. 
41 Id at p.149. 
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conversations with the help of acoustic devices have been allowed without question 

of violation of Right to Privacy. But, in the contemporary society and in the regime 

of welfare States, such kind of spying and eavesdropping would amount to violation 

of Individual Privacy and as such, not permissible. Now-a-days, more advanced 

acoustic devices have been developed than those used in the then period, which are 

more dangerous to violate Individual Privacy. Therefore, legal control of the 

acoustic devices is the need of the hour to determine who would be entitled to use 

these devices, where and when. Definitely, everyone should not be allowed to use 

these devices for the sake of the protection of Individual Privacy.       

6.2.4.1.4. Eavesdropping  

 Eavesdropping means listen something without the speaker’s knowledge and 

eavesdropping means secretly listening to others conversations. It includes the habit 

of lurking about the dwelling houses and other places, where persons meet for 

private intercourse, secretly listening to what is said thereon and then disclose it in 

public or use it otherwise for the fulfilment of any public, private or personal 

interest. In short, eavesdropping is secretly listening to the private conversations 

without the knowledge of the persons doing the conversation. An eavesdropper is a 

secret listener to private conversations. The practice of eavesdropping at large scale 

has been started during the Second World War and the Cold War. In this respect, 

various acoustic devices have been developed, with the help of which eavesdropping 

is possible smoothly.  

 But, it is to be remembered that, acoustic devices are not the only medium of 

eavesdropping; rather it is possible through other means also. In this respect, we 

must also be alert to the fact that conversations are not the only form of 

communication between individuals. Teleprinter signals can be tapped and 

deciphered; computer inputs and outputs are vulnerable; and it is conceivable that 

electric typewriters could be made to transmit letter by letter as they are operated. 

Moreover, correspondence can also be opened and read without the recipient being 

aware that this has been done.42  

                                                           
42 Id at p.150. 
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 Therefore, eavesdropping is a serious problem, which can be made through 

other means of communication or with the help of other electrical or electronic 

devices, apart from the acoustic devices. It is permissible during internal and 

external emergency as well as to prevent counter spying or counter eavesdropping 

from the opponent side. But, it is not permissible during ordinary times as violative 

of the Right to Individual Privacy. All the devices helping eavesdropping and 

eavesdropping itself is the gift of advanced scientific technology. Hence, science has 

become a boon to provide national security during emergency, but has become a 

bane to violate Individual Privacy during normal times.  

6.2.4.1.5.Tracking  

 In building up a picture of a subject’s activities, among the most useful items 

of information are where he goes and the human contacts that he makes. Apart from 

direct watching, which is tedious, expensive and fairly easy to detect, there is the 

possibility of tracking by making him emit some identifying signal. This principle 

has been developed to track a motor car by attaching a small radio transmitter. The 

device is commonly known in America as a ‘bumper beeper’, because one of the 

most convenient points of attachment is inside a bumper. It is simply attached by a 

magnet and if the tracker has sufficient access to the car, he can wire it to take its 

power from the car battery. Such a device has an antenna, and this is not easy to 

conceal. But, some devices are designed to use the antenna of the car itself, if it 

happens to be fitted with radio.43  

 The target vehicle can be located by direction-finders from two or three fixed 

points or it may be followed by a tracking vehicle at a discreet distance out of sight. 

This vehicle needs a simple direction finding system to indicate when the homing 

signal is right, ahead or left, of the tracker’s heading. Distance can be estimated in 

various ways. One such way is to electrically fitting attenuators to a single aerial.44  

 Apart from the car tracking, tracking of an individual is also possible. An 

individual can be tracked, if he can be made unwittingly to carry a radio transmitter. 

This is easily done by gaining access to his clothing and serving in a miniature 

transmitter and antenna in some region where he is unlikely to notice them. He can 

                                                           
43 Id at p.153. 
44 Id at pp.153-154. 
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also conceivably be ‘marked’, if he is in the habit of taking pills, by substituting a 

radio pill for a genuine one. Such a pill would, however, have a very limited range 

and useful life. He may also be ‘marked’ by fluorescent powder, as has long been 

used by police forces for the detection of thieves, or by radio-active trackers, or by 

some chemical signal which, without having a perceptible smell, could be 

recognised as a scent by a suitable electronic ‘nose’. In some circumstances, it may 

be possible to follow individuals by radar, but this probably has more entertainment 

than detective value. With a Doppler system which records the movement of the 

subject’s body as he or she walks, it is possible to distinguish women from men due 

to the difference in their walking style.45  

 Therefore, tracking of human beings and cars can be made with the help of 

various technological devices. It was essential to track enemies of the rival countries 

and their spies during the Second World War and Cold War. As such, tracking 

devices have been invented. These devices are also required in the present society 

for tracking the terrorist activities or the attacking policies of the enemy countries. 

As such, these devices are helpful for the military, police force and detective 

agencies. In this respect, modern tracking devices have also been developed. But, 

the use of these devices by the common people to track the activities of the other 

common people or to know their personal activities should be highly objectionable. 

It would amount to gross violation of Individual Right to Privacy. Hence, misuse of 

tracking devices should be prevented by appropriate laws.  

 The evil effects of advanced scientific technology on Right to Privacy have 

already been discussed. It is to be remembered again in this respect, though 

advanced scientific technologies have become boon for the society as a whole, but 

have become bane as regards the protection of Right to Privacy. It has already been 

seen that, how minutely and secretly the newly invented optical and acoustic devices 

work for getting secret information about someone. The recording techniques are so 

clandestine, so subtle that, any conversation or picture can be easily recorded 

secretly without the knowledge of the person, whose information is recorded. Most 

dangerous optical devices are spyhidden and CCTV cameras, which can be placed 

                                                           
45 Id at p.154. 
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anywhere to video-record anything. Acoustic devices, like microphones and 

transmitters can be shaped in any form and can be kept in any place to get any 

information about anyone. As such, threats posed by them are serious. Most 

important cases are the cases of eavesdropping and tracking. These techniques are 

growing further everyday and new devices are developed for providing further 

impetus to eavesdropping and tracking. Though all these devices have been proved 

to be advantageous for security measures, but have become disadvantageous as 

violative of Right to Privacy. Legal protection in this respect is the urgent need of 

the hour. Legal control of these devices is required to prevent misuse of these 

devices for wrongful gain. Who would be allowed to use these devices and for what 

purpose, that should be decided by law. Otherwise, these devices are not only used 

for violation of Individual Privacy, but also for commission of serious crimes 

against humanity.  

6.2.4.2.  International Legal Scenario at the verge of Privacy vs. Scientific  

 Technology  

 Wrongful use of advanced scientific technology may cause violation of Right 

to Privacy as well as may lead to the commission of various crimes. But, the study is 

concerned with the cases of violation of Right to Privacy and the prevention thereof 

in this respect. Therefore, the laws which have been made for the protection of Right 

to Privacy from the evil effects of advanced scientific technology are the matters of 

discussion hereunder. The Laws in this respect can be divided into international 

laws, regional laws and municipal laws of different countries. In the international 

legal scenario, a number of Conventions, Conferences, Declarations and Guidelines 

have been made under the auspices of the United Nations. A legal analysis of those 

has been presented hereinbelow.  

6.2.4.2.1.  The United Nations World Conference on Human Rights 

 Instruments : The Proclamation of Teheran, 1968 : An 

 Instrument for prevention of evil effects of Advanced Scientific 

 Technology on Right to Privacy  

 The International Conference on Human Rights has been held at Teheran 

known as the Proclamation of Teheran, 1968.  The main objective of this 

proclamation has been to review the progress made in the 20 years since the 
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adoption of the Universal Declaration of Human Rights and to formulate a 

programme for the future. The Preamble of this Proclamation has recognised that, 

peace is the universal aspiration of mankind and that peace and justice are 

indispensable to the full realization of human rights and fundamental freedoms.  

 Para 18 of this Proclamation deals with the protection of individual rights 

and freedoms from the evil effects of advanced scientific technologies, which runs 

as follows:-  

 “While recent scientific discoveries and technological 

advances have opened vast prospects for economic, social and 

cultural progress, such developments may nevertheless endanger the 

rights and freedoms of individuals and will require continuing 

attention”.  

  

 If an analysis of this article has been made, then it can be found that, this 

article has tried to protect the individual Right to Privacy from the evil effects of 

advanced scientific and technological developments. Though it has not mentioned 

expressly anything about the Right to Privacy, but it has proclaimed that, the 

existing human rights and freedoms of the individuals should not be endangered in 

any manner due to the evil effects of scientific discoveries and technological 

advances. In the present world order, the individual Right to Privacy is severely 

threatened due to the rapid scientific and technological advancements. Hence, it can 

be assumed easily that, this article has tried to protect the individual Right to Privacy 

without specifically mentioning it. As such, the Proclamation of Teheran has taken 

good initiatives for the protection of Right to Privacy from scientific and 

technological advancements.       

6.2.4.2.2.  The General Assembly Resolutions, 1968 : An Attempt to address 

 dangers to Right to Privacy owing to the Technological 

 Advancements  

 The General Assembly Resolution III by the Second Committee at its 9th 

meeting on 6th May, 1968 has raised its concerns regarding the evil effects of 

technological advancements on Right to Privacy. According to this Resolution, the 

international conference on Human Rights has considered the good as well as evil 

effects of scientific discoveries and technological advancements, which have vast 

prospects for economic, social and cultural progress, but simultaneously have certain 
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dangers in the individual human lives. The basic objective of this Resolution has 

been to consider the dangers caused due to the technological advancements on the 

individual right to live with human dignity and the complex ethical and legal 

problems which have arisen with respect to human rights.  

 The Resolution has recommended various measures to prevent such dangers. 

In this respect, the text of the Resolution runs as follows:-  

 “. . .   

 (ii) Recommends that the organisations of the United Nations 

family should undertake a study of the problems with respect to 

human rights arising from developments in science and technology 

particularly with regard to –  

 (a) respect for privacy in view of recording techniques;  

 (b) protection of the human personality and its physical and 

intellectual integrity in view of the progress in biology, medicine 

 and bio-technology;  

 (c) the use of electronics which may affect the rights of the 

person and the limits which should be placed on its uses in a 

democratic society;  

 (d) and, more generally, the balance which should be 

established between scientific and technological progress and the 

intellectual, spiritual, cultural and moral advancement of 

humanity”.46  

 

 An analysis of the above-mentioned text of the Resolution portrays the 

concern of General Assembly of the United Nations for the protection of Right to 

Privacy of individual human beings as well as their physical and intellectual 

integrity, which have been severely threatened due to the advancement of modern 

scientific technology. In this respect, the Resolution has recommended the creation 

of a balance between scientific and technological progress on the one side and the 

intellectual, spiritual, cultural and moral advancement of humanity on the other side. 

Hence, the respect for human right to Privacy is upheld against the technological 

advancements in this Resolution. The Resolution has described a general Right to 

Privacy in express manner. In this sense, the initiative taken by the Resolution is a 

good initiative.  

 Again, another General Assembly Resolution is found in 1968 based on the 

Teheran Proclamation, which has dealt particularly about the effects of technology 

                                                           
46 S. K. Sharma, Privacy Law – A Comparative Study, Atlantic Publishers and Distributors, New 

Delhi, 1994, pp.239-240. 
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on the Right to Privacy. This Resolution has invited the Secretary-General of the 

United Nations to undertake a study of human rights problems in the perspectives of 

the scientific and technological developments. The text of the Resolution runs as 

follows:-  

 “Resolution for the privacy of individuals . . . in the light of 

advances in recording and other techniques; and uses of electronics 

which may affect the rights of the person and the limits which should 

be placed on such uses in a democratic society”.47  

 

 Therefore, the second Resolution has also spoken in the same line with the 

first Resolution and the texts of both the Resolutions are similar. In this respect, both 

the Resolutions are good initiatives for the protection of individual Right to Privacy 

in the light of the technological advancements. Hence, the efforts taken by the 

General Assembly for the protection of Right to Privacy are highly appreciable.                                    

6.2.4.2.3. The Role of Montreal Statement of the Assembly for Human Rights, 

 1968 for Prevention of Misuse of Technological Advancements on 

 Privacy  

 The Montreal Statement of the Assembly for Human Rights has been held in 

March 22-27, 1968. It has again, raised concerns about the threats of misuse of 

technological advancements on Privacy. The text of the Montreal Statement runs as 

follows:-  

 “(IX) New Dangers caused by Scientific Developments 

  The Assembly recognised the debt which the peoples of the 

world owe to the efforts of scientists and technologicians. 

Nevertheless, the Assembly points out that many aspects of 

technological advance represent positive threats to human rights and 

to human dignity and that the world community must be alerted to the 

nature of these threats.  

  The Assembly also recognised that protection against such 

threats must be embodied in convention or other instruments until 

their nature can be identified, and until there is a general awareness 

of their implications. The dangers were considered under four heads:  

 (i) Electronic and other forms of intrusion on the right of 

privacy.  

 (ii)Implications of computer-based technology for domestic 

governments.  

 (iii) Protection of traditional cultures against the 

homogenizing influence of technological civilization.  

                                                           
47 Resolution 2450 of 19 December, 1968, UN Doc. E/CN.4/1025. 
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 (iv) New developments in medicine and biology and their 

impact on human rights”.48  

 

 The Montreal Statement has tried to alert the world community about the 

new dangers caused by scientific developments. It has pointed out that, though the 

technological advancements have various advantages, but those advancements also 

pose threats to the individual Rights to Privacy, human dignity and other human 

rights. It has categorized those dangers under four heads and has tried to give 

suggestions to prevent the evil effects of those dangers. In this sense, the Montreal 

Statement is a good attempt for the protection of Right to Privacy.  

6.2.4.2.4. An Assessment of Other International Instruments in the light of 

 Modern Scientific Developments and Violation of Privacy  

 There are various other International Instruments made under the auspices of 

the United Nations, which have dealt with various provisions for the protection of 

the Right to Privacy from the evil effects of modern scientific developments. Some 

of those provisions are discussed below:-  

(a) Declaration 3348 of 1975 has more specifically discussed about the loss of 

Privacy in consequent to modern scientific developments and the need for protection 

thereof. It has called upon the States to take measures for the protection of all strata 

of the population from the harmful effects of the misuse of scientific and 

technological developments. Specifically the text of the Declaration runs as 

follows:-   

 “. . . including their misuse to infringe upon the rights of the 

individual or of the group, particularly with regard to respect for 

 privacy and the protection of the human personality and its 

physical and intellectual integrity”.49  

 

 Therefore, this Declaration has discussed about the evil effects of technology 

on Privacy and has expressed the need for protection of Privacy by showing respect 

for privacy, human personality and its physical and intellectual integrity and 

freedom.  

(b) The Report by the United Nations Secretary-General, 1976 has included several 

recommendations “for possible inclusion in draft international standards concerning 

                                                           
48 Supra Note 46 at p.240. 
49 James Michael, op.cit., p.21. 
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respect for the privacy of the individual in the light of modern recording and other 

devices”.50 Though it has expressed its concern about the protection of Privacy in 

the field of the technological developments, but all of its proposals are not confined 

only to evil effects of technology on Privacy and allied rights. In fact, it is not 

confined only to substantive laws, but has also dealt with the procedural laws. Its 

proposals have gone far away and have suggested various controlling measures to be 

imposed on various professionals who are engaged in the activity of dealing with 

private lives of individuals, like private detectives and journalists. It has suggested 

licensing of private detectives and establishment of codes of ethics for the 

journalists. These initiatives are no doubt praiseworthy, because these professionals 

generally use various scientific technologies for recording information about private 

individuals, eavesdropping and tracking of private individuals as part of their 

professional activities. Therefore, controlling their activities should be essential for 

prevention of misuse of advanced scientific technologies for violation of Individual 

Privacy. Hence, initiatives taken by the UN Secretary-General is praiseworthy.    

 In a precise manner, it can be said that, General Assembly Resolutions, 

Montreal Statement of the Assembly of Human Rights and other Declarations and 

Reports under the auspices of the United Nations have raised serious concern about 

the misuse of advanced scientific technology for violation of human right to Privacy. 

They have also suggested various measures for the prevention of such violation. 

Moreover, these international instruments have raised concern about the protection 

of various allied rights to the Privacy, like human dignity, human personality, 

physical and intellectual integrity and freedom, without the coverage of which 

protection of Right to Privacy becomes incomplete. In this sense, these international 

instruments have tried to provide protection to Right of Privacy in full proof manner. 

Therefore, the initiatives taken in this respect is praiseworthy. But, the main defect 

of these instruments is that, these are all suggestive in nature and still are in the stage 

of recommendations, which are yet unenforceable. Therefore, Conventions are 

required for creating general awareness of everyone regarding the evil effects of 

advanced scientific technology on Right to Privacy. Again, Conventions can create 

                                                           
50 Document E/CN.4/1116. 
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provisions for incorporation of these recommendations in national constitutions or 

national legislations of member-States, so that, those become enforceable. Without 

the enforceability, the instruments would be ineffective and valueless. From this 

perspective, the concern of the international legal fraternity for protection of Right to 

Privacy from the evil effects of advanced scientific technology is still in the 

primitive stage.  

 After the international legal arena, there comes the question of regional legal 

framework. But, as regards the violation of Right to Privacy by misuse of advanced 

scientific technology, no such preventive measures have been found in the regional 

legal field.  

6.2.4.3.   An Account of the Municipal Laws at the threshold of Privacy vs. 

 Advanced Scientific Technology  

 A number of western and eastern countries have tried to prevent violation of 

Right to Privacy owing to misuse of advanced scientific technology and have 

enacted legislations in this respect. Most prominent of those legislations enacted in 

the municipal legal arena at the threshold of Privacy vs. Advanced Scientific 

Technology have been discussed hereunder.  

6.2.4.3.1. Australian Laws on Interception of Information  

 Australia is the most important Common Law Country dealing with the laws 

for protection of Privacy. The legal protection of Privacy against intrusion in 

Australia has been divided into Territorial Privacy and Electronic Privacy. 

Electronic Privacy is protected by legislation regulating the unlawful interception of 

the telecommunications by way of enacting the federal Telecommunications 

(Interpretation) Act, 1979 (cth), which also prohibits unlawful dealing with 

intercepted information. It is also protected by making legislation regulating the use 

of listening and surveillance devices and in this respect, each Australian jurisdiction 

has enacted “Listening Devices” Legislation.51  

 Therefore, Australia has understood the seriousness of violation of Privacy 

owing to the misuse of listening and surveillance devices and has enacted 

legislations for prevention thereof.  

                                                           
51 David Lindsay, “Freedom of Expression, Privacy and the Media in Australia”, in Madeleine 

Colvin (ed.), op.cit., pp.168, 171-172. 
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6.2.4.3.2. Canadian Position of Laws on Interception of Communication  

 Canada is the next important Common Law Country dealing with the 

Privacy Laws. Statutory recognition of Privacy is found in Canada in the Pre-

Charter era. In that period, certain amount of protection of Privacy has been 

available under Criminal Law. Part VI of the Criminal Code titled “Invasion of 

Privacy” has dealt with the interception of Communication.52 It is the important 

Criminal Law in Canada for the prevention of Interception of Communication as 

violative of Right to Privacy. In the Post-Charter era, no such important 

developments have been made, except certain judicial developments under the 

auspices of the Supreme Court of Canada and the Ontario Civil and Criminal 

Courts. The privacy protection measures taken during that period are the privacy of 

medical records & under criminal law police surveillance and electronic 

surveillance are restricted for the sake of protection of Privacy.53 Hence, Canada is 

also concerned about the surveillance on Right to Privacy and intercepting devices 

as violative of Right to Privacy and has taken measures thereof.  

 Therefore, Australia and Canada are the two noteworthy countries, wherein 

municipal laws have contained provisions to protect Right to Privacy from the 

harmful effects of the advanced scientific technologies. No such municipal laws are 

found in the other countries, except those two. In this respect, the attempts taken by 

these countries are praiseworthy. But, the other countries have not taken any 

important initiative that is a matter of concern. Hence, it can be said finally that, due 

to the inadequacy of the municipal laws for protection of Right to Privacy from the 

harmful effects of advanced scientific technology, the municipal laws have failed to 

address the challanges arose in this respect. Therefore, enactment of comprehensive 

laws in this respect is the urgent of the hour.  

6.2.5. Data and Information Privacy  

 Data mean raw facts, which, when converted into meaningful facts, are 

called Information. Therefore, Data and Information both are different perspectives 

of the same subject. The raw facts called Data, when processed and provide 

                                                           
52 Marguerite Russell, “The Impact of the Charter of Rights on Privacy and Freedom of Expression in 

Canada”, in Madeleine Colvin (ed.), op.cit., pp.105-106. 
53 Id at pp.108-109. 
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meaningful output, are considered as Information. In this sense, data and 

information are closely connected to one another, wherein without the existence of 

one, the other would have no existence. If data is the input, information is the 

output, because without the input of raw facts, there would be no question of output 

of processed facts. Data or Information industry is age-old, but there has been a 

revolutionary change in this industry after the invention of Computer. Computer is 

the creation of human brain, but it has the capacity to process data in thousand or 

more times better than human brain. Due to this reason, gradually every industry has 

adopted the method of automatic data processing by replacing the manual methods. 

This transformation from manual to automation has not only saved time, but also has 

led to cost curtailment. Therefore, invention of computer has brought a 

revolutionary change in the industrial sector, which has enunciated the growth of 

human society thousand times better.   

 Computer based data processing has not only enunciated the growth of 

industrial sector, but also of the health, social service, consumer, education and all 

other sectors. In fact, every section of the society has become enriched with the 

advantages of computer, including the personal lives of human beings. But, any 

technological advancement has certain good as well as evil effects and the computer 

technology is not an exception to it. Storing of huge amount of data in a computer 

has the fear of losing these data in a mistaken click of mouse. But, the more serious 

consequence of misuse of computerised data files is the loss of Privacy of those 

data. All those personal files contain huge data regarding private facts of the clients 

and as such, maintenance of secrecy and confidentiality of those data are utmost 

important. If any of those information or data is misused by going into wrong hands, 

it may amount to data theft, which is a crime.   

 But, the consequences of data theft are not limited to crimes only, but it 

creates gross violation of human right to Privacy. In this era of storing of 

computerised personal data, a new Privacy Right has come into being and that is 

Data or Information Privacy. Data or Information is an important component of 

Privacy in the present day world. Today, protection of Individual Privacy is 

incomplete without the protection of Data or Information Privacy, because an 

individual is incomplete without the huge amount of data stored everywhere about 
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himself or herself. The main reason behind this incompleteness is that, an individual 

cannot escape the liability or consequences of data theft relating to his or her private 

or personal information. Therefore, protection of Data or Information Privacy is the 

urgent need of the hour.  

 Personal or Private data can be of two types – Government records and 

Private records. The records mentioned above are all private records and as such, 

violation of Data Privacy of those records may create less serious consequences. 

But, the Government records contain vulnerable information, like data relating to 

security measures of the State. These are very vital records and violation of Data 

Privacy of these records may create much serious consequences than the private 

records. If the security records are leaked and reach in the hands of the enemy state, 

internal and external security of the concerned state are seriously threatened. 

Therefore, violation of Data Privacy may cause dangerous consequences. 

Considering the seriousness of the issue, extensive legislations are required for 

prevention of violation of Data Privacy. The next part of the study has concentrated 

on this aspect and has tried to highlight the problems and prospects of the subject.   

6.2.5.1. Importance of Data Protection in the Contemporary Society   

 Data Protection generates deeper concern for everyone in the contemporary 

society. As such, a broad spectrum of business issues is related to it. However, in 

most of the cases Data Protection is necessary to serve the following purposes:-   

(i) Backup and restore.  

(ii) Disaster recovery.  

(iii) Business continuity. 

(iv) High availability.  

(v) Compliance.  

(vi) Governance.  

(vii) Data Privacy.  

(viii) Data Security.  

(ix) eDiscovery.54                  

                                                           
54 David G. Hill, Data Protection: Governance, Risk Management and Compliance, Anerbach 

Publications, U.S.A., 2009, p.2.  
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 Though the above-stated list is not exhaustive, but it is inclusive of the 

purposes of Data Protection. As such, there may be other purposes of Data 

Protection. But, the most vital issue is that, Data Privacy is one of the aspects of 

Data Protection and Data Protection should be made to protect Data Privacy. In this 

respect, it should also be remembered that, Data Protection has to be made in correct 

perspective, otherwise the following problems may crop up:-  

(i) Failure to protect data adequately, which can lead to negative consequences, like 

loss of revenue from lost customer orders.  

(ii) Making the wrong allocation decisions, e.g. spending too much on areas that do 

not really require that level of protection and too little on areas that require greater 

protection.  

(iii) Straining the administrative resources assigned to data protection even further 

and with less results than necessary.55  

 Therefore, Data Protection should be made in correct perspective, because 

such protection in wrong perspective may bring the above-stated negative 

consequences. However, in the contemporary society, only Data Protection is not 

enough and there is the necessity of protection of Information and more specifically, 

the Information Privacy. Data Privacy would be automatically protected by virtue of 

Data Protection, but Information Privacy should be protected separately. The 

importance of such protection is discussed hereinbelow.   

6.2.5.2. Protection of Information Privacy is the urgent need of the hour : The 

 Reasons  

 In the modern day world, the society is shaped by technology and fuelled by 

information. It is called the era of Information Technology, because huge revolution 

has been occurred in the sector of information technology, wherein, if one hand is 

technology, then the other hand is information. In fact the revolution has come in the 

formation and communication system with the help of advanced scientific 

technology. The main purpose of the advanced technology is to store and process 

data as well as to generate information consequent to data processing. For this 

purpose, huge amount of information is generated, which if goes to the wrong hands, 
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there is every chance of misuse and as such, protection of Information Privacy is the 

urgent need of the hour.  

 There are various dimensions of Information Privacy, owing to which it has 

become an important aspect in today’s world. Those are discussed hereunder:-  

(i) In today’s Information Age, Privacy is an issue of paramount significance for 

freedom, democracy and security.  

(ii) One of the central issues of Information Privacy concerns the power of 

commercial and government entities over individual autonomy and decision making.  

(iii) Privacy also concerns the drawing of rules for limiting the personal autonomy 

and decision making by necessarily permitting commercial and government entities 

access to personal information.                           

(iv) More specifically, Information Privacy plays an important role in the society in 

today’s Information Age.  

(v) Information Privacy is an issue of growing public concern, legislative agenda of 

different countries and the problems relating to it, are either become subject of news 

or the subject of litigation.  

(vi) There are many new laws and legal developments regarding Information 

Privacy. It is a growth area in the field of law, because increased litigation, 

legislation, regulation and public concern over Privacy are giving birth to various 

new issues in the business sector to address Privacy.  

(vii) As such, lawyers are drafting Privacy policies, litigating Privacy issues and 

developing ways for dot-com companies, corporations, hospitals, insurers and banks 

to conform to Privacy regulations.  

(viii) A new position has been emerged in most of the corporations, called the Chief 

Privacy Officer.   

(ix) An organization has also been created at the international level by these 

officers, called the International Association of Privacy Professionals (IAPP), which 

is having thousands of members.  

(x) The attorneys are increasingly concerned with the Privacy issues, either through 

litigation of Privacy violations or through measures to comply with Privacy 

regulations and to prevent litigation.  
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(xi) Information Privacy Law is an engaging and fascinating topic, because the 

issues relating to it are controversial, complex, relevant and current. Moreover, few 

areas of that law are closely connected with the new world of rapid technological 

innovation.  

(xii) Finally, concerns regarding Information Privacy play an important role in 

debates regarding security in the post 9/11 era in America.56  

 Therefore, Information Privacy is not an only issue. It has many dimensions, 

owing to which it has become an umbrella of multifarious issues. All those are 

prime concern in the contemporary social scenario, because without data processing 

and information generating, our technology-based modern society would be 

stagnant. In this sense, Information Privacy is a new dimension in the law of 

Privacy, protection of which is the urgent need of the hour.  

6.2.5.3. Impact of Advanced Scientific Technology on Data and Information 

 Privacy : Emergence of New Threats and Safeguards thereof  

 Advancement of scientific technology and the use of computer have 

increased the maintenance of computerised data files. As such, government 

departments have started the collection and interpretation of information in 

computer on various subjects, like registration of births, marriages and deaths, police 

records, information about employees of different sectors or the staff records, 

equipment or stock records of the store, book records of the library etc. In this sense, 

a new task has been developed, that is the task of computerised record-keeping. 

Such record-keeping is helpful for the programming, decision-making, conscription, 

policy-framing, administration of various departments and planning of the future 

propositions. Therefore, the computerised record-keeping has become advantageous 

for the running of public services economically and effectively.57  

 The introduction of data processing and computerised record-keeping in 

government departments have raised many problems affecting the private life of the 

individuals or violating of the Individual Right to Privacy. One of such danger on 

private life is the violation of professional secrecy. In all cases, if the information 

                                                           
56 Daniel J. Solove and Paul M. Schwartz, Privacy and the Media, Aspen Publishers, New York, 

2008, p.2.  
57 A. H. Robertson, op.cit., p.135. 
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kept in the machine is obtained by clandestine and illicit methods, then the dangers 

of violation of Privacy should be considered as serious.58 Another danger in the use 

of data processing is that, it increases the risk of technocracy. Once an individual 

relies on a machine to ‘rationalise’ options in expenditure, planning, development, 

military policy, education and the like, with all the rigidity that machine-made 

choices involve, then the very concept of democracy may be jeopardised. But, 

technology with computers as its command may become so powerful that private 

life will be restricted within narrow bounds and the life of the individual and his 

family will be conditioned by computers as soon as it begins to have any economic 

or social relevance.59 Therefore, over dependency on computer or technology may 

not directly violate the Right to Privacy, but can narrower down the private life of 

individuals, consequent to which the very existence of Right to Privacy would be 

threatened. Such a system of technology directs towards the future society based on 

total computer control, wherein an individual would not have any private life owing 

to the absence of social and psychological factors in society.   

 The above stated dangers are known dangers to human beings or at least, 

these are the dangers which human beings can perceive or forecast. But, there are 

certain other dangers to private life or threats to Privacy, which individuals cannot 

perceive and in those cases, violation of Privacy occurs unknowingly. One such 

example is the spread of surveys for ascertaining the attitudes and tendencies of 

public opinion or certain groups. In these surveys, the questions asked often carry 

private information and people give answer to those questions without knowing 

about the violation of Privacy caused in these cases. More specifically, the technical 

requirements of political, social and economic surveys result in the putting of 

questions to which the persons questioned reply spontaneously without being aware 

of the intrusion into their Privacy. As such, these surveys constitute the risk of 

violation of Privacy as well as the risk of improper use of such information. Some 

more examples can be cited in this respect. Apart from the surveys, questionnaires to 

be filled in by prospective borrowers frequently go beyond matters relevant to their 

solvency. The questionnaires and tests taking on  workers at the time of giving 

                                                           
58 Ibid. 
59 Id at pp.135-136. 
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employment, often constitute intrusions into Privacy, because many questions are 

asked therein, which are not really required for assessing professional capacity, like 

the questions relating to religion, political opinions, feeding habits, married life, 

reading matter etc.60  

 The dangers or threats on private life as well as on the Right to Privacy 

owing to the use of data processing has led us to create certain safeguards for 

protection of Privacy. Some of those safeguards are discussed hereunder:-  

(i) Appropriate legislations should be enacted for prevention of violation of Privacy 

owing to data processing.  

(ii) The persons, who should have the access to various computers in which the 

information is stored and to the central computer, should be specified in the 

legislation. 

(iii) The obligations of professional secrecy should be strengthened by legislation.  

(iv) Legislation should also be made for prevention of accumulation of information 

obtained in clandestine manner regarding a person’s private life. In those cases, 

everyone’s right should be recognised to inspect the particulars held therein.  

(v) Legislations should also be enacted stipulating exhaustively the kinds of 

information, which can be stored.  

(vi) A board of persons or ‘Ombudsman’ can also be established for protection of 

Information Privacy as well as for prevention of data processing in the subjects, 

which do not have the considerations of public interest.  

(vii) The Legislations should specifically mention the persons who could lawfully 

obtain the information, what information could be obtained, to whom it could be 

lawfully communicated and for what purpose that could be used.  

(viii) Therefore, total regulation of data or information is required by legislation in 

the interests of the public.61   

 Therefore, in the atmosphere of computerised huge data files, Data and 

Information Privacy are in danger of violation at every moment. The main problem 

in this respect is that, the information and communication technology is still a new 

facet of advanced scientific technology and as such, common people are not well 

                                                           
60 Id at pp.136-137. 
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versed with its technical dimensions as well as its every pros and cons. Consequent 

to this problem, common people are also not aware of their Right to Privacy in the 

environment of computerised data processing. As such, information or data theft and 

violation of Data or Information Privacy is a very common phenomenon, which 

occurs even without the knowledge of the person whose Privacy is so lost. More 

surprisingly, individual persons are contributing towards the violation of their 

Information Privacy by providing information about them in any survey or in any 

form fill-up, wherein many questions are asked without having the relevancy with 

the subject or purpose concerned. Individual persons are willingly providing 

information in these cases without knowing that their Privacy is violated in these 

cases. As such, above-stated safeguards are the thinking of the need of the hour to 

prevent the violation of Data or Information Privacy. These safeguards can project 

towards the enactment of appropriate legislations for prevention of Data or 

Information Privacy.  

6.2.5.4. Threats to Data or Information Privacy : Specific Instances  

 In the contemporary social scenario, certain specific threats have occurred on 

Data or Information Privacy in various sectors, owing to the maintenance of 

computerised data files. Those are specifically discussed hereunder:-  

6.2.5.4.1. Police Records  

 Once a person is convicted, his or her computerised data files are maintained 

as Police records. Improper use of that data may create serious consequences and 

may have impact on producing justice. Prior publication of that data may violate the 

secrecy of evidenciary values, which ultimately hampers pronouncing judgement in 

favour of the person concerned. Such an improper use or prior publication of that 

data amounts to violation of Data or Information Privacy of that person. If that data 

is going to wrong hands, then that can be misused to blackmail of the person in 

future for monetary gain. Misuse of that data can be made by media by way of any 

defamatory publication about the person in future, which may create disturbances in 

his or her future peaceful life, if the person is released from conviction. A number of 

instances are found in forms of leading cases on this subject. Therefore, police 

records should be kept in confidential manner and restriction on dissemination of 
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information should be imposed prior to conviction, so that the Data or Information 

Privacy of the person concerned should not be violated.  

6.2.5.4.2.  Medical Records  

 Apart from the Police Records, Medical Records have also acquired 

prominent place in Data or Information protection. Each and every hospital or 

nursing home is maintaining huge amount of computerised data files containing the 

medical history of their patients in the form of medical records. These are kept for 

future reference of the doctors, in case of complication of the same patient or for 

future reference of the same treatment to another patient. As such, these should not 

be misused by outsiders. Disclosure of medical records to media is serious, because 

there may be unauthorised publication of the same amounting to defamation and 

violation of Privacy of Reputation of the person concerned. Misuse of medical 

records may also occur by going into wrong hands, like wrong treatment of the 

patient in lieu of money. Again, the medical records contain confidential 

information about the patients, which is subject to the fiduciary relation between the 

doctor and the patient. This is the subject of Professional Privacy also. 

Professionally doctors are bound to maintain the secrecy of the confidential 

information about the patients and as such, the Privacy of medical records should be 

maintained. In case of breach of the Privacy, many serious consequences may 

follow, e.g. breaking of marriage of a former HIV positive patient or a former lady 

patient of gynaecological disease, even if cured, loss of job of a person owing to any 

venereal or communicable disease and disturbance in the peaceful living of a person, 

who has suffered from any of the above-mentioned diseases previously. Therefore, 

maintenance of Data Privacy of the medical records is obvious; otherwise there 

would be the violation of Privacy of the patient causing serious consequences.62  

6.2.5.4.3.  Debt Collection  

 There is one class of facts which never lacks attention and that is Debt 

Collection. What a person owes is always the concern of the person to whom it is 

owed, and it is sometimes brought to the attention of others. Who these others are 

and what the circumstances of the disclosure are, would be the determinant question 

                                                           
62 Hyman Gross, Privacy – Its Legal Protection, Oceana Publications, New York, Revised Edn., 

1976, p.21. 
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of whether such communications are violations of Privacy entitled to legal redress.63 

In a number of cases, courts have found violation of Right to Privacy, wherein the 

collection of debt is communicated by the creditor to a third person. In general, the 

collection of debt is communicated between the debtor and creditor. As such, 

communication of debt by the creditor to a third person may amount to violation of 

Right to Privacy of the debtor. Sometimes the creditor communicates the news of 

debt collection to a third person or to the debtor in front of a third person to 

pressurise the debtor for collecting the debt. In such cases, the debtor takes the plea 

of violation of Privacy but the court does not think that, all the like cases of 

disclosure of debt collection amount to violation of Privacy.  

 Whether a particular case of disclosure of debt collection amounts to 

violation of Privacy or not, depends upon the nature and circumstances of each case. 

If the intention of the creditor is to pressurise the debtor to collect the debt, then it 

amounts to reasonable disclosure not amounting to violation of Privacy, but if it is to 

harass the debtor only, then it is the violation of Privacy. Violation of Privacy owing 

to communication of debt collection would come under Data or Information Privacy, 

when the record of debt collection is maintained in the form of computerised data 

files and the secrecy of that record is lost by going into the wrong hands and the 

misuse of that record. Therefore, maintenance of debt collection record in the form 

of computerised data is not a problem, but the loss and misuse of that data in the 

hands of third person may amount to violation of Data or Information Privacy of the 

debtor.    

6.2.5.4.4. Computers, Data Banks and Dossiers  

 In the contemporary social scenario, there is an increasingly insistent 

problem of man’s ability to store data about people and its implications for 

Individual Privacy. The ramification of computer-stored data reaches into almost 

every aspect of modern democratic society. Record files accumulate from the 

moment of birth and absorb information about what an individual does or is for the 

rest of his life. School, employment, health, military service, financial data, arrest 

records, credit ratings are all examples of such record keeping. The compiling of 

                                                           
63 Id at p.22. 



Outstanding Facets, Dimensions and Current Trends of Right to Privacy in U.S.A., U.K. 

and India : A Comparative Analysis  

_________________________________________________________________________ 

 

 

695 
 

dossiers is made about individual’s functions in both the public and the private 

sectors. The government maintains massive dossiers through military service 

records, social security, FBI and departmental files as well as of different other 

areas.64  

 This expansion of data gathering has been paralleled and perhaps even 

surpassed in the private sector. Business organisations and credit bureaus maintain 

extensive files of personal information which can be exchanged or purchased 

without the individual’s knowledge that such a file even exists. Investigative 

organisations wield enormous power over the lives of individuals by storing 

information that can determine whether they will be hired, allowed to obtain 

passports, get mortgages or borrow money. Since these informational judgements 

inevitably become moral judgements, the right of a person to be sick or 

cantankerous or to have once committed a forgivable antisocial act becomes sharply 

circumscribed.65  

 Therefore, maintenance of computerised data banks and dossiers are the need 

of the hour for the sake of rapid growth of information and communication 

technology. These are also essential for the progress and development of human 

society in the present era, because in the age of information technology, Right to 

Information is a new human right, which can be achieved only by way of easy 

access to huge amount of information and that can be possible only by maintaining 

computerised data banks and dossiers. But, that does not mean that, age-old human 

right to Privacy should be compromised with. If that is compromised, personal 

liberty of the human beings is curtailed, which is never expected in a civilized 

human society. Hence, the protection of Right to Privacy is utmost important for the 

protection of personal liberty and human dignity, which is in great danger owing to 

the maintenance of computerised data banks and dossiers.   

6.2.5.4.5. Credit Bureaus and Inspection Agencies  

 Outside of the federal government the largest information gathering systems 

are the credit bureaus. The credit bureau performs a necessary function in a highly 

fluid society and enables prospective employers, merchants and mortgage lenders to 
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make judgements based on factual information about people whose personal life 

they know nothing. The problems arise not in the honest, factual information that is 

dispensed by the credit bureaus, but in the publication of facts that may be irrelevant 

to the particular investigation, may be misleading or even erroneous. Violation of 

the Right to Privacy is at the heart of the question of how much information is 

known about a person and how freely it is circulated to people who have no 

legitimate interest in knowing everything in a given file.66  

 Therefore, credit bureaus and inspection agencies, through essential parts of 

modern lives of individuals, but constantly are violating Right to Privacy of 

themselves. In the modern day society, credit bureaus perform important function by 

maintaining credit report of individuals and inspection agencies inspect and acquire 

information about individuals necessary for any future proposition for the 

individuals. Both of these organizations contain information more than that required 

for the particular purpose. When the credit bureaus portray private information, 

except the credit reports, then the question of violation of Information Privacy 

arises. The question lies here is that, what information should be communicated and 

upto what extent. If the information communicated is relevant and upto the 

permissible limit, then no question of Privacy violation arises, otherwise Privacy is 

violated. In this sense, any information other than credit report, if portrayed by the 

credit bureaus, then that would be sure case of violation of Information Privacy. 

Similarly, inspection agencies usually save all data, both relevant and irrelevant, 

without sorting, in their computers. Consequently, inaccuracy and misleading 

reports are produced by them about individuals based on those data. Consequent to 

such inaccurate reports, individuals have to suffer in most of the cases and their 

employment opportunities, grant of credit or insurance facilities are lost. These are 

the serious consequences in these cases apart from the violation of Information 

Privacy. Hence, the matter should be considered as of urgent attention.  

6.2.5.4.6. Arrest Records  

 Arrest records can provide a classic example of the balancing between the 

need of society to protect itself and the Right to Privacy of an individual who has 
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been arrested, but may have been arrested without probable cause, released without 

a conviction or finding, acquitted, or first convicted and subsequently acquitted. 

These records are not only maintained by police departments and the FBI, but also 

find their way into private, non-governmental dossiers where there is little likelihood 

that the fact of an arrest, regardless of its eventual outcome, will ever be expunged. 

Thus the impact of an arrest, however misguided it may have been, can have a 

destructive effect on a person’s later social and employment opportunities.67   

 Therefore, arrest records are valuable documents, which should be preserved 

in secrecy, otherwise there may occur negative consequences. These are all private 

records containing information about private individuals. As such, misuse of them 

by wrong hands not only amounts to violation of Information Privacy, but also 

creates many serious consequences. Apart from misuse, disclosure of those records 

in public causes harm to the reputation of the person concerned, even if the arrest 

have been proved to be mistaken and keeps permanent impression in the future life 

of the person by denying employment and social opportunities. Hence, legal 

protection of the issue is the urgent need of the hour.  

6.2.5.4.7. Direct Mail Industry  

 Among the purchasers of computerised personal information from whatever 

source they can get it most noteworthy are the Direct Mail Companies. These 

organisations, heavily computerised themselves, manipulate millions of pieces of 

personal information about individuals and families to produce selective lists for 

sale to advertisers who have a product or service to sell and organisations that have a 

cause or philosophy to promote. While most people either simply discard unsolicited 

mail unopened and others scan it before throwing it out, a number of people respond 

positively to direct mail solicitation to produce a profitable industry in terms of 

nationwide sales. There are some people, however, who fine the receipt of 

unsolicited mail an intrusion upon their personal Privacy. The issue is often framed 

in terms of annoyance and dismay that information about oneself. The reason is that, 

often information that a citizen is obligated to furnish to satisfy a government 

requirement, would have been sold to business organisations for frank commercial 
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gain. Sometimes the complaints centred on the nature of the material that has been 

received into the household that may have been personally offensive. Other people 

felt that the simple fact that unwanted mail is being delivered to their homes, which 

is an invasion of Privacy. A number of persons felt that, the sale of government lists 

to commercial firms has taken unfair advantage of the private citizen. At this point, 

court challenges to the propriety of the sale of government lists to direct mail 

advertisers have failed to achieve any constitutional significance. There has also 

been some activity on the legislative level but no action has yet been taken.68  

 Therefore, direct mail industries are the creation of advanced scientific 

technology and maintenance of computerised data banks. These are the violators of 

Information Privacy of the individuals in two ways – one is the unauthorised 

purchase of data stored in data banks of different organizations and other is the 

sending of unsolicited mails to individuals. These are the most unexpected and 

embarrassed cases of violation of Privacy, of which no legislative prevention is 

invented yet.  

6.2.5.4.8. Computerised Banking Files 

 The system of banking automation, though has enunciated the financial 

transactions faster and easier, but has seriously threatened the Right to Information 

Privacy of the individual customers. The records so kept in the form of computerised 

data files with the banks, can be easily leaked by the banking officers to any third 

person in lieu of money. When they have the control over the computerized banking 

accounts of the customers, then there is every chance of misuse of that access. Leak 

of the computerised banking accounts of the customers does not only amount to 

violation of their secrecy and Information Privacy, but may cause many serious 

consequences. These wrongful activities attract the provision of criminal breach of 

trust by the banker as well as the criminal misappropriation of property by the 

persons who have got the account information. Moreover, there is another 

disadvantage of banking through cyberspace or internet banking. In these cases, the 

details of customer data, like username, password etc. are stored in system of the 

computer without the knowledge of the person concerned and can easily be retrieved 
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therefrom by the hackers. In all these cases, Information Privacy and secrecy of the 

customers are seriously jeopardised and along with that, the offences, like 

unauthorised fund transfer is committed resulting into the total monetary loss of the 

customer. Hence, computerised banking system has generated many serious 

problems.  

 Moreover, in some countries Bank Secrecy Acts have been passed to 

maintain the secrecy of the banking records and to have the government access of 

those records, as and when required. In such cases, banks have to maintain the 

records for long time and the chances of misuse or violation of Privacy of those 

records increase. Again, the government control and access of all the private 

banking records are considered as violation of Information Privacy and 

encroachment on personal liberty of individual citizens, by the constitutional jurists. 

Accordingly, these are the clear cases of search and seizure on the part of the 

government, which are prohibited by law in most of the democratic countries. But, 

in exceptional circumstances such control and access should be allowed in the 

national interest, which is also valid legally. Therefore, whether a government 

access of private banking records would amount to invasion of individual 

Information Privacy or not, that is a matter of question, which should be decided 

depending upon the nature and circumstances of each case. However, there is no 

doubt that, Right to Information Privacy is seriously threatened in the era of 

maintenance of computerised banking files, which requires extensive legal 

protection.  

6.2.5.4.9. Overseas Outsourcing  

 Overseas outsourcing is quickly becoming a very popular way for companies 

to realize cost savings. The obvious reason is that, the salaries in countries like India 

and Pakistan are generally a fraction of those for workers with comparable skills in 

countries like the United States and Great Britain. When conducting an outsourcing, 

cost-benefit analysis and figuring out how much money would be saved, are 

generally the considerable aspects. But, there are a number of many other issues 

relating to it. As for example, from a logistical perspective, managing operations 
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located in a foreign country can be very complicated. There are many issues to 

consider just by the nature of having operations located overseas.69  

 Overseas outsourcing, though a very popular technique using nowadays due 

to cost-saving, but it involves many serious complications, both from technological 

perspectives and the data security issues. The data security issues, in this respect, are 

serious, because these are having the issue of violation of Data or Information 

Privacy. The data security issues require special attention. While many companies 

are sending a wide range of work involving very sensitive data overseas, in most 

cases they are keeping such activity rather quiet. For example, few companies will 

openly admit to the public that, they send your personal data overseas. It is a very 

common practice. May companies will send data overseas due to the reduced cost of 

processing it. For example, a number of tax preparation companies send your tax 

records overseas. The actual tax returns are prepared off-shore, with the domestic 

company merely checking the work. The companies generally do not openly 

disclose these matters, because of the fear of losing customers or if they mention it 

at all, it is mentioned in the form of a disclosure statement written in very small 

type. The reason is that, the companies are keenly aware of the public’s growing 

awareness of Data Privacy issues and know that their decisions to send their data 

overseas might not be well received.70  

 Therefore, a huge amount of personal data is sent overseas for processing by 

way of outsourcing. Here, the companies are sending the data overseas, but the 

liability of misuse of data is not sent overseas, it is remained with the parent 

company, because the company is the signing authority and the guardian of all data-

records and as such, would be liable for any loss or misuse of data. If the matter of 

data theft is considered as a tort, then the originating company would be liable as the 

principal tort-feaser, because the overseas company is a mere agent of the 

originating company. Apart from that, a serious question of violation of Data or 

Information Privacy is associated with it. As the data are sent at a long distance, 

wherein there is the mismatch of timing, technology, social and political 
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70 Id at p.134. 



Outstanding Facets, Dimensions and Current Trends of Right to Privacy in U.S.A., U.K. 

and India : A Comparative Analysis  

_________________________________________________________________________ 

 

 

701 
 

considerations as well as the security considerations and general awareness of the 

people, therefore, there is every chance of loss of secrecy of the private data. 

Sometimes, the secrecy of data is lost without the knowledge of the persons 

processing the data. In these cases, misuse of data may create many serious 

consequences as have already been stated previously. Hence, violation of Data or 

Information Privacy is a serious issue in the overseas outsourcing, which should be 

prevented through adequate legislative measures.    

6.2.5.4.10. Confidentiality of Data or Information  

 Confidentiality is also an essential goal of data security. Confidentiality is 

the prevention of unauthorized disclosure of sensitive information. However, 

whereas data preservation focuses on the intrinsic value of information to those 

authorized to use it; confidentiality focuses on the extrinsic value of that information 

to unauthorized persons. Confidentiality concerns can be divided into private and 

public concerns. Private concerns are those that only affect a business itself. The 

unauthorized disclosure of proprietary information, like trade secrets or non-

consumer customer lists, is a private matter in the sense that it is not subject to 

public regulation. If the owners of proprietary information fail to protect the 

confidentiality of that information adequately, then that business alone suffers the 

consequences.71   

 Therefore, the loss of confidentiality of information is a serious problem in 

the perspective of Information Privacy. In fact, confidentiality and Privacy are the 

two sides of the same coin. Privacy means confidentiality and vice versa. As such, 

loss of confidentiality means loss of Privacy and nothing else. Due to this reason, 

confidentiality of information has taken a prominent place in the field of Information 

Privacy. In this respect, it is pertinent to mention that, governments continue to 

create legislation that attempts to correct the risk imbalance between the possessor 

of an individual’s private information and the individual. Possessors of private 

individual information now have to contend with laws and with threats of litigation. 

One of the consequences is public exposure of the failure to protect the 

confidentiality of private individual information. That can result not only in public 
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embarrassment, but also in a possible negative impact on the brand or market value 

of a firm. Consequently, organizations are giving much more considerations to 

confidentiality policies and practices.72 Hence, extensive legislations are required in 

this field to protect confidentiality of information for the sake of protection of 

Information Privacy.   

 In the foregoing paragraphs, discussions have been made regarding the idea 

of Data and Information Privacy, the urgent need of protection of Data or 

Information Privacy at the verge of advanced scientific and technological 

developments as well as the problems and threats on Data or Information Privacy in 

the contemporary social scenario. Now, it is necessary to provide an idea of the 

existing legal instruments on the subject and to find out whether those are adequate 

for the protection of the Privacy Rights concerned herein. Next part of the study will 

concentrate on this issue.  

6.2.5.5. Legal Protection of Data and Information Privacy  

 Data and Information Privacy are seriously threatened at the verge of the era 

of advanced scientific technology and as such, legal protection of these rights is the 

urgent need of the hour. A number of legal instruments, in this respect, have been 

made in the international, regional and municipal legal field. A discussion of those 

legal instruments will produce a clear idea about the present legal scenario. The 

discussion is presented hereunder.  

6.2.5.5.1. Data and Information Privacy : International Legal Scenario  

 In the international legal scenario, United Nations has taken important 

initiatives for the protection of Data and Information Privacy. In this respect, it has 

prepared the United Nations Recommended Guidelines for Protection of 

Computerized Personal Data Files. The role of those guidelines is discussed 

hereinbelow.  

6.2.5.5.1.1. The Role of United Nations Recommended Guidelines for 

 Protection of  Data and Information Privacy                 

 United Nations has played a very important role for the protection of the 

Right to Data and Information Privacy. In this respect, it has prepared various 

                                                           
72 Ibid. 
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International Guidelines, which prove that, the scope of United Nations is not 

limited to the protection of Individual Privacy only, but it extends to Data Privacy 

also. The Guidelines recommended by the United Nations contain principles relating 

to protection of Data Privacy. Various norms of Data Protection Laws are found in 

these Guidelines. Some of those Guidelines are mentioned below:-  

(i) Guidelines for the Regulation of Computerized Personal Data Files, 1990  

 Guidelines for the Regulation of Computerized Personal Data Files have 

been prepared by the United Nations General Assembly for the purpose of 

protection of various human rights including the Right to Privacy in the era of 

Scientific and Technological Developments. Due to the evil effects of these 

developments, various human rights have been endangered. Hence, these Guidelines 

are framed.      

 A set of draft Guidelines for the regulation of computerized personal data 

files has been submitted to the United Nations General Assembly in the year 1989. 

These guidelines have been adopted by the General Assembly on December 14, 

1990 vide Resolution 45/95 and have been called as the United Nations Guidelines 

for the Regulation of Computerized Personal Data Files, 1990. These Guidelines 

have propounded various principles as minimum guarantees which should be 

incorporated into the national legislations. These principles are listed hereunder:-  

a) Lawfulness and fairness.  

b) Accuracy.  

c) Specification of the purpose of the file.  

d) Access by the concerned individual.  

e) Non-discrimination.  

f) Authority that can decide on exceptions.  

g) Protection of files from destruction and misuse.  

h) Supervision and sanctions.  

i) Transborder data flows.73  

 Apart from the above-mentioned principles, those guidelines have also 

specified the field of its application and have made provisions relating to the 

                                                           
73 James Michael, op.cit., p.26. 
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personal data files maintained by the governmental and non-governmental 

international organisations. In this sense, these Guidelines have played a very 

important role for the protection of Data Privacy in the international field under the 

auspices of the United Nations, which in other words, also have become fruitful for 

the protection of Information Privacy.  

 In fact, UN Guidelines are strong enough to propound principles fixing the 

direction for Data Protection. It also propounds the guidelines for framing Data 

Protection laws in the domestic field. But, it is to be remembered that, UN 

Guidelines are mere persuasive in nature and as such, they do not have the binding 

force. Guidelines are mere guiding instruments, which show the direction towards 

which one can proceed. But, in the absence of binding force, they are incapable of 

enforcement of any right. In this sense, these UN Guidelines are unenforceable. Due 

to this reason, UN International Laws for Data Protection are incomplete, because 

there is no Covenant or Convention, which produces better propositions for 

enforcement of rights in the domestic field. Therefore, International Laws for 

protection of Data or Information Privacy under the auspices of the United Nations 

are incomplete and need further elaboration.  

6.2.5.5.2. Data and Information Privacy : Regional Legal Framework  

 In the regional legal field much more initiatives have been taken for the 

protection of Data and Information Privacy than the international legal scenario. In 

this respect, OECD Guidelines, Council of Europe Convention, Asia-Pacific Privacy 

Charter and ASEAN Human Rights Declaration are noteworthy. Those have been 

discussed hereunder. 

6.2.5.5.2.1. The OECD Guidelines Governing the Protection of Privacy and 

 Transborder Flows of Personal Data, 1980  

 In the international scenario, the rapid growth of automatic data processing 

and the transborder flows of personal data have been started with the development of 

information and communication technology, computers and internet, during the 

1960s. Consequent to this development, threats to Privacy have also been increased, 

which raised the concern of everybody on the subject in the late 1960s and early 

1970s. Though it is a global problem, but unfortunately efforts have not been made 

by the international institutions, especially by the big countries for the protection of 
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Privacy of personal data from the evil effects of automatic data processing. 

Therefore, measures have been taken entirely by the regional institutions, mostly by 

the European ones. In this respect, efforts have been made largely by three co-

operating institutions of Europe:-  

(i) The Council of Europe.  

(ii) The Organisation for Economic Co-operation and Development (OECD).  

(iii) The European Economic Community (EEC).74   

 In this respect, the Organisation for Economic Co-operation and 

Development (OECD) has played a very important role. The OECD has framed 

certain Guidelines Governing the Protection of Privacy and Transborder Flows of 

Personal Data, which have been recommended and adopted by the Council of 

Europe on September 23, 1980. The objectives of these Guidelines have been to 

protect Privacy and individual liberties by way of reconciling fundamental but 

competing values such as Privacy and the free flow of information. In this respect, it 

has suggested that, automatic processing and transborder flows of personal data 

create new forms of relationship among countries and require the development of 

compatible rules and practices.75 Therefore, it has determined to advance the free 

flow of information between member countries and to avoid the creation of 

unjustified obstacles to the development of economic and social relations among 

member countries.76  

 The OECD Guidelines issued in 1980 contain a list of guidelines for the 

protection of Privacy of personal records in the era of automatic data processing and 

transborder flows of personal data. Though the guidelines have no legally binding 

force and implementation of them is voluntary, but almost half of the OECD 

members have either already passed or proposed Privacy protection laws based on 

these guidelines.77  

 The Basic Principles of the OECD Guidelines are discussed below:-  

 

                                                           
74 Id at p.32. 
75 Preamble, OECD Guidelines, 1980. 
76 Ibid. 
77 Faizan Mustafa, “Emerging Jurisprudence of Right to Privacy in the Age of Internet, Collection 

and Transfer of Personal Data – A Comparative Study”, Kashmir University Law Review, Vol. XI 

(II), 2004, pp.13-67 at p.52.  
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(i) Collection Limitation Principle  

 There should be limits to the collection of personal data and any such data 

should be obtained by lawful and fair means and, where appropriate, with the 

knowledge or consent of the data subject. (Guideline – 7)  

(ii) Data Quality Principle  

 Personal data should be relevant to the purposes for which they are to be 

used, and, to the extent for those purposes, should be accurate, complete and kept 

up-to-date. (Guideline – 8)   

(iii) Purpose Specification Principle  

 The purposes for which personal data are collected, should be specified at the 

time of data collection and the subsequent use of such data should not be 

incompatible with the purposes specified therein. (Guideline – 9)  

(iv) Use Limitation Principle  

 Personal data should not be disclosed, made available or otherwise used, 

except for the purposes specified therein and with the consent of the data subject or 

by the authority of law. (Guideline – 10)  

(v) Security Safeguards Principle  

 Personal data should be protected by reasonable security safeguards against 

such risks as loss or unauthorised access, destruction, use, modification or disclosure 

of data. (Guideline – 11)  

(vi) Individual Participation Principle  

 An individual should have the right to obtain from a data controller, or 

otherwise, confirmation of whether or not the data controller has data relating to him 

and the right to have communicated to him, the data relating to him within a 

reasonable time, at a reasonable charge, in a reasonable manner and in a form 

readily intelligible to him. Also the individual should have the right to challenge the 

data relating to him and if the challenge is successful, to have the data erased, 

rectified, completed or amended. (Guideline – 13)   

 The above-stated principles show that, the OECD Guidelines have become 

fruitful for the protection of Privacy of personal data at the time of automatic data 

processing and transborder flows of personal data. Again, these are proved to be 

advantageous, because irrespective of its applicability within the member-states, it 
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has created provisions for the application of the guidelines among the non-member 

states. In this sense, it has the following Advantages:-   

(i) Though the guidelines are in the form of recommendations, rather than 

obligations, but have special provisions recognising the special problems of 

federations, like Canada, U.S.A. and Australia.  

(ii) It has taken a sectoral approach, unlike a Convention, which has become easier 

for its application.78  

 Inspite of the above advantages, it has the following Disadvantages:-  

(i) These guidelines are called ‘soft law’ instrument and have no legally binding 

effect.79  

(ii) These guidelines are not provided by any Convention and as such, lacking their 

enforceability.80   

(iii) The nature of the guidelines is such that, they can be used as a loose framework 

for the harmonization of national laws.81  

 Hence, it can be said that, OECD Guidelines have tried to create a balance 

between the conflicting interests of protection of Data Privacy and the free flow of 

information, but due to the non-binding nature of these guidelines, ultimately all the 

efforts have not become absolutely fruitful.  

6.2.5.5.2.2. The Council of Europe Convention for the Protection of 

 Individuals with regard to Automatic Processing of Personal 

 Data, 1981   

 Apart from the OECD, another institution, which is busy with the protection 

of Privacy in the era of automatic processing of personal data and transborder flows 

of personal data, in the European region, is the Council of Europe. In this respect, 

the Council of Europe has established a committee of experts on Data Protection in 

1976, the findings of which are reported in 1979. Based on those findings, the 

Council of Europe has adopted the Council of Europe Convention for the Protection 

                                                           
78 James Michael, op.cit., p.40. 
79 Supra Note 77 at p.52. 
80 Christopher Millard, “Communications Privacy”, in Walden and John Angel (eds.), 

Telecommunication Law, Blackstone Press, London, 1st Edn., 2001, p.384.  
81 Ibid.  
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of Individuals with regard to Automatic Processing of Personal Data in 1981. This 

Convention has come into force in October 1, 1985.82  

 The Preamble of this Convention has declared the necessity of extending the 

safeguards for the protection of the right to respect for Privacy, taking into account 

the increasing flow of personal data across the frontiers undergoing automatic 

processing. It has also recognised that, it is necessary to reconcile the fundamental 

values of the respect for Privacy and the free flow of information between peoples. 

Article 1 of the Convention has dealt with the objects and purposes of the 

Convention, which have been based on the ideals enshrined in the Preamble of the 

Convention.  

 More specifically, the Convention deals with the following subject-matters:-  

(i) Basic Principles for Data Protection. (Articles 4 – 11)   

(ii) Transborder Data Flows. (Article 12)  

(iii) Mutual Assistance and Co-operation between Parties. (Articles 13 – 17)  

(iv) Establishment of Consultative Committee. (Articles 18 – 20)  

(v) Procedure of Amendment of the Convention. (Article 21)   

 Therefore, the Convention has not only provided the basic principles for 

protection of Privacy of personal data in the era of automatic data processing and 

transborder flows of personal data, but it has also prescribed the procedure of its 

enforcement along with the proposition of future amendment of the Convention.  

 Inspite of the prescription of strict rules of procedure for protection of 

Privacy of personal data, the Convention has provided the following Exceptions:-  

(i) Each part may derogate from the following of strict rules of transborder data 

flows, when the second party provides an equivalent protection to those data.  

(ii) When the transfer is made from its territory to the territory of a non-contracting 

State through the intermediary of the territory of another Party, derogation from 

strict rules is permissible.  

 In fact, this Convention has walked in line with the OECD Guidelines for 

creating a balance between the conflicting interests of protection of Data Privacy 

and the free flow of information. It has tried to complete the incomplete works of the 

                                                           
82 Supra Note 77 at p.53. 
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OECD Guidelines and it has become fruitful due to the binding nature of the 

principles of the Convention as against the non-binding nature of the OECD 

Guidelines. In this sense, the attempts taken by this Convention for the protection of 

Privacy of personal data can be called the attempts towards the positive direction.   

6.2.5.5.2.3. The Asia-Pacific Privacy Charter, 2003 : An Analysis  

 The concerns relating to Privacy protection in Asia-Pacific region have been 

started in the mid-1990s. This instance shows that, the necessity of Privacy 

protection has been understood in the Asia-Pacific region after elapsing long time 

since the adoption of the United Nations or the regional human rights instruments. 

During 1990s, the Privacy experts of the Asia-Pacific region have started to consider 

the making of an Asia-Pacific regional Privacy Agreement, which would assist in 

both increasing and harmonising the level of Privacy protection in the region by way 

of creating the basis for free flows of personal data without violating the Individual 

Privacy.83     

 In order to deal with the economic and commercial matters, the countries in 

the Asia-Pacific region have constituted the Asia-Pacific Economic Co-operation 

(APEC) like the OECD in Europe. The APEC countries are ranging from Canada to 

China in the North and Australia to New Zealand in the South. The APEC countries 

have started thinking about the problems of invasions of Privacy of personal data 

due to the automatic data processing and transborder flows of data. Such concern 

has been raised only since 1995 – 2000, which means that APEC is at least 20 years 

lagging behind the OECD. However, under the auspices of the APEC, various 

declarations have been made to generate awareness in this respect and to adopt 

policy measures therein. Some of them are as follows:-  

(i) The Seoul Declaration on Privacy and the Asia-Pacific Information 

Infrastructure, 1995.  

(ii) The Singapore Declaration on Privacy and E-commerce, 1998.  

 Based on the above declarations and to some extent on the OECD Guidelines 

on the Protection of Privacy and Transborder Flows of Personal Data, 1980, the 

                                                           
83 Graham Greenleaf, Nigel Waters, Roger Clarke and David Vaile on behalf of the Baker & 

Mckenzie Cyberspace Law and Policy Centre at UNSW, “Announcement : Asia-Pacific Privacy 

Charter Initiative”, www.cyberlawcentre.org/appcc/announce.htm, visited on 11.3.2015.   
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Outstanding Facets, Dimensions and Current Trends of Right to Privacy in U.S.A., U.K. 

and India : A Comparative Analysis  

_________________________________________________________________________ 

 

 

710 
 

APEC has started to take initiatives for the Privacy protection in the Asia-Pacific 

region. In this respect, the first step has been the formation of the Asia-Pacific 

Privacy Charter Council in 2003. The principal functions of the Asia-Pacific 

Privacy Charter Council are as follows:-  

(i) The Charter Council has been constituted to prepare a draft of the Asia-Pacific 

Privacy Charter and to recommend the implementation and compliance measures 

thereof.   

(ii) The objective of the Asia-Pacific Privacy Charter has been to set out substantive 

principles of Privacy protection covering fair information practices, regulation of 

surveillance, and limitation of intrusions suitable for jurisdictions in the Asia-

Pacific.  

(iii) The Recommended Implementation and Compliance Measures framed by the 

Charter Council should contain minimum and desirable measures suitable for 

jurisdictions in the Asia-Pacific.84  

 It has been decided that, the functioning of the Asia-Pacific Privacy Charter 

Council would be based on the principles framed in the various previous Privacy 

documents and the Asia-Pacific Privacy Charter would be based on those Privacy 

documents. Some of those documents are as follows:-  

(i) The International Covenant on Civil and Political rights, 1966.  

(ii) The OECD Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data, 1980.  

(iii) The Council of Europe Convention for the Protection of Individuals with regard 

to Automatic Processing of Personal Data, 1981.      

(iv) The European Union Privacy Directive.  

(v) The Australian Privacy Charter, 1993.  

(vi) The Canadian Privacy Standard.  

(vii) The work of Regional Law Reform Commissions, like New South Wales 

Surveillance Principles and Hong Kong Privacy Torts. 

(viii) The Regional Privacy Laws of –  

  (a) Australia; 
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 (b) Canada;  

 (c) Chinese Taipei;  

 (d) Hong Kong;  

 (e) New Zealand;  

 (f) South Korea;  

 (g) Proposed laws in Malaysia, Macau and elsewhere;  

 (h) ‘Privacy Torts’ in the U.S.A., Canada and New Zealand;  

 (i) Constitutional Privacy Protection in the U.S.A. and elsewhere.  

(ix) Major Sectoral Privacy Principles, like -   

 (a) The OECD Guidelines concerning Cryptography;  

 (b) The European Union Electronic Communications Privacy Directive;  

 (c) The International Privacy Commissioner’s Working Group Guidelines on 

 Interception of Communications.85  

 The first meeting of the Charter Council has been held in September 12, 

2003. In the mean time, the Working Draft 1.0 of the Asia-Pacific Privacy Charter 

has been prepared on September 3, 2003, which has been the first discussion draft of 

the Asia-Pacific Privacy Charter. The Working Draft has been placed in the first 

meeting of the Charter Council for consideration.86  

 Therefore, the preparation of the first working draft of the Asia-Pacific 

Privacy Charter is an important initiative for the protection of Right to Privacy in 

the Asia-Pacific region. Practically, this draft is considered as the Asia-Pacific 

Privacy Charter. Though it has been decided that, a Version 2 of this draft would be 

prepared, but it has not been released yet. However, the first working draft has 

defined Privacy, expressed its importance, prohibited unjustified interferences with 

Privacy and framed a number of principles for Privacy protection.  

 The Preamble of the Working Draft 1.0 of the Asia-Pacific Privacy Charter, 

2003 has defined ‘Privacy’ as follows:-  

 “. . . ‘Privacy’ is widely used to refer to a group of related 

rights which are accepted nationally and internationally. People have 

rights to the privacy of their own body, private space, freedom from 

                                                           
85 Ibid. 
86 G. Greenleaf & N. Waters, The Asia-Pacific Privacy Charter, Working Draft 1.0, (2003) Priv L 

Res 1, Baker & Mckenzie Cyberspace Law and Policy Centre, 3 September, 2003,  

www.worldii.org/int/other/PrivLRes/2003/1.html, visited on 9.3.2015. 
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surveillance, privacy of communications, and information privacy . . 

.”  

 

 An analysis of the definition of ‘Privacy’ provided in the ‘Preamble’ of the 

Charter would provide the following ideas:-  

(i) This Charter has tried to define ‘Privacy’ in broad sense of the term.  

(ii) The definition is not specific and has given only generalised views of Privacy.  

(iii) Instead of creating new dimensions of Privacy, it has relied only on existing 

national and international principles.  

(iv) In this sense, there is no uniqueness in this definition.  

(v) Practically, it has not supplied a new as well as good and complete definition of 

Privacy.  

(vi) Moreover, it has covered only certain areas of Privacy, like –  

 (a) Privacy of one’s own body;  

 (b) Private Space;  

 (c) Freedom from Surveillance;  

 (d) Privacy of Communications; and  

 (e) Information Privacy.  

(vii) In this sense, it is not an exhaustive definition of Privacy, rather illustrative 

only, because it has spoken about certain aspects of Right to Privacy and is silent 

about the others.  

 Apart from the definition of ‘Privacy’, the Preamble contains other aspects 

also, which are stated below:-  

(i) Importance of Privacy  

 The Preamble has tried to explain the importance of Privacy and in doing so, 

it has relied on the Personal Autonomy and Limited and Protected Communication 

as the basis of Privacy, which are actually the Functions of Individual Privacy 

described by Prof. Alan F. Westin. Moreover, it has considered Right to Privacy as a 

fundamental human right based on the Right to live with human dignity. It has also 

expressed its concerns at the verge of newly identified threats to Privacy in 

consequent to technological advancements.  
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(ii) Prohibition of unjustified interferences with Privacy  

 It has prohibited unjustified interferences with Privacy by considering it as a 

reasonable expectation of everyone and has rejected the necessity of providing 

justification by a person, who needs Privacy. It has relied on the universal 

application of the principles of justification against interferences to Privacy with an 

exception that, it has kept the onus on those who wish to interfere with others 

Privacy.  

 In this sense, one defect is found in the Charter that, it has not created 

specific limitations on Privacy; rather it has kept the space open for consideration by 

the deciding authority, whereas, the burden of proof lies on the intruder of Privacy to 

justify the intrusion.  

(iii) Aims and Objectives of the Principles  

 The Preamble has enumerated the aims and objectives of the Principles of 

Privacy Protection incorporated in the later part of the Charter. It has also expressed 

that, the principles are only generalised statements for observance, generating 

awareness and raising concerns for Privacy violations in the Asia-Pacific region. 

The principles are applicable to all, including both the public and private sectors. 

But, the minus point of the principles is that, these are having no binding force, 

because like the other international or regional instruments, the provisions of this 

Charter can be enforced only  by way of incorporating the provisions in the national 

legislations and not otherwise. However, provisions for implementation and 

compliance have been made under the ‘Implementation and Compliance Principles’ 

of the Charter. Apart from that, the other principles of the Charter are mere 

informative in nature.  

 Apart from the Preamble, the Charter is divided into five parts and each part 

contains various principles for protection of Privacy. Those are listed below:-  

(i) Part I – General Principles.  

(ii) Part II – Information Privacy Principles. 

(iii) Part III – Surveillance Limitation Principles.  

(iv) Part IV – Intrusion Limitation Principles.   

(v) Part V – Implementation and Compliance Principles.  
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 These five parts are the most important provisions of the Charter, because 

these parts actually deal with the Privacy Protection principles. These principles are 

the guiding factors for deciding the limits of Right to Privacy in the Asia-Pacific 

region. These principles have opened a new door for protection of Privacy in the era 

of technological advancements and loss of personal data. Though based on OECD 

Guidelines, these principles contain various other Privacy principles, apart from 

Data Privacy.  

 The Privacy Principles of Asia-Pacific Privacy Charter can be subjected to 

various advantages and disadvantages. Those are discussed below:-  

Advantages  

(i) These guidelines or principles are newly framed, as such there are the chances 

that, these will go far by way of various changes and improvements.             

(ii) The principles are relating to various aspects of Right to Privacy, ranging from 

bodily privacy to data or information privacy. As such, these are advantageous.  

(iii) Wide range of areas has been covered by these principles.  

(iv) These principles have dealt with various new dimensions of Right to Privacy, 

like Biometrics Limitation, Private Space and Cyberspace Privacy, which are 

appropriate for contemporary social scenario.  

(v) The idea of ‘Private Space’, though age-old, but not previously protected by any 

statutory principle or guideline. In this sense, it is also a new dimension.  

(vi) Prescribing the Surveillance Limitation principles, is a special feature of this 

Charter, which is the need of the hour in this era of advanced Information and 

Communication Technology.       

(vii) Incorporation of Implementation and Compliance principles is another 

advantage of the Charter, which would be helpful for the enforcement of the 

principles.     

Disadvantages  

(i) The first and foremost disadvantage of the Charter is that, it is still in the stage of 

first draft. Hence, application and implementation of the principles of the Charter 

have to pave a long way.  

(ii) Any positive developments have not been made so far towards the final 

recognition of Charter.  
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(iii) The Preamble of the Charter has not provided any new and complete definition 

of ‘Privacy’, rather has kept faith on the age-old ideas.  

(iv) Inspite of incorporation of various Privacy principles, practically it has become 

culmination of various rights under one umbrella.  

(v) It is actually informative in nature, rather executory.   

(vi) Though provisions have been made for the implementation of these principles, 

but practically nothing can be done, if States do not follow these principles.  

 Hence, it can be said that, this Charter is suffering from both advantages and 

disadvantages. Disadvantages should be removed and advantages should be 

increased for the purpose of making the Charter fruitful and beneficial. Though the 

drafting of Asia-Pacific Privacy Charter is a good initiative for the protection of 

Data & Information Privacy in the Asia-Pacific region, but at present, there are 

impediments for the implementation of these principles, because still the Charter is 

in the draft stage and has to pave a long way.  

6.2.5.5.2.4.  The ASEAN Human Rights Declaration, 2012 : An Impact 

 Analysis on Data and Information Privacy  

 Article 21 of the ASEAN Human Rights Declaration, 2012 deals with Right 

to Privacy, which runs as follows:-  

 “Every person has the right to be free from arbitrary 

interference with his or her privacy, family, home or correspondence 

including personal data, or to attacks upon that person’s honour and 

reputation. Every person has the right to the protection of the law 

against such interference or attacks”.  

 

 In an analysis of this article, it is found that, it gives protection to various 

components of Right to Privacy, like Individual, Family, Home, Correspondence, 

Honour and Reputation. Interesting part of this article is that, it gives protection to 

Data Privacy also, along with the above-stated components. More specifically, this 

article gives protection to the Privacy of Personal data from arbitrary interference or 

attacks in the ASEAN region. It is the speciality of this article that, it provides 

protection to Data Privacy also. As such, this article has two parts:-  

(i) The first part is related to Individual Privacy; and  

(ii) The second part is related to Data Privacy.  
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 However, the analysis of Article 21 has projected the similarities of this 

article with Article 12 of the Universal Declaration of Human Rights, 1948 and the 

Article 17 of the International Covenant on Civil and Political Rights, 1966. In this 

sense, these three articles are not only similar, but also the reflection of one another. 

Only exception is that, Article 21 protects Privacy of personal data, which the other 

two articles do not. Therefore, it can be said that, Article 21 of the ASEAN 

Declaration is based on the Article 12 of the Universal Declaration and the Article 

17 of the International Covenant on Civil and Political Rights. The only difference 

found in Article 21 is that, it deals with both Individual and Data Privacy, which the 

other two articles do not possess. The other two articles have dealt with Individual 

Privacy only. In this sense, the scope and ambit of Article 21 is broader than the 

other two articles. It can also be said that, Article 21 is the modern application of the 

other two articles, which has expanded its scope to include within it Data Privacy 

along with the Individual Privacy, which is utmost important in the contemporary 

social scenario. As regards the comparison of this Article 21 with the relevant 

articles of the European Convention, American Declaration, American Convention 

and African Charter, it can be said that, same difference is found therein with 

Article 21, because none of these articles deals with Data Privacy like the Article 21. 

This article is similar with the Asia-Pacific Privacy Charter only, because that deals 

with the same subject matter.  

 Therefore, it can be said that, good initiatives have been taken in the regional 

legal field for the protection of Data and Information Privacy by way of enacting a 

number of legal instruments. But, it is to be remembered that, except the Council of 

Europe Convention, none of those has any binding force, because those are either 

guidelines or charter or declaration, like the OECD Guidelines, Asia-Pacific Privacy 

Charter and ASEAN Human Rights Declaration. Moreover, the Asia-Pacific Privacy 

Charter is still in the formation stage and subject to amendments every day. As 

such, the regional legal field needs enforceable legal instruments, like Convention or 

Covenant on the subject in each and every region. Hence, at the verge of the 

increasing data thefts, extensive legal protection is the urgent need of the hour.  
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6.2.5.5.3. Data and Information Privacy : Municipal legal Arena  

 In the municipal legal field, Laws relating to Data and Information Privacy 

have acquired a prominent place. In this sense, the lacuna of the international or 

regional legal fields has been filled up by the domestic laws of different countries. 

Most of the western countries have enacted Data Protection Laws assuming the 

urgency of the protection of computerized personal data files. Modern and 

developed Eastern Countries, like China, has also enacted Data Protection laws. For 

the purpose of discussion of laws relating to Data and Information Privacy, the 

municipal countries have been divided into Common Law Countries, Civil Law 

Countries and Nordic Law Countries. Under each category, few countries have been 

selected, whose Data Protection Laws are discussed hereunder.  

6.2.5.5.3.1. The Australian Agenda of Data Protection  

 As regards the Common Law Countries, Australia is most prominent from 

the perspective of Data Protection Laws. It has been decided by the High Court in 

Victoria Park Racing and Recreation Grounds Co. Ltd. vs. Taylor87 that there is no 

general statutory or Common Law Right to Privacy under Australian Law.88 

However, attempts have been made in Australia to codify the law of Privacy since 

1970, but achievements have been made only in the area of data protection by way 

of enacting the Privacy Act, 1998 (cth) and the Privacy Amendment (Private Sector) 

Act, 2000 (cth). As such, in case of violation of Individual Privacy not involving any 

element of data protection, action cannot be taken under the above-mentioned 

Acts.89 Therefore, these are the prominent laws for protection of Data and 

Information Privacy in Australia. The Australian legislature has understood the 

necessity of Data Protection Laws and has enacted the above-mentioned laws for 

protection of Data and Information Privacy. Australia has understood the urgency of 

data protection and has upheld Data Privacy over the Individual Privacy. In this 

sense, Australian attempt is a good attempt.  

 

 

                                                           
87 (1937) 58 CLR 479. 
88 David Lindsay, op.cit., p.167. 
89 Ibid. 
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6.2.5.5.3.2. The Canadian Exposition of Data Protection Laws   

 Canada is the next important Common Law Country dealing with the Data 

Protection Laws. The statutory recognition of Data and Information Privacy in 

Canada in the Pre-Charter era can be divided into the following heads:-  

(i) The legislations based on Common Law principles, like –  

 (a) The Federal Privacy Act, 1983 and  

 (b) The Access to Information Act, 1983.  

(ii) These laws have been enacted to prevent the unnecessary distribution of 

personal information and guarantee access to unrestricted government 

information.90  

 The Canadian Charter of Rights and Freedoms has been enacted in 1982, 

which does not include the Privacy Rights directly. But, it has helped to develop 

various Privacy Rights therein indirectly by way of judicial interpretation. This 

effort has raised concern for Data Privacy also and ultimately has resulted into the 

protection of Data Privacy in formalized manner in the areas of the Privacy of 

Medical Records and the cases of taking of Blood Samples. Therefore, Canada has 

understood the necessity of Data Protection and has raised legislative and judicial 

concern in this respect, though the Individual Privacy has not much flourished 

therein.  

6.2.5.5.3.3. The South African Strategy of Data Protection 

 The next important Common Law Country regarding Data Protection is 

South Africa. In fact, no express legislation is found in South Africa dealing with the 

specific protection of Right to Privacy. In this respect, incorporation of Section 14 of 

the Constitution of the Republic of South Africa, 1996 is a great initiative, because it 

empowers the Government to take steps for the protection of the so far neglected 

areas of the Right to Privacy, like Data Privacy or the Protection of Personal 

Information.91 Moreover, the Constitutional Right to Privacy in South Africa does 

not end with Section 14. There is also Section 32 of the South African Constitution, 

                                                           
90 Marguerite Russell, op.cit., pp.105-106. 
91 C. M. van der Bank, “The Right to Privacy – South African and Comparative Perspectives,” 

European Journal of Business and Social Sciences, Vol.1(6), October 2012, pp.77-86 at p.79, 

www.ejbss.com/Data/Sites/1/octoberissue/ejbss-12-1164-therighttoprivacy.pdf, visited on 15.3.2015. 

http://www.ejbss.com/Data/Sites/1/octoberissue/ejbss-12-1164-therighttoprivacy.pdf
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which provides for the right of access to personal information.92 This right has 

created a new dimension of Right to Privacy in South Africa. In order to give effect 

to this right, various legislations have been enacted in South Africa, which are listed 

hereunder:-  

(i) The Promotion of Access to Information Act, 2002.  

(ii) The Electronic Communications and Transactions Act, 2002.  

(iii) The National Credit Act, 2005.93  

 Therefore, the South African legal system has tried to protect Data Privacy, 

the final outcome of which is the making of two draft bills therein, the Protection of 

Personal Information Bill, 2005 and the Protection of (State) Information Bill, 2008. 

Later on, the first draft bill has been passed into concrete enactment, called the 

Protection of Personal Information Act, 2013. But, the second draft bill has not yet 

passed due to various controversies and still is remaining in the bill stage. After 

incorporation of various amendments, now it is called the Protection of State 

Information Bill, 2013. Hence, the discussion provides the idea that, South Africa 

has taken good initiatives for the protection of Data and Information Privacy.   

6.2.5.5.3.4. Data and Information Protection Laws : A Study of France  

 France is the most prominent Civil Law Country dealing with Privacy Laws. 

Though France is mainly concerned with the laws relating to protection of private 

life, but it has also enacted Data Protection Laws. The French history of Data 

Protection dates back to 1975, when a public opinion survey was conducted to find 

out the necessity of Data Protection Laws therein. Based on that survey and other 

initiatives, France has enacted the French Data Protection Act, 1978, which has 

further been revised in 2004. This Act is mainly concerned with the processing of 

personal data in France, wherein data processing is expressed by the word 

‘l’informatique’. The Act has established a national regulatory authority for 

protection of computerized personal data called ‘Commission Nationale de 

l’Informatique et des Libertés (CNIL)’. It is an independent body for advising on 

proposed data processing systems, monitoring existing systems and doing research. 

                                                           
92 Jonathan Burchell, “The Legal Protection of Privacy in South Africa: A Transplantable Hybrid,” 

Electronic Journal of Comparative Laws, Vol.13.1, March 2009, pp.1-26 at p.12, www.ejcl.org/131-

2.pdf, visited on 15.3.2015. 
93 Id at p.14. 
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This Act is applicable to both public and private sectors. Later on, another body has 

been constituted in France for data protection, called the ‘Commission d’Accès aux 

Documents Administratifs (CADA)’. It is an advisory body for administrative 

departments, which advises them at their request and receives complaints from those 

who have been refused access. The basic distinction between the two is that, CNIL is 

created specifically for Privacy protection, but CADA is created to produce 

administrative openness.94 Therefore, the efforts taken by France for comprehensive 

data protection are good enough. Not only is that, these efforts are so strong to 

continue their application till today in the complex social structure.  

6.2.5.5.3.5. Data and Information Privacy Laws : The German Experience  

 Next important Civil Law Country regarding Data Protection is Germany. It 

has comprehensive laws on Privacy on each and every component of Right to 

Privacy. As such, it has not left Data Protection also. It has tried to protect Data and 

Information Privacy by enacting the Federal Data Protection Act, 1977. This Act 

covers data processing of personal information in the private and the public sectors, 

but it is largely limited to regulating the public sector at the federal level. There is 

also State Data Protection Laws in Germany, which primarily regulates the public 

sector at state levels, but there is a tendency towards special measures to regulate 

particular activities in the private sector, such as credit reporting. The new Federal 

Data Protection Act has come into force in Germany in 2001, which has further 

been amended in 2009. However, the Act is having a complex procedure for its 

enforcement, which considers data theft or infringement of the rights of the data 

subject as a civil wrong, for which injunction and compensation for loss or damage 

is available. In addition to that, huge amount of fines may be imposed on the wrong 

doer as penalty measure.95 Therefore, Germany has tried to establish a full-proof 

Data Protection Laws therein for the protection of computerized personal data files. 

Not only that, Germany is busy with enacting a new Data Protection Regulation 

now-a-days. In this sense, German efforts of Data Protection are good enough.  

 

 

                                                           
94 James Michael, op.cit., pp.65-69. 
95 Id at pp.95-97. 
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6.2.5.5.3.6. Chinese Efforts of Data Protection : An Analysis  

 The next important Civil Law Country in the regime of Data Protection is 

China. Though China is a novice in the area of Privacy protection and more 

specifically in the area of Data Protection, but its contributions cannot be 

disregarded in this respect. China has no Personal Data Protection Law in the 

European model yet. But, combination of several relevant documents would produce 

the effect of Data Protection Laws therein. Those are listed hereunder:-  

(i) The Law on Statistics, 1983.  

(ii) The Provisional Regulations Relating to Bank Management, 1986. 

(iii) The Chinese Constitution, 1982.  

(iv) Article 253 (a) of the General Principles of Criminal Law, 1979.  

(v) Article 101 of the General Principles of Civil Law, 1986.  

(vi) Article 2 of the Tort Liability Law.  

(vii) The Data Protection Framework for Internet and Telecommunications 

providers: the 2011 MIIT Regulations, the 2013 MIIT Guidelines and the 2013 MIIT 

Regulations.  

 The above list of Data Protection related guidelines in China shows the 

efforts of China for Data Protection. It further shows that, Chinese laws of Data 

Protection are inadequate; it is still in primitive stage, which in due course of time 

will turn in comprehensive laws. Hence, good future is expected in this respect.  

6.2.5.5.3.7. Sweden : The Nordic Attitude of Data Protection  

 After the Civil Law Countries, the Data Protection Laws of Nordic Law 

Countries come into picture. The first Nordic Law Country in this respect is Sweden. 

In fact, from the very beginning Sweden has no general Right to Privacy and the 

Swedish People has not raised concern about the protection of general Right to 

Privacy. The Swedish Constitution, 1766 has provided for public access of 

government documents, which is regarded as a means for monitoring Information 

Privacy. Even after the Nordic Conference in 1967, Sweden has not concentrated on 

the protection of Personal Privacy; rather it has concentrated on Data Privacy. After 

the passing of seven years from this Conference, Sweden has enacted its Data 

Protection Law in 1973, called the Swedish Datalagen or Data Protection Act, 

1973. In fact, Sweden has enacted the first national data protection law in the world 
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and thereby Sweden is the first country of the world having the data protection law. 

Since then, the subject of data protection has occupied a very prominent place in 

Sweden and it has taken various measures for the protection of Data Privacy.96  

 Sweden has enumerated its laws of data protection by elaborating one of the 

rights of the Nordic Conference, called the right to protection from ‘being placed in 

a false light’. In this respect, Sweden has adopted various other laws relating to data 

protection, like the Freedom of Press Act, the Secrecy Act, the Credit Information 

Act, 1974 and the Debt Recovery Act. The Swedish approach of Privacy laws is not 

based on a general right to Privacy, which is usually infringed by an ‘appropriation 

of likeness’, rather it covers the laws of copyright, trademarks, unfair competition 

and libel. Sweden is counted as the specialized country to deal with Computers and 

Privacy. Also it has created laws relating to protection of Privacy in the computers. 

Moreover, Sweden has revised its data Protection Act several times and it has 

enacted a new Data Protection Act in 1993.97 The attempts taken by Sweden for 

Privacy protection are good regarding the protection of Data Privacy. Hence, the 

initiatives taken by Sweden are unidirectional and comprehensive in this respect.  

6.2.5.5.3.8. Denmark : A Special Protection of Data Privacy  

 Other Scandinavian or Nordic Law Countries have also taken initiative for 

the protection of Privacy. In this respect, they have, more or less followed the legal 

approach taken by Sweden for the protection of Privacy. Later on, they have also 

adopted the principle of publicity initiated by Sweden. Denmark is the next 

important Nordic Law Country after Sweden, which has taken measures for the 

protection of Privacy. For this purpose, Denmark has followed the rules established 

by Sweden and has enacted the Access to Information Act, 1970 and the Data 

Protection Act, 1978.98  

 Furthermore, Danish Law has not gone far to protect Individual Privacy and 

has remained concerned with Data Privacy only like Sweden. In this sense, Danish 

Law has recognized the rights of both natural and legal persons as well as has 

enacted separate laws for data protection in the public and private sectors. Last but 

                                                           
96 Id at p.14. 
97 Id at pp.54-56. 
98 Id at p.15. 
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not the least; Denmark has enacted the Public Authorities Registers Act, 1991 for the 

protection of Data Privacy in the personal computers. This initiative is also similar 

to Sweden.99 Hence, Denmark has taken good initiatives for the protection of 

Privacy therein and inspite of its over-dependency on Swedish Law, it has also 

enacted its own laws protecting various areas of Data Privacy separately, unlike 

Sweden.  

6.2.5.5.3.9. The Attitude of Data Protection in Norway  

 Among the Scandinavian Countries, Norway is another important country 

having the Data Protection laws. Like Sweden, Norway has enacted the Access to 

Information Act, 1970 and the Data Protection Act, 1978.100 However, the data 

protection laws of Norway are based on the Swedish Law and provide a right of 

access to records.101 Furthermore, the Norwegian data protection laws are similar to 

Swedish laws and are not applicable for protection of Personal Privacy. This law is 

applicable to Privacy of natural and legal persons. It has separate laws for both 

public and private sectors. From this perspective, the laws of Sweden, Denmark and 

Norway are similar. Norway also has certain special laws relating to sensitive 

personal information as well as laws for certain sectors of information industry, like 

credit reference bureau, opinion pollsters and direct mail businesses. Norway has 

laws for protection of Privacy in the computer network, just like Sweden and 

Denmark.102  

 Hence, Norway has tried to protect the Data Privacy in its own way. Though 

it has certain similarities with the laws of Sweden and Denmark, but it has its 

specialities also in making the laws of Data Privacy. Therefore, the initiatives of 

Norway for protection of Data Privacy can be called good initiatives in an all round 

manner. Finally, it can be said that, all the countries are not equally strong regarding 

the municipal laws of protection of Data Privacy, but the initiatives taken in this 

respect are praiseworthy keeping in view the contemporary social scenario, wherein 

processing of huge amount of data is the daily need and hence, Data Privacy of the 

individuals persons are seriously threatened.  

                                                           
99  Id at pp.56-58. 
100 Id at p.15. 
101 Id at p.58. 
102 Id at p.59. 
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6.3.  Legal Position of U.S.A., U.K. and India regarding the Outstanding 

 Facets and Dimensions of Right to Privacy  

 Protection of outstanding facets and dimensions of Right to Privacy is the 

urgent need of the hour, because in the present social scenario, human civilization 

has undergone a complete social change wherein it cannot proceed further without 

taking recourse of solving various human problems associated with the protection of 

Privacy. The dichotomy between Privacy and Private Life is age-old, but the 

concern for its end is the urge of today, without which the four corners of Privacy 

cannot get full-proof protection. Privacy of Women and Children is most important 

at the verge of their vulnerability, because without the guarantee of their human 

rights, such vulnerability could not be prevented and Right to Privacy is a part of 

their human rights. Next come to the question of protection of Individual Privacy at 

the threshold of advancement of science and technology as well as the protection of 

Data Privacy in the present era of storage and processing of huge amount of personal 

data. In all these cases, protection of Right to Privacy is the urgent need of the hour 

for the sake of further advancement of human civilization. In this respect, the steps 

taken by U.S.A., U.K. and India as well as their legal standpoint are required to be 

analyzed.   

6.3.1. Outstanding Facets of Privacy : The Legal Scenario in U.S.A.   

 Though U.S.A. is much strong in Privacy protection laws, but that does not 

mean that, every component of Right to Privacy is equally protected therein. 

Moreover, U.S.A. recognizes Right to Privacy and not the Right to respect for 

Private Life. In this sense, in the dichotomy between Privacy and Private Life, 

Privacy has won in U.S.A. and as such, there has been no existence of Private Life 

in U.S.A. The components which have been considered as the aspects of Private Life 

in Europe, have been considered as parts of Right to Privacy  in U.S.A. and 

therefore, the legislative and judicial protection have been provided accordingly. 

Next come to the question of Privacy of Women. This right has again, not been 

protected in U.S.A. by any express statute, but various statutory enactments have 

been made therein for protection of a number of human rights of women. When all 

those human rights would be protected, Right to Privacy of Women would also be 

protected automatically. But, the U.S. Supreme Court has taken active steps in this 
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respect. It has pronounced a number of judgments, wherein Right to Privacy of 

Women has got good amount of protection. Noteworthy among those are Griswold 

v. Connecticut, which has provided Right to Privacy of married women to use 

contraceptives, Eisenstadt v. Baird, which has established the Right to Privacy of 

unmarried women to use Birth Control Measures, Roe v. Wade, which has provided 

the Right to Privacy of Abortion to women, Loving v. Virginia, which has protected 

the Right to Privacy of Marriage of women, Skinner v. Oklahoma, Which has 

established the Right to Privacy of Procreation of women and so on. Therefore, in 

the absence of express legislations, U.S. judiciary has taken active steps for 

protection of Right to Privacy of women, which is no doubt praiseworthy.  

 Next come to the question of Privacy of Children, which has been protected 

in U.S.A. far better than women. In this respect, two important U.S. legislations are 

noteworthy, Children’s Online Privacy Protection Act, 2000 and Neighborhood 

Children’s Internet Protection Act, 2001. Both are newly enacted legislations and 

have specifically meant for the protection of Privacy of Children in the internet, 

which shows the concern for U.S. legislature to protect children over the internet. 

U.S. judiciary has also taken active part in this respect, by pronouncing judgments in 

the cases of Meyer v. Nebraska and Pierce v. Society of Sisters, wherein Right to 

Privacy of the parents regarding child rearing and education of the child have been 

established. Though these cases have not given Privacy to Children, but have been 

good enough for giving Privacy to parents for considering the welfare of children as 

paramount. There has also been the case of Prince v. Massachusetts, which has 

upheld the Privacy of Children against the Family Relationship in order to protect 

the welfare of children against unnecessary abusive family environment.  

 Next point is the protection of Right to Privacy at the verge of advanced 

scientific technology in U.S.A. In this respect, two important U.S. Federal 

legislations are noteworthy, Electronic Communications Privacy Act, 1986 and the 

USA PATRIOT Act, 2001. Both these legislations have meant for the protection of 

Privacy in the technological field and the USA PATRIOT Act is more vital, because 

it has tried to protect the Individual Privacy against terrorism with the help of misuse 

of advanced scientific technology. U.S. judiciary has also taken initiatives in this 

respect by pronouncing judgments on Computer and Privacy. One important case on 
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the issue is United States v. Simons, 206 F.3d 392 (4th Cir., 28 February, 2000), 

where a Government employee has been charged with violating Federal laws when 

the employing agency has identified incriminating documents on his computer. The 

Court has held that, the employee did not have a reasonable expectation of Privacy 

as to the fruits of his internet use, where the agency had notified employees of 

limitations on their internet use and a policy of periodic audits to ensure 

compliance.103 Hence, both U.S. legislature and judiciary have been active to protect 

Right to Privacy in the environment of advanced scientific technology.   

 Next issue is the issue of Data Privacy, which has been protected by U.S.A. 

in well-advanced manner since long, prior to all other countries by enacting the 

Privacy Act, 1974 in order to provide protection to Privacy of Personally Identifiable 

Information. U.S. judiciary is also concerned with the issue and has provided 

important judgments in a number of cases in the recent period protecting the Data or 

Information Privacy of individual persons. In this respect, a noteworthy case is 

Suzlon Energy Ltd. and Rajagopalan Sridhar v. Microsoft Corporation,104 wherein 

the 9th Circuit Court has held that, the Microsoft Corporation should not produce 

documents from the Microsoft Hotmail email account of Rajagopalan Sridhar, a 

foreign prisoner to Suzlon Energy Ltd. As such, the Court has upheld the Data or 

Information Privacy of Sridhar under the Electronic Communications Privacy Act, 

1986. Hence, this is an important initiative of U.S. judiciary for protection of Data or 

Information Privacy. Nevertheless U.S.A. is a forwarding Country in the field of 

Privacy protection.   

6.3.2. Legal Standpoint of U.K. on the Outstanding Facets of Privacy  

 U.K. has no specific legislation on Right to Privacy and is lagging far behind 

U.S.A. on the issue. But, it has started legislating in the field sometimes back 

considering the urgency of the issue. Regarding the Right to respect for Private Life, 

it should be mentioned that, U.K. has upheld this right and has never recognized 

Right to Privacy like U.S.A. Two important legislations are noteworthy in this 

respect – the European Convention for the protection of Human Rights and 

                                                           
103 Saurabh Awasthi, “Privacy Laws in India – Big Brother is Watching You”, Company Law Journal, 

Vol.3, 2002, pp.15-23 at p.19.  
104 671 F.3d 726, 729 (9th Cir. 2011). 
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Fundamental Freedoms, 1950 as well as the Human Rights Act, 1998 in U.K. In the 

absence of express legislations, U.K. judiciary has taken active steps for the 

protection of Private Life. In this respect, the Prince Albert v. Strange, Pollard v. 

Photographic Co., A v. B and Theakston v. MGN cases are important. In all these 

cases, the Right to respect for Private Life has been upheld in U.K.   

 Next come to the question of Privacy of Women, which has not been 

protected in U.K. by any express legislation, but a number of legislations have 

provided it partial protection. Among them, the Protection from Harassment Act, 

1997 and the Human Rights Act, 1998 are noteworthy. But, the role of judiciary is 

not mentionable in this respect, because it has not taken any good initiative for the 

protection of this right. Next come to the question of protection of Privacy of 

Children in U.K., which is again neglected therein like the Privacy of Women and 

no such legislative or judicial initiatives have been found on the issue.  

 Next important issue is the protection of Privacy at the verge of advanced 

scientific technology, which is also neglected in U.K. However, a few legislations 

have been found therein, which have provided partial protection to this right. Among 

those, the Wireless Telegraphy Act, 1949, the Interception of Communications Act, 

1985, the Telecommunications (Data Protection and Privacy) Regulations, 1999 and 

the Regulation of Investigatory Powers Act, 2000 are noteworthy. Few instances 

have also been found, wherein the U.K. judiciary has taken initiatives for such 

protection, among which the Peck v. U.K. case is noteworthy. This case has 

provided protection to Privacy against the unreasonable publication of CCTV 

footage, which is the result of advanced scientific technology. AMP v. Persons 

Unknown is another case, pertinent to mention in this respect, wherein protection of 

Individual Privacy has been threatened in the environment of information 

technology and the Court has provided protection thereof.   

 Next issue is the issue of protection of Data or Information Privacy. U.K. has 

taken good initiatives for the protection of this right in the present social scenario by 

enacting the Data Protection Act, 1998, which is an express legislation on the 

subject. Apart from that, there are other legislations providing partial protection to 

this right, like the Financial Services Act, 1986, the Access to Medical Reports Act, 

1988, the Official Secrets Act, 1989, the Telecommunications (Data Protection and 
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Privacy) Regulations, 1999, the Regulation of Investigatory Powers Act, 2000 and 

the Protection of Freedoms Act, 2012. The U.K. judiciary has taken active steps in 

this respect by protecting the Privacy of Personal Data or Information in the 

environment of information technology with the help of AMP v. Persons Unknown 

case. Therefore, this has been an important issue, where U.K. has taken legislative 

and judicial initiatives for protection of Right to Privacy. But, it should be 

remembered that, the whole Right to Privacy is neglected in U.K., because it has 

never recognized Right to Privacy in express manner; rather it has recognized the 

Right to respect for Private Life.   

6.3.3.  India and the Outstanding Facets of Privacy : Legislative and Judicial 

 initiatives   

 India has been enriched with Privacy Protection Laws in the ancient and 

medieval periods, but has been suffering from lack of those laws in the modern 

period. But, in the post-independent era, Indian legislature and judiciary have taken 

active steps for the protection of Right to Privacy. In this respect, it is important to 

note that, India has never recognized Right to respect for Private Life in line with 

U.K., but it has recognized Right to Privacy similar to U.S.A. As such, no legislative 

or judicial initiative has been found in India for the protection of Right to respect for 

Private Life and it is neglected herein.  

 Next come to the question of Right to Privacy of Women, which has got 

protection in the Customary Laws of Easement since the ancient period, which has 

included observance of the norms of Privacy in the construction of houses for the 

female-occupied area and the maintenance of purdah system for Muslim women, 

which has also been present in the medieval period. Such Customary Laws of 

Privacy have been recognized in India under Section 18 of the Indian Easements Act, 

1882. Apart from that, there has been another age-old legislative provision for 

protection of Privacy of Women under Section 509 of the Indian Penal Code, 1860, 

which has provided protection against the intrusion upon the modesty and Privacy of 

a woman in India. Another important provision is Article 21 of the Indian 

Constitution, which includes the protection of Right to Privacy of Women along 

with its other components, but by way of judicial interpretation and not in express 

manner. There has also been other statutes, which provide partial protection to 
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Privacy of Women, like the Medical Termination of Pregnancy Act, 1971, the 

Indecent Representation of Women (Prohibition) Act, 1986 and the Pre-Conception 

and Pre-Natal Diagnostic Techniques (Prohibition of Sex Selection) Act, 1994.  

 Indian judiciary has also been concerned with the issue and is still showing 

its concern thereof. It has started its initiative from the protection of Customary Law 

of Privacy and as such, the Nuth Mull v. Zuka-Oollah Beg, Gokal Prasad v. Radho, 

Bholan Lal v. Altaf Hussain etc. cases are noteworthy. Privacy of Purdah System of 

Women has been protected in the cases of B. Nihal Chand v. Bhagwan Dei and 

Gulab Chand v. Manickchand. Thereafter, the Indian judiciary has started to protect 

the Privacy of Women in the light of Article 21 of the Indian Constitution, among 

which important cases are In Re : Ratnamala and Another v. Unknown, State of 

Maharashtra v. Madhukar Narayan Mardikar, Neera Mathur v. Life Insurance 

Corporation of India, T. Sareetha v. Venkata Subbaiah, Saroj Rani v. Sudarshan 

Kumar and so on. Therefore, both the Indian legislature and judiciary have taken 

important measures for the protection of Privacy of Women.  

 Next come to the question of protection of Privacy of Children. Indian 

legislature has also taken good initiatives in this respect by enacting the Children 

Act, 1960 and Juvenile Justice (Care and Protection of Children) Act, 2015. But, 

Indian judiciary has not taken active steps in this respect and no such noteworthy 

cases are found. It is pertinent to mention here that, Indian legislature and judiciary 

have not been concerned enough like U.S.A. regarding the protection of Privacy of 

Children. Moreover, India is also not adequately updated like U.S.A. for protection 

of Online Privacy of Children, which is a new subject in India and initiatives have 

just been started thereof. In this respect, Section 67B of the Information Technology 

Act, 2000 as amended in 2008 is noteworthy, which protects the Online Privacy of 

Children and provides punishment for violation thereof. In this sense, this area is 

still neglected in India owing to the absence of awareness.  

 Next come to the question of protection of Privacy at the verge of advanced 

scientific technology. Though India is not much concerned about the issue and lacks 

any express legislation, but a number of legislations are found providing partial 

protection to this issue. Those are the Indian Evidence Act, 1872, the Indian 

Telegraph Act, 1885, the Indian Post Office Act, 1898 and the Information 
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Technology Act, 2000. Section 66E of the Information Technology Act, 2000 

expressly provides protection to Right to Privacy, which is a good initiative. But, 

Indian judiciary is still a novice on the subject; so far it has not pronounced any 

important judgment on the subject. Though it has pronounced various decisions on 

the violation of various provisions of the said Act, but has shown reluctance to 

consider a case as violation of Section 66E. Therefore, Indian judiciary has still not 

become matured enough to consider these cases.  

 Next issue is the issue of Data or Information Privacy, which is again in the 

primitive stage in India, because what the U.S.A. has done in 1970s; U.K. has done 

in 1990s; India is doing now in 2014 – 2017. U.S.A. has enacted its Privacy Act in 

1974, U.K. has enacted its Data Protection Act in 1998 and till now, almost all the 

Western Countries have enacted their data protection laws, which is inevitable in the 

present social infrastructure of processing of huge amount of computerized data. 

But, India does not have a single complete statute on the subject. However, a 

number of legislations provide partial protection to Data or Information Privacy, 

those are, the Official Secrets Act, 1923, the Public Records Act, 1993, the 

Information Technology Act, 2000 and the Right to Information Act, 2005. At 

present, India has started initiatives for the protection of Data or Information Privacy 

by drafting two important bills, the Privacy Bill, 2014 and the Personal Data 

Protection Bill, 2014. Drafting of these two bills shows that, India is lagging far 

behind U.S.A. and U.K. regarding the protection of this right, because these two 

countries have enacted laws on the issue long ago and India has just drafted the bills. 

In this respect, these two bills require specific elaboration.                                                   

6.3.3.1.  Data or Information Privacy in India : The Right to Privacy Bill, 2011, 

 presently called the Privacy Bill, 2014  

 Right to Privacy is a private right, whereas, Right to Information is a public 

right. In a democratic social order, both the rights co-exist and as such, the peaceful 

existence of a democratic society depends upon the balancing between these two 

rights. Therefore, every civil society needs to enact legislations guaranteeing these 

two rights and should try to create a balance between the two. Individual Right to 

Privacy should be protected from unauthorized state or private encroachment, on the 

contrary, government is answerable to the general public for its activities owing to 
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its public accountability and the public should have the Right to Information in this 

respect. While imparting the Right to Information about the public records, there is 

every chance of violation of Individual Privacy of the common citizens, because 

public records generally contain data about the private individuals. This is the main 

problem behind the enforcement of these two rights and as such, balancing of these 

two rights is the urgent need of the hour. To create such balance, every democratic 

country requires legislations covering these two aspects. In this respect, India has 

enacted the Right to Information Act, 2005 and now it needs an appropriate 

comprehensive legislation on Right to Privacy. India still does not have such 

legislation, but has started the process in this regard. As such, it has drafted the Right 

to Privacy Bill, 2011, which is now known as the Privacy Bill, 2014.  

 In fact, Right to Privacy Bill, 2011 has been drafted to provide for the Right 

to Privacy to citizens of India and regulate the collection, maintenance, use and 

dissemination of their personal information and provide for penal action for 

violation of such right and for matters connected therewith or incidental thereto. It 

has defined various terms relating to personal data and information, discussed about 

the concept of Right to Privacy and infringement of Privacy under the Act as well as 

prescribed rules and procedure relating to the protection of this right and penal 

provisions for violation of Privacy under the Act. In this sense, Indian Parliament 

has tried to enact a comprehensive legislation on Right to Privacy and has prepared 

the draft bill of 2011 for this purpose. But due to absence of unanimity among the 

members of Parliament and for other reasons, the Right to Privacy Bill, 2011 has not 

been passed into an Act. Moreover, the Bill has been suffering from various 

discrepancies, inadequacies and incompleteness, owing to which, it is felt that, it 

would not become a comprehensive legislation on Privacy, if it would be passed into 

an Act. It is also felt that, it would not meet the existing challenges relating to the 

protection of Privacy and as such, requires certain amendments. Hence, the Right to 

Privacy Bill, 2011 has been amended accordingly and a new Bill has been drafted, 

called the Privacy Bill, 2014.  

 Presently, the Indian law relating to Privacy in comprehensive form means 

the Privacy Bill, 2014. It means, at present there is no comprehensive legislation in 

India on the protection of Right to Privacy as a whole, only this Bill is available. The 
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Privacy Bill, 2014 extends the Right to Privacy to all residents of India and 

recognises the Right to Privacy as a part of Article 21 of the Indian Constitution and 

extends to the whole of India. The Privacy Bill, 2014 newly defines the following 

terms:-  

(a) Personal Identification.  

(b) Legitimate purpose.  

(c) Competent authority.  

(d) Notification  

(e) Control.  

(f) Telecommunications system.  

(g) Privacy standards.105  

 The Privacy Bill, 2014 has re-defined the following terms:-  

(a) Communication data.  

(b) Data subject.  

(c) Interception.  

(d) Person.  

(e) Sensitive personal data.  

(f) Individual.  

(g) Covert Surveillance.  

(h) Re-identify.  

(i) Process.  

(j) Direct marketing.  

(k) Data Controller.  

(l) Government.106  

 The 2014 Bill defines Personal Data as any data which relates to a data 

subject, if that data subject can be identified from that data, either directly or 

indirectly, in conjunction with other data that the data controller has or is likely to 

have and includes any expression of opinion about such data subject. It also 

provides for the following Exceptions to the Right to Privacy:-  

                                                           
105 Elonnai Hickok, Leaked Privacy Bill: 2014 vs. 2011, Featured, Internet Governance, Privacy, 31 

March, 2014, www.cis-india.org/internet-governance/blog/leaked-privacy-bill-2014-2011.html, 

visited on 7.7.17. 
106 Ibid. 

http://www.cis-india.org/internet-governance/blog/leaked-privacy-bill-2014-2011.html
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(a) Sovereignty, integrity and security of India, strategic, scientific or economic 

interest of the state.  

(b) Preventing incitement to the commission of any offence.  

(c) Prevention of public disorder.  

(d) Protection of Rights and freedoms of others.  

(e) In the interest of friendly relations with foreign state.  

(f) Any other purpose specifically mentioned in the Act.107  

 The 2014 Bill also qualifies that the application of each exception must be 

adequate, relevant and not excessive to the objective it aims to achieve and must be 

imposed on the manner prescribed. According to the Bill, the following Acts should 

not be considered as deprivations of Privacy:-  

(a) The processing of data purely for personal or household purposes.  

(b) Disclosure of information under the Right to Information Act, 2005.  

(c) And any other action specifically exempted under the Act.108  

 The 2014 Bill defines nine specific Privacy Principles, like notice, choice 

and consent, collection limitation, purposes limitation, access and correction, 

disclosure of information, security, openness and accountability. The Privacy 

Principles will apply to all existing and evolving practices. The Bill has provisions 

relating to the processing of personal data and sensitive personal data addressing 

the following aspects:-  

(a) Collection of personal data.  

(b) Processing of personal data. 

(c) Access to personal data.  

(d) Updating personal data.  

(e) Retention of personal data.  

(f) Data quality.  

(g) Openness and accountability.  

(h) Choice.  

(i) Consent. 

 

                                                           
107 Ibid. 
108 Ibid. 
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(j) Exceptions for personal identifiers. 109 

 The Bill has made changes to the following provisions addressing:-  

(a) Provisions relating to sensitive personal data.  

(b) Sharing (disclosure of personal data).  

(c) Notification of breach of security.  

(d) Mandatory processing of data.  

(e) Security of personal data.  

(f) Trans border flows of personal data.110  

 Therefore, the Bill has prescribed detail norms and procedure for the 

protection of Privacy of personal data. It has prescribed for the establishment of 

Data Protection Authority. Most important part of the Bill is that, it has imposed 

Penalties for violation of Privacy in India. As such, Penalty for obtaining personal 

information on false pretences or Penalty for disclosure of other personal 

information shall be punishable with fine which may extend to five lakh rupees. 

Penalties for Data Theft shall be punishable with fine which may extend to ten lakh 

rupees. Penalties for unauthorised collection, processing and disclosure of Personal 

Data shall be punishable with fine which may extend to five lakh rupees. Therefore, 

the Bill has introduced huge amount of fine for violating the Privacy of Personal 

Data or Personal Information under the Bill. This provision is good enough for 

protection of Privacy in India.  

 But, it is to be remembered that, the main defect of the Bill is that, it protects 

Data or Information Privacy only and it has nothing to do with Individual Privacy. 

In this sense, its application is limited and it cannot redress the cases of violation of 

Individual Privacy. Moreover, it is in the Bill stage since long time, which shows the 

negative intention of the legislature for passing a comprehensive Privacy protection 

legislation in India. Again, the Bill has provided wide exceptions to violation of 

Privacy for the actions of law enforcement and intelligence agencies. As such, their 

activities are exempted from being called as violation of Privacy under the Bill. 

Hence, finally it can be said that, when the Bill would be passed into an Act, it 

would be very doubtful, whether it would ultimately protect Privacy or would 

                                                           
109 Ibid. 
110 Ibid.  
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become an instrument of suppression of citizens’ Privacy in the hands of the 

Government. 

6.3.3.2. Privacy of Personal Data : The Personal Data Protection Bill, 2014  

 Protection of Personal Data is another important issue in a computer-oriented 

democratic civilized society in the midst of the age of Information and 

Communication Technology. The rapid growth of information and communication 

technology has forced the developing countries to create data banks and maintain 

Computerised records of personal files of the individual human beings. Storing of 

huge amount of personal data in the computerised data banks is the result of 

automation, wherein daily processing of huge data is the urgent need of hour; 

otherwise it is impossible to cope up with the modern system of information and 

communication technology. Another important aspect is outsourcing of data of one 

country into another country, which is made in order to process the data of 

developed countries with the help of cheap labour of the developing countries. In all 

these processes, the basic problem is the fear of loss of huge data owing to the 

occurrence of any unnatural event, technological fault or data theft. Another problem 

is the growth of direct mail industries, who are purchasing personal data from the 

data processing industries in lieu of money and direct mails to the customers relating 

to promotional offers or calling them directly with promotional offers. In all these 

cases, what is in great danger is the personal data of individual citizens, which loses 

its Privacy seriously. Hence, it is high time to take measures for protection of 

Privacy of Personal Data in the developing countries. India is not an exception to it 

and it has drafted the Personal Data Protection Bill, 2014 to protect personal data 

from the loss of its Privacy.  

 The Personal Data Protection Bill, 2014 has been drafted by the Indian 

Parliament to enact the Personal Data Protection Act, 2014, but still the Bill has not 

been passed into an Act due to various discrepancies and absence of unanimity 

among the members of the Parliament as well as the various sections of the society. 

Specifically, the Bill has been drafted to provide for protection of personal data and 

information of an individual collected for a particular purpose by one organization, 

and to prevent its usage by other organization for commercial or other purposes and 

entitle the individual to claim compensation or damages due to disclosure of 
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personal data or information of any individual without his consent and for matters 

connected therewith or incidental thereto. Therefore, the Bill is prepared for the 

protection of personal data and information of an individual from misuse of 

commercial purposes by the organizations not entrusted to do that as well as to claim 

compensation thereof. It would be applicable in case of misuse of personal data or 

information of individuals without their consent and for providing compensation in 

cases of such disclosure of personal data or information.  

 The Bill defines Personal Data under Section 2(c) of the Bill, according to 

which “Personal Data” means information or data which relate to a living 

individual who can be identified from that information or data whether collected by 

any Government or any private organization or agency. Therefore, the section tries 

to protect the personally identifiable information or data from the misuse by any 

Government as well as any private organization or agency. According to Section 3 of 

the Bill, the personal data of any person collected for a particular purpose or 

obtained in connection with any transaction, whether by appropriate Government or 

by any private organization, shall not be put to proceeding without the consent of the 

person concerned. According to this section, the personal data of any person may be 

processed for any of the following purposes:-  

(a) the prevention or detection of crime;  

(b) the prosecution of offenders; and  

(c) the assessment or collection of any tax or duty.  

 It is to be remembered that, Personal Data of any person may be processed 

under the Bill, only for the above purposes and not otherwise. It is also provided 

under this section that, no consent of the individual shall be required, if the personal 

data details of the individual are obtained through sources which have been made 

public. Therefore, this section only protects the personal data available in private 

and not the data available in public. In this sense, public record of personal data is 

available to all and Privacy of those data is not protected under this Bill.  

 Section 4 of the Bill says that, the personal data of any person collected by 

an organization whether government or private, shall not be disclosed to any other 

organization for the purposes of direct marketing or for any commercial gain: 

Provided that, personal data of any person may be disclosed to charity and 
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voluntary organizations after obtaining the prior consent of the person. Section 5 is 

related to Section 4 which says that, every person whose personal data or details 

have been processed or disclosed for direct marketing or for any commercial gain 

without consent shall be entitled to compensation for damages in such manner as 

may be prescribed. In this sense, these two sections are the most important sections 

of the Bill, because these are related to the theme of the Bill. In fact, these two 

sections portray the basic objective of the Bill and these are meant for enforcement 

of the basic intention of the Bill or to suppress the mischief concerned, that is to 

prevent the disclosure of personal data for direct marketing or for use of any 

commercial gain and to provide for compensation thereof.  

 The Bill also provides for the Appointment of Data Controller under Section 

6, Obligation on Organization collecting personal data under Section 7, Appropriate 

Government to provide money under Section 8 and Penalty under Section 9. In this 

respect, Section 9 of the Bill is most important, because it provides for the 

imposition of Penalty for violation of the provisions of the Bill. According to this 

section, whoever contravenes or attempts to contravene or abets the contravention 

of the provisions of this Act, shall be punishable with imprisonment for a term, 

which may extend to three years or with fine, which may extend upto ten lakh rupees 

or with both: Provided that the compensation for damages claimed under Section 5 

shall be in addition to the fine imposed under this section. Hence, the section is good 

enough for providing penalty as well as compensation for violating the provisions of 

the Act. In this sense, an attempt has been taken to provide a section to give full-

proof protection for violating provisions of the Act. As a whole, the Bill is good 

enough for protection of Privacy of Personal Data or Information.  

 The Statement of Objects and Reasons of the Bill provides that, in our 

country, at present, there is no law on protection of personal information and data of 

an individual collected by various organizations. As a result many a time, personal 

information of an individual collected for a particular purpose is misused for other 

purposes also, primarily for direct marketing without the consent of the individual. 

The personal data of an individual collected by an organization is at times sold to 

other organizations for paltry sum in connivance with the employees of the 

organizations. These organizations with the competition to outdo each other enter 
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into the Privacy of individual by making direct marketing calls. There has to be 

some internal confidentiality standard within the system so that personal information 

of an individual may not be transferred to others, which, at times, causes a lot of 

distress and embarrassment. In many countries this right of individual has been 

recognized as basic civil right as an extension of Right to Privacy and laws have 

been enacted to protect the personal data of individuals. Accordingly, there is a need 

to have a law in our country also for protection of personal information to ensure 

that personal information of an individual collected for a particular purpose should 

be used for that particular purpose only and is not revealed to others for commercial 

or other purposes. Hence, the Bill is drafted.  

 Therefore, the Statement of Objects and Reasons of the Bill clearly specifies 

that, the Bill is meant for the protection of Individual Privacy from the unauthorised 

direct marketing calls without the consent of the individuals. In other countries, such 

protection is available under Privacy Laws, which is absent in India. As such, the 

Bill is prepared to establish an internal standard of Privacy and Confidentiality in 

this respect. Hence, it is a good attempt for protection of Data or Information 

Privacy in India. Though the Bill is meant for protection of Personal Data or 

Information and the term ‘Privacy’ is used nowhere, but the Statement of Objects 

and Reasons has clearly specified that, the intention of the legislature is to protect 

the Individual data or Information Privacy in this respect, by using the term 

‘Privacy’ therein. It has also expressed its intention to enact a law on Privacy at par 

with the other democratic civilized countries. In this sense, it is a good attempt 

beyond doubt. But, it is to be remembered that, this law is having only limited 

application, because it is related to the protection of Privacy from the unauthorised 

interference by direct marketing industries only and not otherwise. Hence, it is not a 

full-proof Privacy protection legislature in India. Due to this reason, India needs a 

comprehensive legislation on the protection of Privacy. In this respect, drafting of 

Privacy Bill, 2014 is an appropriate attempt. Here lies the significance of drafting 

two Bills covering two different aspects of Privacy in India. But, the situation is still 

in darkness, because both the Bills are lying dormant in the table of legislature since 

long time.   
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6.3.3.3. Role of Judiciary for Protection of Data or Information Privacy in India  

 Data or Information Privacy is an emerging concept in India and as such, 

both legislative as well as judicial initiatives are scanty in number. No such 

mentionable judgments are found in this respect, except a case on Privacy and Right 

to Information, called the Vijay Prakash v. Union of India case. In this case Privacy 

of Personal Information has been protected by the judiciary against the Right to 

Information.  

 Overall analysis of outstanding facets of Right to Privacy in India provides 

the idea that; India is lagging far behind U.S.A. and U.K. regarding the protection of 

these components of Right to Privacy.   

6.4.  Contemporary Debates and Current Trends of Right to Privacy : A Study 

 of U.S.A., U.K. and India  

 In the contemporary social scenario, various new problems have been 

cropped up regarding the protection of Right to Privacy in U.S.A., U.K. and India 

owing to the changing social infrastructure and lifestyle. A number of new laws 

have been enacted and new rights have come into being. The existence of new rights 

has given birth to further controversies and debatable issues in the society. It is true 

that, Right to Privacy is a very important human right in the contemporary social 

scenario, without the protection of which, further progress and development of 

human society will be jeopardised. But, simultaneously it should also be 

remembered that, without the protection of other rights controversial to Right to 

Privacy, development of human society will also be endangered. In this sense, other 

human rights should be given equal importance and Right to Privacy should be 

curtailed as and when required. It should also be kept in mind that, which right 

should be given priority and when, that would depend upon the nature and 

circumstances of each case. In this respect, it is necessary to analyse the 

contemporary debates on Right to Privacy with other rights, in order to ascertain the 

limitations on Right to Privacy. The debatable issues have been discussed hereunder.  

6.4.1.  Freedom of Information, Right to Information and Right to Privacy : 

 The Debate  

 Freedom of Information is an extension of the Freedom of Speech and 

Expression, which is a basic civil liberty in all the democratic civilized countries and 
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neither U.S.A. nor U.K. nor India is an exception to it. Freedom of Speech and 

Expression is the foremost personal liberty, the guarantee of which is utmost 

important for the guarantee of other personal liberties, because if there is no freedom 

to speak, providing other freedoms would be fruitless. As such, it is called the fourth 

pillar of separation of powers or the fourth estate in a democracy. Freedom of 

Information is considered as a part of Freedom of Speech and Expression, because 

without gathering information, it would not be possible to provide free expression. 

In this sense, free information is obvious for free expression. As such, gathering and 

disseminating information has also become a basic civil liberty. Freedom of 

Information means, freedom to access information through any media, be it physical 

or virtual. In this sense, it includes the freedom of information over the internet and 

in the computer.   

 Right to Information is nothing but the other name for Freedom of 

Information. This right enables private individuals to have access to public records 

and documents as well as in some cases, to private documents also. This right 

enables the individuals to exercise control over government activities and on the 

contrary, government becomes accountable to the general public. Any information 

can be sought with the exercise of this right for the sake of public interest. Here 

comes the conflict between Freedom of Information, Right to Information and Right 

to Privacy, because question is raised as to what information should be 

communicated for the sake of Freedom or Right to Information and what should be 

kept secret for the protection of Right to Privacy. The main criteria are of private 

and personal information, the Privacy of which is protected and can never be 

disclosed for the sake of Freedom or Right to Information. Such information could 

only be circulated when the public interest is seriously threatened and not otherwise. 

Right to Privacy of Information or in other words, Data or Information Privacy is 

seriously endangered in the present social scenario of processing and storing of huge 

amount of personal data over the computer and internet. Such information can be 

easily circulated on the ground of Freedom or Right to Information, prevention of 

which is a tough job.  

 Freedom or Right to Information and Right to Privacy, both are equally 

important for the peaceful existence of a democratic civilized society. Due to this 
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reason, a debate has occurred as to which one will supersede over the other. In fact, 

no one will supersede the other and the peaceful co-existence of a democratic 

society would lie on the balance between these two rights. All the modern 

democratic societies are striving towards the reaching of such balance and U.S.A., 

U.K. and India are parts of such process. In this respect, it is necessary to analyse the 

legislative and judicial scenario of these three countries for the protection of both the 

rights. 

 6.4.1.1.  Freedom of Information and Right to Privacy in U.S.A. : A Legal  

 Analysis 

 U.S.A. is a prioritised country of civil liberties, which is called the birthplace 

of civil liberties. Therefore, it has created legislative provisions for the protection of 

both the rights long before the initiatives of the other countries. It has enacted the 

Freedom of Information Act, 1966, which provides any person the right to request 

for access to federal agency records or information. Such disclosure can be 

prevented on the grounds of following nine exemptions contained in the law, where 

government agencies can withhold information. Those are :-   

(i) Classified information for national defence or foreign policy.  

(ii) Inter personal rules and practices.  

(iii) Information that is exempt under other laws.  

(iv) Trade secrets and confidential business information.  

(v) Inter-agency or intra-agency memoranda or letters that are protected by legal 

privileges.  

(vi) Personal and medical files.  

(vii) Law enforcement records or information.  

(viii) Information concerning bank supervision.  

(ix) Geological and geophysical information.  

 Therefore, the U.S. Freedom of Information Act, 1966 has prevented the free 

flow of information on the ground of protection of Right to Privacy of national 

defence and foreign policy, internal personal rules, trade secrets, confidential 

business information, communication of professional letters, personnel and medical 

files as well as law enforcement and bank records. In fact, it has protected the 

Information Privacy of different records, which would not come under the purview 
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of Freedom of Information. As such, this right is not absolute in U.S.A. and is 

subjected to Right to Privacy, which can only be curtailed in the serious public 

interest.  

6.4.1.1.1.  Snowden Case : The Biggest Ever Scam on Freedom of Information 

 and Right to Privacy in U.S.A. 

 The greatest ever U.S. case on Right to Privacy and Freedom of Information 

debate is the case of Edward Snowden, an American computer professional, former 

Central Intelligence Agency employee and former contractor for the U.S. 

government, who has copied and leaked classified information from the U.S. 

National Security Agency in 2013 without authorization. His disclosures have 

revealed numerous global surveillance programmes run by U.S. National Security 

Agency as well as the surveillance over the domestic life of private individuals by 

way of interception of their private telephonic conversations with the help of 

telecommunication companies. Though U.S. government has pleaded the reasons for 

such surveillance as national security for prevention of terrorism, but Snowden’s 

disclosure has raised the concern for protection of Information Privacy regarding the 

private information among the U.S. citizens. As such, the Freedom of Information 

requests have been increased in order to ascertain, whether the private lives of the 

U.S. citizens are under government surveillance or not.  

 Therefore, Snowden’s case has created a debate in U.S.A. between the 

government right to Freedom of Information and the individual Right to Privacy. 

The question is raised as to how far the government can interfere into the private 

lives of individual citizens for the sake of its Freedom of Information in the interest 

of national security. On the contrary, U.S.A. has also enacted the Privacy Act, 1974, 

which provides the Right to Privacy of Personal Information against the unnecessary 

state encroachment. Again, there is the existence of Freedom of Information of 

individual citizens in order to ascertain government surveillance over their private 

lives. All these rights taken together have created a controversial issue in U.S.A. 

between the Right to Privacy and Freedom of Information. 
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6.4.1.2. Freedom of Information versus Right to Privacy : Legal Standpoint of 

 U.K. 

 U.K. has also enacted its Freedom of Information law long after U.S.A., in 

the year 2000, called the Freedom of Information Act, 2000. It is a statute enacted by 

the Parliament of U.K. in order to create a public right of access to information held 

by public authorities. It has also made provision for the disclosure of information 

held by public authorities or by persons providing services for them and has also 

amended the Data Protection Act, 1998 and the Public Records Act, 1958. 

Therefore, this Act has permitted the disclosure of public information and not the 

private or personal information. In this sense, it has not created any contradiction 

with the European Convention for Protection of Human Rights and Fundamental 

Freedoms, 1950 or the Human Rights Act, 1998, which have created provision for 

the protection of Right to respect for Private Life, a right more or less, similar to 

Right to Privacy in U.K. Moreover, the Freedom of Information Act, 2000 has 

permitted the disclosure of information from the public authorities and in this sense, 

private authorities are not bound to disclose information under the Act. This is also 

another provision directing towards the protection of Right to Privacy in implied 

manner.  

 However, the Freedom of Information Act, 2000 has created a statutory right 

for access to information in relation to bodies that exercise functions of a public 

nature and three different kinds of such bodies have been covered under the Act – 

Public Authorities, Public Companies and Designated Bodies Performing Public 

Functions. The Act has also provided eight exemptions under which disclosure of 

certain types of information are exempted, which are as follows:-  

(i) Information accessible by other means. 

(ii) Information belonging to security services. 

(iii) Information contained in court records.  

(iv) Information, disclosure of which would infringe parliamentary privilege. 

(v) Information held by the House of Commons or the House of Lords, where 

disclosure would prejudice the effective conduct of public affairs.  

(vi) Information obtainable under the Data Protection Act, 1998 or whose release 

would breach the date protection principles.    
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(vii) Information provided in confidence.  

(viii) Information, disclosing of which is prohibited by an enactment, incompatible 

with European Union obligation or would commit a contempt of court.  

 These eight exemptions are called Absolute exemptions, apart from these, 

there are also Qualified exemptions. Sum-total of all these exemptions provide 

protection to certain kinds of private and personal information, like information of 

security services including the national security and defence information, 

information within the purview of Data Protection Act, 1998, trade secrets and 

confidential information. All these exempted information project the idea towards 

the protection of private information, which ultimately project towards the 

protection of Right to Privacy in U.K. Moreover, U.K. has also enacted the Data 

Protection Act, 1998 in order to protect Privacy of Personal Data or Data Privacy, 

which is a good attempt for protection of Right to Privacy in U.K. In this sense, 

keeping of Data Protection Act, 1998 as an exemption under Freedom of 

Information Act, 2000 is a good initiative for ending the debate between Freedom of 

Information and Right to Privacy in U.K. In no manner, Private or Personal Data or 

Information could be claimed under the Freedom of Information Act, 2000, which 

has uplifted the status of Right to Privacy in U.K. U.K. Judiciary is also not silent in 

the matter and by giving the decision in the AMP v. Persons Unknown case, it has 

upheld the Privacy of Personal Information over the medium of Information 

Technology and has prevented the unreasonable free flow of information. 

6.4.1.3.  Right to Information and Right to Privacy : A Representation of 

 Indian Legal Scenario  

 India has also taken initiative for the protection of Freedom of Information, 

but it has not used this term; rather it has used the term Right to Information. In this 

respect, legislative and judicial initiatives of India are noteworthy. It has enacted the 

Right to Information Act, 2005 in order to permit free flow of information 

throughout the territory as well as to enforce the social Right to Information of the 

general public. But, it has also imposed certain exemptions under which the Right to 

Information is restricted. Among these, one important restriction is imposed under 

Section 8 of the Right to Information Act, 2005, which has prevented the disclosure 

of Private or Personal Information. This is the Privacy protection provision under 
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the Act and it has protected Right to Privacy against the Right to Information. This 

is a great initiative for statutory protection of Right to Privacy in India, because 

India has not enacted any Privacy protection legislation till now. It has just drafted 

two bills in this respect; those are Privacy Bill, 2014 and Personal Data Protection 

Bill, 2014. As these two laws are in the bill stage, there have been lots of 

controversies and vagueness regarding the concept and purview of Right to Privacy 

in India. This vagueness has also given birth to a debate between Right to Privacy 

and Right to Information regarding which one will supersede the other. Indian 

judiciary, therefore, come into the forefront to solve the debate by pronouncing 

various judicial decisions on the point and among those, Vijay Prakash v. Union of 

India is an important decision, which has protected the Right to Privacy of Personal 

Information against the unreasonable claim of Right to Information.  

6.4.2. Privacy and Biometric Enabled National ID Card : Pros and Cons  

 In the post September 11, 2001 era, concerns for prevention of terrorism 

have been raised throughout the world and simultaneously, the proposals for 

establishment of nationwide unique identity system have also been generated as an 

effective counter-terrorism measure in order to prevent illegal immigration along 

with other fraudulent activities. In this respect ‘Smart Card’ based technologies have 

been introduced in different countries throughout the world. Telephone Cards, 

Employee Cards, ATM Cards, SIM Cards of mobile phones etc. are examples of 

‘Smart Cards’. After the success of these ‘Smart Cards’, countries have started to 

launch the ‘Biometric Enabled National ID Cards’ in order to prevent terrorism and 

related activities.  

 At present, several countries like Belgium, Greece, Luxemburg, Germany, 

France, Portugal and Spain have official compulsory national ID cards, but the 

Nordic Law Countries including Sweden and Common Law Countries like U.S.A., 

Canada, New Zealand, Australia and Ireland do not have such cards as well as they 

have historically rejected attempts to create National ID Cards.111 U.K. has 

established a system of National ID Cards by enacting the Identity Cards Act, 2006, 

                                                           
111 Sheetal Asrani-Dann, “The Right to Privacy in the Era of Smart Governance : Concerns raised by 

the Introduction of Biometric-Enabled National ID Cards in India”, Journal of the Indian Law 

Institute, Vol.47(3), July-September 2005, pp.53-94 at p.69. 
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but due to opposite remarks and criticisms owing to the adverse effects of that 

system including the loss of Privacy of the Personal Information of individual Card 

Holders, the Act has been repealed and the system has been destroyed in 2011. 

These activities show the worldwide negative attitude towards the establishment of a 

system of National ID Cards. 

6.4.2.1. Problems of National ID Systems : An Estimation  

 The existing National ID Systems throughout the world have suffered from 

various problems and thereby have been objected from different sections of the 

society. In this respect, Six specific problems associated with the National ID 

Schemes are listed below:-  

(i) National ID Systems have failed to meet stated objectives.  

(ii) National ID Systems create more problems.  

(iii) National ID Systems conceal hidden agendas.  

(iv) National ID Systems lead to function creep and discrimination. 

(v) Privacy risks surrounding National ID Systems. 

(vi) National ID Systems shift the balance of power from the individual to the 

state.112  

6.4.2.2. Threats to Privacy with the Introduction of National ID Systems : The 

 Practical Implication 

 Introduction of National ID Systems may create various threats to Individual 

Right to Privacy. It has various reasons. Every identity system is made up of a 

support register containing personal information parallel to that on the ID Card. 

When this information is maintained on a central database, the ID number acts as a 

common identifier for multiple government agencies. The risks that this poses for 

Individual Privacy are monumental. Centralized information is centralized power. A 

national identifier contained in an ID card enables disparate information about a 

person scattered in different databanks to be easily linked and analysed through data 

mining techniques. This would allow the entries in one set of data to influence other 

unrelated parameters. Moreover, multiple-agency access to sensitive data or 

multiple-use of the ID card greatly increases the potential for misuse of personal 

                                                           
112 Id at pp.71-73. 
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information either through corrupt disclosure or lapses in security.113 Hence, the 

Right to Privacy of personal information of the individual citizens is seriously 

threatened.  

6.4.2.3. Effects of Biometric Enabled National ID Cards on Right to Privacy  

 The main problem of Biometric Enabled National ID Card System is that, 

the use of this technology amounts to a wholesale violation of the Right to Privacy 

which cannot be justified even on the grounds of compelling state interest. Even if 

one buys into the need for sacrifice Individual Privacy for an overwhelming national 

interest, the claims made by the industry and government that biometric technology 

is an effective means of achieving stated goals in clearly unsustainable, 

unsubstantiated and at best questionable.114  

6.4.2.4. Disadvantages of Biometric Enabled National ID Card System  

 A number of studies have pointed out the following disadvantages of 

Biometric Enabled National ID Card System:-  

(i) Not everyone can necessarily be enrolled in a given biometric system. 

(ii) Not every legitimate user is necessarily recognised by a biometric system. 

(iii) Not every illegitimate user is necessarily barred by the biometric system.115  

6.4.2.5. Indian Scenario of Biometric Enabled National ID Card System : A 

 Serious Concern for Right to Privacy   

 Inspite of the above-stated disadvantages of Biometric Enabled National ID 

Card System and the threats it poses to Right to Privacy, India has launched a 

project for establishment of this system in India. The western countries, especially 

U.S.A. and U.K. feel that, this system seriously infringes the civil and personal 

liberties of the citizens by creating threats to Right to Privacy, because ultimately it 

leads to the establishment of surveillance society as existed during the era of 

totalitarian states and is not expected in the present day world. Knowing fully about 

all these adverse effects of this system, India has introduced this system herein.  

 

 

                                                           
113 Id at p.73. 
114 Id at p.74. 
115 Id at p.81. 
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6.4.2.6. Aadhaar Card : Biometric Enabled National ID Card of India 

 The Biometric Enabled National ID Card System in India is denoted by a 

unique identification number, called the Aadhaar Number, printed in the National 

ID Card, called the Aadhaar Card. In order to provide legal support to the Aadhaar 

Unique Identification Number System, Indian Parliament has enacted the Aadhaar 

(Targeted Delivery of Financial and other Subsidies, Benefits and Services) Act, 

2016. The basic objective of the Act is to provide for, as good governance, efficient, 

transparent and targeted delivery of subsidies, benefits and services, the expenditure 

of which is incurred from the Consolidated Fund of India, to individuals residing in 

India through assigning of unique identity numbers to such individuals. The Act has 

established the Unique Identification Authority of India (UIDAI), which has the 

power to specify the demographic and biometric information that must be collected 

for registration. It also has the power to issue Aadhaar numbers to residents, perform 

verifications and to specify the subsidies and services for which Aadhaar will be 

required.  

6.4.2.7. Aadhaar and Privacy Violation : An Examination of Indian Condition  

 The Aadhaar Act, 2016 has created provisions for the protection of personal 

information kept with the UIDAI and accordingly, UIDAI must ensure the security 

of identity information including the authentication records. Such information 

should not be revealed to anyone, even to the Court in totality and can be revealed to 

the Joint Secretary only in the interest of national security by an order issued from 

the Central Government. Though the Aadhaar Act has created provisions for 

protection of personal information of the individual citizens and has prescribed strict 

punishments for violation of the provisions thereof, but it has created serious impact 

on Individual Right to Privacy and has generated nationwide concern thereof. In the 

absence of any express statute on Right to Privacy, the four corners of this right are 

not specifically defined in India. As such, there is every chance of loss of Personal 

information of the individual citizens by going into the wrong hands.   

6.4.2.8. Role of Indian Judiciary to Reconcile Aadhaar and Privacy Violation : 

 Declaration  of Right to Privacy as a Fundamental Right      

 Since the launching of the Aadhaar Scheme in India, it has been criticized by 

various sections of the society, especially owing to the violation of Information 
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Privacy of the individual citizens. Concerns have been raised throughout India in 

this respect and a number of cases have been filed in the Supreme Court of India 

regarding the violation of Fundamental Right to Privacy due to the establishment of 

Aadhaar System. The Supreme Court of India has tied all the cases together and has 

heard accordingly. First and foremost among them is the Justice K. S. Puttaswamy v. 

Union of India116 case, wherein a Nine-Judge Bench of the Supreme Court of India 

has unanimously declared Right to Privacy as a Fundamental Right under Article 21 

of the Indian Constitution.  

 The Nine-Judge Constitutional Bench of the Supreme Court of India in the 

instant case has overruled its previous decisions in the M.P.Sharma v. Satish 

Chandra and Kharak Singh v. State of U.P. cases. The opinion of the Court has been 

pronounced by Justice D. Y. Chandrachud. Finally, the Bench has observed as 

follows:-  

 “. . . 3(C) Privacy is a constitutionally protected right which emerges 

primarily from the guarantee of life and personal liberty in Article 21 of the 

Constitution. Elements of privacy also arise in varying contexts from the 

other facets of freedom and dignity recognised and guaranteed by the 

fundamental rights contained in Part III;          

 (D) Judicial recognition of the existence of a constitutional right of 

privacy is not an exercise in the nature of amending the Constitution nor is 

Court embarking on a Constitutional function of that nature which is 

entrusted to Parliament;    

 (E) Privacy is the Constitutional core of human dignity. Privacy has 

both a normative and descriptive function. At a normative level privacy sub-

serves those eternal values upon which the guarantees of life, liberty and 

freedom are founded. At a descriptive level, privacy postulates a bundle of 

entitlements and interests which lie at the foundation of ordered liberty;  

 (F) Privacy includes at its core the presentation of personal 

intimacies, the sanctity of family life, marriage, procreation, the home and 

sexual orientation. Privacy also connotes a right to be left alone. Privacy 

safeguards individual autonomy and recognises the ability of the individual 

to control vital aspects of his or her life. Personal choices governing a way 

of life are intrinsic to privacy. Privacy protects heterogeneity and 

recognises the plurality and diversity of our culture. While the legitimate 

expectation of privacy may vary from the intimate zone to the private zone 

and from the private to the public arenas, it is important to underscore that 

privacy is not lost or surrendered merely because the individual is in a 

public place. Privacy attaches to the person since it is an essential facet of 

the dignity of the human being . . .   

                                                           
116 Writ Petition (Civil) No.494 of 2012, Supreme Court of India, 35071_2012_Judgment_24-Aug-

2017.pdf, www.supremecourtofindia.nic.in/supremecourt, visited on 21.10.2017. 

http://www.supremecourtofindia.nic.in/supremecourt
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 (H) Like other rights which form part of the fundamental freedoms 

protected by Part III, including the right to life and personal liberty under 

Article 21, privacy is not an absolute right. A law which encroaches upon 

privacy will have to withstand the touchstone of permissible restrictions on 

fundamental rights . . .  

 5    Informational privacy is a facet of the right to privacy. The 

dangers to privacy in an age of information can originate not only from the 

state but from non-state actors as well. We commend to the Union 

Government the need to examine and put into place a robust regime for 

data protection. The creating of such a regime requires a careful and 

sensitive balance between individual interests and legitimate concerns of 

the state. The legitimate aims of the state would include for instance 

protecting national security, preventing and investigating crime, 

encouraging innovation and the spread of knowledge and preventing the 

dissipation of social welfare benefits. These are matters of policy to be 

considered by the Union government while designing a carefully structured 

regime for the protection of the data . . .”117 

  

 Therefore, the decision of Supreme Court of India in the instant case has 

created a landmark in the field of Privacy protection in India. The Court has 

expressly declared Right to Privacy as a Fundamental Right under Article 21 of the 

Indian Constitution, established it as a part of Right to Life and Personal Liberty as 

well as a part of human dignity. It has expressly identified various facets of Right to 

Privacy, declared it as a limited right and has also raised concern for the protection 

of Information Privacy, which is the urgent need of the hour. It has directed the 

Central Government to take appropriate steps for the protection of Data or 

Information Privacy, which can only be curtailed on the grounds of certain specific 

legitimate state interests as mentioned in the judgment. Hence, the judgment has 

placed the Right to Privacy in strong footing in India, the judicial activism for which 

is no doubt praiseworthy.  

6.4.2.9. Standpoint of Aadhaar Card System in India after the Judgment in 

 Justice K.S. Puttaswamy v. Union of India Case  

 Basically, concern for violation of Information Privacy and Personal Liberty 

has been raised throughout India after the establishment of Aadhaar Card System in 

India and a number of cases have been filed in different High Courts and in the 

Supreme Court of India. All these cases have challenged the Aadhaar Card System 

as violation of Fundamental Right to Privacy, which have been filed in the nature of 

                                                           
117 Id at pp.262-265. 
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writ petitions since 2012. Thereafter, a Five-Judge Bench of the Supreme Court of 

India has been constituted to decide whether Right to Privacy has been violated 

owing to the Aadhaar Card System. But, the Attorney General of India has argued 

therein, in favour of the Union Government that, Right to Privacy has never been a 

fundamental right in India. At this juncture, a Nine-Judge Constitutional Bench of 

the Supreme Court of India has been constituted to examine whether Right to 

Privacy is a fundamental right or not. As such, the Five-Judge Bench has stopped 

working due to the solution of the matter under the Nine-Judge Bench. Finally, the 

Nine-Judge Bench has pronounced its judgment on 24.08.2017 by declaring Right to 

Privacy as a fundamental right in India. Now the time has come for the Five-Judge 

Bench to decide the Aadhaar-Privacy matter on the basis of the contention drawn by 

the Nine-Judge Bench. Such issue is still pending before the judiciary in India and is 

yet to be decided. However, the decision on 24.08.2017 has no doubt shaken the 

Aadhaar Card System to some extent and now the Union Government cannot do 

anything violating the Individual Right to Privacy.  

6.4.3. Privacy versus Sting Operation :  An Instrument of Crime Detection 

 Sting Operation means undercover police work that sets up a situation to 

catch criminals in the act of an undercover police operation in which police poses as 

criminals to trap law violators.118 The word “sting” derives its origin from 1930s 

American slang, meaning an act of theft or fraud, especially one that was carefully 

planned in advance and swiftly executed. In this sense, the term is best known as the 

title of a Hollywood film. The term then evolved in 1970s American usage to mean 

a police undercover operation designed to ensnare criminals. In this latter sense, 

“sting” is therefore a synonym for the expression “set a trap to catch a crook”.119 

In law enforcement, a sting operation is an operation designed to catch a person 

committing a crime by means of deception. A typical sting will have a law-

enforcement officer or co-operative member of the public play a role as criminal 

                                                           
118 Anjana Sharma, Sting Operations and Law, Mahaveer & Sons (Publishers and Distributors), New 

Delhi, 1st Edn., 2008, p.2. 
119 Id at p.3. 
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partner or potential victim and go along with a suspect’s actions to gather evidence 

of the suspect’s wrongdoing.120  

 Therefore, sting operation is an undercover operation by the police for 

detection of a crime or for catching a criminal. It is generally done in disguised 

manner to trap and arrest a criminal. A number of examples can be provided to clear 

the idea of sting operation. Those are:-   

(i) Purchasing illegal drugs to catch a supplier.  

(ii) Posing as a client to catch a prostitute or escort agency.  

(iii) Posing as a prostitute to catch a client.  

(iv) Posing as someone who likes child pornography to catch a supplier.121  

 In U.S.A., sting operation is conducted by FBI and other law enforcement 

agencies. The particular features of U. S. Sting Operations are Targets of Sting 

Operations, Use of Informants and Laundering Referrals. Sting Operation is also 

conducted in U.K. and it is legalised under the U.K. Money Laundering Legislation. 

Undercover operations are also carried on in U.K. under the Regulation of 

Investigatory Powers Act, 2000. India has also conducted number of sting 

operations, including Bofors Operation in 1980, Tehelka Operation in 2001 and 

Operation Duryodhana in 2005. A number of instances of sting operations are found 

throughout the world, but in the present social scenario, few questions have been 

asked regarding the legality and admissibility of evidence obtained by sting 

operation.  

 Sting operation is permitted under the personal liberty, called Freedom of 

Press, which is a constitutional right in U.S.A. guaranteed under First Amendment of 

the U.S. Constitution and in India guaranteed under Article 19(1)(a) of the Indian 

Constitution. In U.K. it is protected under Article 10 of the European Convention for 

Protection of Human Rights and Fundamental Freedoms, 1950 and Section 12 of 

the Human Rights Act, 1998. As press freedom is not unfettered and reasonable 

restriction can be imposed on it, sting operation also cannot be conducted in 

unlimited manner. Here comes the controversy of sting operation with another 

personal liberty, called Right to Privacy, which is guaranteed under Fourth 

                                                           
120 Ibid. 
121 Id at pp.3-4. 
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Amendment of the U.S. Constitution, Article 21 of the Indian Constitution and 

Article 8 of the European Convention for Protection of Human Rights and 

Fundamental Freedoms, 1950. Therefore, sting operation should be conducted in 

such a manner, so that, it should not violate the Individual Right to Privacy. In this 

respect, the Press Councils and Broadcasting Corporations of these countries have 

incorporated Norms of Journalistic Conduct, according to which journalists are 

bound to obey Right to Privacy and its objective is only the suppression of crime 

and not the harassment of respectable persons, then it is found legal as well as 

evidence obtained through it is admissible.  

 Right to Privacy is also subjected to certain limitations and if a person is 

engaged in unlawful activities, then he or she cannot take the plea of Right to 

Privacy against the sting operation. In all these cases, public interest is of paramount 

consideration, on which ground Right to Privacy can only be curtailed. As such, the 

17th Law Commission in its 200th Report has recommended that, enactment of a law 

is the urgent need of the hour to prevent media from interfering with Right to 

Privacy of the individual citizens in India.  

6.4.4.  Privacy versus Narco-Analysis, Brain-Mapping and Polygraph Test : An 

 Encroachment on Human Physical Integrity   

 Criminal Jurisprudence has reached at its highest level with the invention of 

forensic science. It is the application of tools and techniques of basic science for 

detection and solving of crime as well as to answer various questions associated 

with a criminal case. Narco-Analysis, Brain-Mapping and Polygraph Tests are three 

emerging tools of forensic science, which have been proved to be very useful tools 

of criminal investigation. Narco-Analysis has become a popular method of crime 

detection in India. It is a form of psychotherapy and an effective aid to scientific 

interrogation. It is a process whereby a subject is put to sleep, or into a state of half 

consciousness by means of dosage of scientific drugs and then interrogated while in 

a reverie.122 Polygraph is another important scientific tool of investigation. It is 

popularly known as lie detector and sometimes referred to as psycho-physiological 

detection. It is an instrument which measures and records physiological actions of 

                                                           
122 Chapter-2, Narco-Analysis, Polygraph and Brain-Mapping : A Glimpse, p.33, 09-Chapter 2.pdf, 

www.shodhganga.inflibnet.ac.in/bitstream, visited on 21.10.2017. 

http://www.shodhganga.inflibnet.ac.in/bitstream
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human body like blood-pressure of the subject, his pulse rate, respiratory system, 

skin conductivity while the subject is asked questions relating to the crime and he 

answers them. Polygraph tests measure all the natural changes caused by autonomic 

nervous system during questioning, which changes are beyond reasonable control of 

an individual and as such, such response changes transpires when the subject tries to 

tell a lie.123  

 Next method of crime investigation is Brain-Mapping. It involves 

confrontation with a stimulus of special significance with electric signal known as 

P300 emitted from individual’s brain, beginning approximately 300 million 

milliseconds after the confrontation. Since it is based on EEG signals and graphs, 

the system does not require the subject speak at all and he in way continues to 

exercise his right to keep silent. The suspect wears a special hair band with 

electronic sensor that measures the EEG from several locations on the scalp. The 

subject views on the computerized screen or even directly anything consisting of 

words, phrases, pictures etc.124 Therefore, Narco-Analysis, Polygraph Test and 

Brain-Mapping are three important forensic tests of crime detection, which are fully 

comprised with physical integrity of human beings. Though these only proved to be 

useful methods of crime detection, but due to the use of human body in these tests, 

confrontation has come into being of these tests with Right to Privacy.  

 These three techniques are used in U.S.A. and U.K. as useful crime detection 

methods since the period of Second World War. In fact, these methods have been 

supported by the western world for prevention of crime, because these are known as 

peaceful methods as against the third degree tortures on the suspects of crimes. India 

has also started using these methods for crime detection in the post-independence 

era and Indian judiciary has never objected to the use of these methods. But, recently 

Supreme Court of India in the case of Selvi v. State of Karnataka125 has raised 

objections regarding the use of these tests as violation of personal liberty under 

Articles 20(3) and 21 of the Indian Constitution. The court has held that, any 

involuntary use of these techniques on accused, suspects and witnesses would 

                                                           
123 Id at p.45. 
124 Rajbir Deswal, “Supreme Court Ban on Narco test”, The Tribune, 9 May 2010.  
125 (2010) 7 SCC 263. 
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amount to violation of their Fundamental Right to Protection against Self-

Incrimination under Article 20(3) of the Indian Constitution. Again, forcible use of 

these techniques would amount to violation of Right to Privacy of those persons 

under Article 21 of the Indian Constitution, because in that case, it would seriously 

jeopardise their physical entity and integrity. It should also be remembered that, 

these techniques would not be able to produce accurate results every time and in that 

case, an innocent person may be found guilty. Therefore, these techniques should be 

used in conformity with the Right to Privacy of individual citizens, because 

prevention of crime is the urgent need of the hour, but not at the cost of any innocent 

found guilty or any unreasonable encroachment on Right to Privacy.    

6.4.5. Privacy versus LGBT Rights : Recent Trend of Right to Privacy 

 LGBT (Lesbian, Gay, Bisexual and Transgender) or the homosexual persons 

should also have their Right to Privacy regarding their choice of partners as have 

been held by the U.S. Supreme Court in the cases of Bowers v. Hardwick, Lawrence 

v. Texas and Obergefell v. Hodges. All these cases are burning examples of 

protecting the marital Right to Privacy of the homosexual persons. Though these 

relationships have not been recognised previously in U.K., but have been legalised 

therein since 2010. More specifically, civil partnership of those persons has got legal 

recognition since 2005, whereas, same-sex marriage has got such recognition since 

2014. In India, such activities have not received legal recognition till now due to the 

presence of Section 377 of the Indian Penal Code, 1860, which has declared sodomy 

or homosexual sex as a punishable offence. But, since few years back concerns have 

been raised throughout the territory of India for legal recognition of civil partnership 

and same-sex marriage of LGBT persons in India. In this respect, various cases have 

been filed in different High Courts and the Supreme Court of India.  

 The matter has been decided in positive manner in the case of Naz 

Foundation v. Govt. of NCT of Delhi,126 which is a landmark Indian case, wherein 

the Delhi High Court has upheld the consensual homosexual sex between the adult 

persons as legal. It has held that, any legal provision considering such activity as a 

crime should be violative of Fundamental Rights under Articles 14 and 21 of the 
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Indian Constitution. As such, Delhi High Court has struck down Section 377 of the 

Indian Penal Code, 1860 as unconstitutional for violating the Fundamental Rights of 

the Indian Constitution, so far as consensual homosexual sex between the adult 

persons are concerned. But, it has kept the Section 377 valid for the forcible sex and 

sex with the minors. But, the Supreme Court of India in the case of Suresh Kumar 

Koushal v. Naz Foundation127 has reversed the situation by overruling the decision 

of the Delhi High Court and has upheld the validity of Section 377 as constitutional.  

 Again, time has come for the reversal of the situation after the decision of the 

Aadhaar Privacy Case or the case of Justice K. S. Puttaswamy v. Union of India, 

where the Supreme Court of India has clarified various dimensions of Right to 

Privacy and has included the Right to Sexual Orientation within it. Therefore, the 

Court has upheld the spirit of LGBT rights by stating that, “. . . The right to privacy 

and the protection of sexual orientation lie at the core of the fundamental rights 

guaranteed by Articles 14, 15 and 21 of the constitution . . . [LGBT] rights are not 

so-called but are real rights founded on sound constitutional doctrine. They inhere 

in the right to life. They dwell in privacy and dignity . . .”128 In this sense, the court 

has included LGBT rights within the purview of Right to Privacy, which projects the 

idea that, it would again uphold the decision of the Delhi High Court in the near 

future. Though the reference of correctness of Suresh Koushal case is pending 

before a Constitution Bench of the Supreme Court, but the Puttaswamy case has 

thrown light on the issue, which has been accepted by the judges in the pending 

Constitution Bench case. Hence, there is every chance of Right to Privacy of LGBT 

rights for coming out in near future in line with the decision of the U.S. Supreme 

Court in the recent past. 

6.4.6.  Privacy and WikiLeaks : Threats to Secret Information and National 

 Security 

 A new international non-profit seeking organisation has been established 

since the year 2006, popularly known as “WikiLeaks,” the main function of which is 

to publish secret information, news leaks and classified media supplied by 

anonymous sources. An Australian internet activist, called Julian Assange is the 

                                                           
127 (2014) 1 SCC 1. 
128 Supra Note 116 at p.124. 
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founder, editor-in-chief and director of the organisation. Generally, this organisation 

aims at upholding the Public Right to Information as against the state interference 

and as such, it feels that, every individual has the right to have free and accurate 

information regarding the governmental and financial secrets for the sake of the 

protection of democracy throughout the world. Though this organisation itself 

enjoys Right to Privacy by not publishing the source of information, from where it is 

disclosed over the internet, but it has continuously violated Individual and State’s 

Right to Privacy by disclosing financial statements, bank details etc. of overseas 

transactions as well as secret information relating to national security of various 

countries since last few years. 

 Here lies the controversy regarding the activity of WikiLeaks, because it says 

that, it is performing the role of whistleblower by exposing illegal and unethical 

activities of the government. On the contrary, governments of various countries have 

challenged the legal authority of WikiLeaks for disclosing the secret governmental 

and other information. U.S.A. has severely criticised the activities of this 

organisation, because it has seriously disturbed the 2016 election of that country. 

U.K. and India is not so aware about its activities. But owing to the threats posed to 

WikiLeaks by U.S.A., Julian Assange has been frightened very much and is seeking 

political asylum in Sweden, the country very much enriched with the data protection 

laws and also feels safe in Iceland, its originating country.  

 Practically, it has increased the controversy between Right to Privacy and 

Right to Information, because the questions have been raised regarding the 

demarcation line between these two rights. The question is asked as to who will 

decide which information is to be disclosed and which not and who has given the 

authority to it to disclose such information. The question is also asked whether a 

philanthropic organisation like it has the power to disclose any governmental secret 

or financial information over the internet. The answers to these questions cannot be 

affirmative, because that would produce serious threats to Individual Privacy. 

Hence, worldwide activities of WikiLeaks could not be supported owing to the 

violation of Individual Right to Privacy, especially for the sake of protection of the 

national security of the states, any leakage of which information could destroy the 

whole system of defence, internal and external affairs of a state. Therefore, in the 
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contemporary social scenario, WikiLeaks has produced a new threat on Right to 

Privacy, which can only be prevented by stopping its unauthorised activities.      

 Contemporary debates on Right to Privacy have shown various new 

problems which have occurred in the field of Privacy, some of which have been 

solved, but others are still continuing. In fact, it is an ongoing debate which will 

again increase with the passage of time and with the invention of new scientific 

technologies or with the development of new human rights. When some of the 

debates will be solved, new debates will come into picture. In this sense, the 

ongoing debates on Right to Privacy will create many new dimensions of Right to 

Privacy which will be helpful for any future study.  

6.5. Limitations of Right to Privacy : An Appraisal  

 Every fundamental right should have certain limitations and it should not be 

exercised in such a manner, so that, the fundamental rights of other persons are 

curtailed. Man is a social being and lives in a society of other human beings. Every 

society is culmination of both individual and social rights or in other words, personal 

and civil liberties. Civil societies are induced with personal liberties, without the 

guarantee of which, the very existence of civil societies will be destroyed. But, 

simultaneously it should also be remembered that, protection of civil liberties in the 

nature of public rights is the core element of every society, without the protection of 

which a civil society would be scattered into pieces in the name of protection of 

personal liberties. As man cannot live alone and always lives in the society, 

therefore, he always tries to create a balance between individual and social rights. 

Every man feels secured in the peaceful environment of a society, which are also the 

protector and guarantor of all the basic human rights. War and war-like situations 

only take away huge number of life and property, as such, those situations are 

unexpected. Instead, peaceful social environment is the expectation of every human 

being which lies at the balancing of individual and social rights.  

 Balancing of different rights in a society sometimes brings sacrifices on the 

part of different sections of the society, which means sacrifice of one’s rights to 

some extent for the sake of protection and enjoyments of the rights of others. Even 

the Social Contract Theory of medieval period Jurisprudence of Natural Law School 

has spoken about such sacrifice. According to the Social Contract Theory, the 
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citizens of a community have to sacrifice certain human rights of themselves to the 

king or ruler for showing allegiance to him; instead he would protect the whole 

society and provide security to their lives and properties. This example shows the 

evidence of sacrifice of individual rights for the sake of protection of community 

interest or the larger social interest. In fact, Social Contract Theory is the origin of 

concept of sacrifice of individual rights, which in other words, called the Limitation 

on individual human rights.  

 Therefore, sacrifice of personal liberties lies at the core of every democratic 

civilized society. This age-old concept of sacrifice has led to the development of 

modern concept of limitation of human rights. In the present social scenario, every 

human rights instrument, be it international, regional or national, imposes certain 

restrictions or limitations on different individual human rights for the sake of 

protection of public interest or social interest. Right to Privacy, being an individual 

human right, is not an exception to it and is also subjected to such restrictions or 

limitations. On the one side, Right to Privacy is expected for the prevention of 

government surveillance in a society and for protection of personal liberty. But, on 

the other side, absolute enjoyment of Right to Privacy may create disturbances to the 

administration of justice as well as take away the Freedom of Press totally. 

Therefore, imposition of limitations on Right to Privacy is the urgent need of the 

hour.   

 More specifically, the grounds for limitations on Right to Privacy may be 

summarised as follows:-  

(i) Public Interest is the first and foremost limitation on Right to Privacy and if any 

private information is circulated for the protection of public interest, violation of 

Right to Privacy cannot be claimed.  

(ii) Next limitation is Public Figure. Public Figures or celebrities have Right to 

Privacy in respect of their private lives only and not for public lives. As such, any 

news covering their public lives can be published and they cannot claim violation of 

their Right to Privacy for that.  

(iii) Public Place is the third limitation. Therefore, if any incident occurs in a public 

place and is reported in the newspaper, then violation of Right to Privacy of the 

individual concerned cannot be claimed.  
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(iv) Public Record is the next limitation, which means, if any information is already 

available in the public record, it is public information and not private information. 

Therefore, Right to Privacy of that information cannot be claimed.   

(v) Public Disclosure is the fifth limitation. If public disclosure of any information is 

required for the protection of natural justice, then Right to Privacy of that 

information cannot be enforced against public disclosure.  

(vi) Consent is another limitation on Right to Privacy, which means, if any person 

has voluntarily waived his or her Right to Privacy by giving consent for publication 

of any private information, then that person cannot claim the violation of Right to 

Privacy in that case at any later period.  

(vii) Privilege is the next limitation on Right to Privacy. Certain kinds of 

relationships are called Privileged relations and communication between them is 

called Privileged Communication, e.g. husband-wife, parent-child etc. personal 

relationships and doctor-patient, attorney-client etc. professional relationships. 

Generally, individual persons share certain private information within these 

relationships, which amounts to private communication and does not amount to 

publication of the same. Therefore, it does not attract violation of Privacy.  

(viii) Newsworthiness of any information is another limitation on Right to Privacy, 

on which ground Press can publish any information and there occurs no violation of 

Right to Privacy.  

(ix) Freedom of Information or Right to Information is another limitation on Right 

to Privacy. Right to Privacy of any information can be curtailed for the sake of this 

right, if found reasonable.  

(x) Administration of Criminal Justice is the next limitation on Right to Privacy. For 

the sake of such Justice, various methods like Sting Operation, Narco-Analysis, 

Polygraph Test and Brain-Mapping can be conducted as against the Right to 

Privacy of an individual person, if found reasonable.   

 Last but not the least, limitations or restrictions on Right to Privacy can be 

imposed on any of the grounds mentioned under Article 19(2) of the Indian 

Constitution. Those are Security of the State, Friendly relations with Foreign States, 

Public Order, Decency or Morality, Contempt of Court, Defamation, Incitement of 

an Offence and the Sovereignty and Integrity of India. In fact, these are the 
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protectors of society and any personal liberty can be curtailed on these grounds, be it 

Right to Privacy or Freedom of Expression.   

6.6.  Comparative Analysis of Outstanding Facets, Dimensions, Contemporary 

 Debates and Recent Trends of Right to Privacy : Legal Standpoint of 

 U.S.A., U.K. and India  

 A comparative analysis of the legal standpoint of U.S.A., U.K. and India is 

required with respect to outstanding facets, dimensions, contemporary debates and 

recent trends of Right to Privacy. Such analysis will provide an idea regarding which 

component is morefully protected in which country and which not. This analysis 

will also help to ascertain the Indian position in comparison to the other two 

countries. Next part of the study will concentrate on the issue. 

 The Comparative Analysis is presented hereunder:-   

(i) The first outstanding facet, called Right to respect for Private Life is protected 

only in U.K., whereas, Right to Privacy is protected in U.S.A. and India.   

(ii) Next come to the question of Right to Privacy of Women, which has got good 

amount of protection in U.S.A. and India both in the legislative and judicial field. 

But, it has got limited protection in U.K. only in the legislative field.   

(iii) Next element is the Privacy of Children, which has got good amount of 

legislative and judicial protection In U.S.A. But, it is neglected in U.K. India is 

concerned with the protection of this right, but not as much as of U.S.A. The 

concern is morefully raised only in the recent period.  

(iv) The protection of Privacy at the verge of scientific and technological 

developments has raised more concern in U.S.A. through legislative and judicial 

development. U.K. has also enacted few laws and pronounced judgments in this 

respect. Even India has enacted little legislation in this respect, but judicial 

development has not been made to such extent.  

(v) Data or Information Privacy is well-protected in U.S.A. since 1974, U.K. has 

started such protection since 1998, but India is still a novice on the issue. It has just 

drafted few bills on the subject in 2014.   

(vi) Regarding the contemporary debates, both U.S.A. and U.K. have recognised 

Freedom of Information, whereas India has recognised Right to Information.  
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(vii) U.S.A. has enacted the Freedom of Information Act in 1966, U.K. has enacted 

the Freedom of Information Act in 2000, but India has enacted the Right to 

Information Act in 2005.   

(viii) Snowden Case is noteworthy in U.S.A., AMP v. Persons Unknown case is 

noteworthy in U.K. and Vijay Prakash v. Union of India case is important in India 

with respect to the issue of Privacy versus Freedom or Right to Information.  

(ix) With respect to the issue of Privacy versus Biometrics Enabled National ID 

Card, both U.S.A. and U.K. have rejected the proposals for establishment of such 

system. But, India has established such system and created many new threats on 

Right to Privacy.   

(x) The Biometric Enabled National ID Card is called Aadhaar Card in India, which 

is absent in U.S.A. and U.K.  

(xi) The Supreme Court of India has recently pronounced a landmark judgment in 

the case of Justice K. S. Puttaswamy v. Union of India to resolve the dispute 

between Aadhaar and Privacy. No such initiatives are found in U.S.A. and U.K.  

(xii) Sting Operation is practised in all the three countries of U.S.A., U.K. and India, 

but all these countries have resolved that, it should not be used by violation of Right 

to Privacy as against the need for crime detection. In this respect, the law is similar 

in the three countries.  

(xiii) Narco-Analysis, Polygraph Test and Brain-Mapping are used as methods of 

crime detection in all the three countries, but all are of similar view in this respect, 

that these methods should not violate Right to Privacy. Selvi v. State of Karnataka 

case in India is noteworthy in this respect.  

(xiv) Right to Privacy of LGBT persons is recognised in U.S.A. since long. Latest 

judgment on the issue therein is Obergefell v. Hodges. U.K. has started to recognise 

the right since 2005 and has established it in 2014. Though India has never 

recognised the right previously, but has recognised it in the recent period. In this 

respect, the cases of Naz Foundation v. Govt. of NCT of Delhi, Suresh Koushal v. 

Naz Foundation and Justice K. S. Puttaswamy v. Union of India are noteworthy.  

(xv) Limitations on Right to Privacy on the ground of Public Interest or Freedom of 

Press have been imposed in lesser amount in U.S.A. But, U.K. has always tried to 
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limit Right to Privacy against the Freedom of Press. India is still in the developing 

stage on the issue and has not reached at any conclusion.  

 The above-stated comparative analysis provides the idea that, U.S.A. is the 

land of civil liberties and as such, it has tried to protect Right to Privacy in full-proof 

manner as a personal liberty. U.K. has recognised the Right to respect for Private 

Life and not the Right to Privacy. Therefore, this right is always neglected therein. 

India has followed the path of U.S.A., but has started its Privacy protection 

initiatives recently. Hence, its initiatives are only at the developing stage and no 

such full-proof protection is available till now.   

6.7. Sum-Up  

 The outstanding facets, dimensions and current trends of Right to Privacy in 

U.S.A., U.K. and India have given the idea that, these three countries are facing 

many new challenges against the protection of Right to Privacy at the verge of 

invention of advanced scientific technologies as well as the storing and processing 

of huge amount of computerised data and thereby need adequate legislative and 

judicial intervention into the matter. All the three countries have played an important 

role in this respect, according to their limited capacities to solve problems. But, the 

extensive legislative and judicial intervention into the matter has sometimes created 

certain negative impacts on the society, owing to which many new debatable issues 

have been cropped up. Some of those issues have been solved, but some are still 

pending, having hoped to be solved in near future. Moreover, Right to Privacy is a 

limited right and its limitations should always be remembered at the time of enacting 

any legislation or pronouncing any judgment for its protection. Due to this reason, 

absolute protection cannot be provided to Right to Privacy at any time. A 

comparative analysis of the outstanding facets and dimensions of Right to Privacy in 

U.S.A., U.K. and India has provided that, U.S.A. is the country having strongest 

protection of Right to Privacy in comparison to other two countries. This is the 

whole outcome of this Chapter.  

 More specifically, Chapter-6 can be summed-up in the following manner:-  

(1) The idea of Privacy is culminated into the concept of Freedom. Various jurists 

have opined that, Privacy means freedom from unauthorised interference into one’s 

private life.   
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(2) Enjoyment of Privacy is impossible in the environment of absence of individual 

freedom.  

(3) Individual Freedom is not absolute and always subjected to law and legal 

control.  

(4)  But, Individual Freedom or Right to Privacy can be curtailed by just, fair and 

reasonable legal procedure acted in accordance with the principles of natural justice.  

(5) Every civil society should try to create a balance between Individual Privacy and 

larger social interest for the peaceful co-existence of each and every individual in the 

civil society.  

(6) Privacy, Freedom of Information and Publicity, these are the three essential 

attributes of a modern democratic society and the peaceful co-existence of a modern 

democracy depends upon the creation of a balance between the three.  

(7) As such, every modern society has tried to protect these three rights by enacting 

legislations and pronouncing judgments in this respect.  

(8) In the contemporary social scenario, a number of problems have been cropped up 

relating to various aspects of Right to Privacy which are closely associated with 

modern social life.  

(9) In the present day society, human beings are subjected to various new habits and 

tastes owing to social change, which have created either threats on Right to Privacy 

or on human life and dignity.  

(10) Such problems have also given birth to many new dimensions of Right to 

Privacy, which are non-existent in the previous century.  

(11) Those are generally called the outstanding facets of Right to Privacy, because 

without addressing to those threats and challenges, any discussion on Right to 

Privacy would remain incomplete.  

(12) More specifically, these areas are Privacy vs. Private Life, Privacy of Women, 

Privacy of Children, Privacy vs. Scientific and Technological Developments as well 

as Data and Information Privacy.  

(13) As regards the outstanding facets, U.S.A. has not recognised the Right to 

respect for Private Life, rather it has recognised Right to Privacy.  
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(14) U.S.A. is equally strong in the protection of Right to Privacy of Women, 

Privacy of Children, Privacy at the verge of advanced scientific technology as well 

as Data or Information Privacy.  

(15) U.K. has not recognised Right to Privacy; rather it has protected the Right to 

respect for Private Life.  

(16) U.K. has neglected the Right to Privacy of Women and Children, but has tried 

to protect Right to Privacy at the verge of advanced scientific technology and Data 

or Information Privacy.  

(17) India has recognised Right to Privacy, rather than Right to respect for Private 

Life.  

(18)  In India, Right to Privacy of Women and Children is protected by legislative 

and judicial initiatives.   

(19) But, India lacks its initiatives for protection of Right to Privacy at the verge of 

advanced scientific technology and Data or Information Privacy.    

(20) Legislations and judicial decisions on outstanding facets have created many 

new debates on Right to Privacy in the contemporary social scenario.  

(21) Such debates have occurred in the areas of Freedom of Information, Right to 

Information and Right to Privacy, Privacy and Biometric Enabled National ID 

Cards, Privacy versus Sting Operation, Privacy versus Narco-Analysis, Polygraph 

Test and Brain-Mapping as well as the Privacy versus LGBT Rights.  

(22) Right to Privacy is not an absolute right and limitations can be imposed on it on 

the grounds of Public Interest, Public Figure, Public Record, Public Disclosure, 

Consent, Privilege, Newsworthiness, Freedom of Information or Right to 

Information and Administration of Criminal Justice.   

(23) Limitations on Right to Privacy can also be imposed on the grounds specified 

under Article 19(2) of the Indian Constitution.  

(24) The comparative analysis of outstanding facets and dimensions of Right to 

Privacy as well as the contemporary debates on Right to Privacy provide the idea 

that, U.S.A. is the strongest country regarding Privacy protection, U.K. is at the 

middle level and India is a novice country with respect to the measurement of such 

protection.  
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 Last but not the least, continuous process of social change is giving birth to 

many new technologies and new infrastructures in our daily lives, which are posing 

threats to our well-acclaimed human rights and Right to Privacy is not an exception 

to it. Daily challenges towards this right give birth to many new dimensions of Right 

to Privacy, which is again increasing judicial activism in the field of Right to 

Privacy. As such, many new cases are coming out, like  Obergefell v. Hodges, AMP 

v. Persons Unknown, Naz Foundation v. Govt. of NCT of Delhi, Suresh Kumar 

Koushal v. Naz Foundation and Justice K. S. Puttaswamy v. Union of India. In this 

sense, Right to Privacy is not a static, rather a dynamic right and constant social 

progress and development is responsible for the ever-growing and never-ending 

process of development of Right to Privacy. But, Right to Privacy is a limited right 

and hence, it could never come as an impediment on the process of administration of 

justice in any society. 

 

 


