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CIIAPTER 4 

Selective Positional Orientation of Bits (SPOB) 

4.1 Introduction 

A novel but simple microprocessor-based transposition cipher, namely 

Selective Positional Orientation of Bits (SPOB), has been proposed in this chapter. 

The input, as a string of binary bits, is divided into a number of blocks each 

containing n bits, where n is one of 8, 16, 32, 64, 128, 256, and 512. The bit positions 

are then altered using the proposed technique, where swapping is performed between 

pairs of selected bits within a block. If the whole process is performed repeatedly for a 

particular block size, the original block is regenerated after a finite number of 

iterations. One of these iterations is selected to generate the encrypted string and 

hence the corresponding encryption key. The same operation is performed for 

decryption. 

4.2 Tbe SPOB sebeme 

In SPOB, the source string of512 bits is divided into a number ofblocks, each 

containing a finite number of bits n (l<n.S512). For each block S=SoS1S2 ...... S,.1, a 

repetitive swap operation is performed between 81 and S1+k where i = 1, 2, ....... , n-2 

starting from MSB where k = 2, 3, 4, 5, ....... , n-1. Section 4.2.1 deals with the 

operations in detail. 

4.2.1 The rounds in SPOB 

Round 1: In Round 1, the 512-bit input string is broken into 64 blocks of8 bits 

each. Within each block, the following operations are performed: 

Step 1: Starting from the first bit (MSB), a pair of bits is selected so that there is 

exactly one bit between those two bits. The selected bits are swapped. This is repeated 
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till the last pair. So the swapping is done on the bit-pairs (1,3), {2,4), (3,5), (4,6), 

(5,7), and (6,8) within each block. 

Step 2: In this step, similar operations are performed on the block of bits obtained 

from Step 1, where there are exactly two bits between the selected bits. So the 

swapping is done on the pairs {1,4), (2,5), (3,6), {4,7), and {5,8). 

Step 3: In Step 3, there will be exactly three bits between the selected bits. So the 

swapping is performed on the bit-pairs (1 ,5), {2,6), (3,7), and {4,8). 

Continuing in this fashion, one can go up to Step 6 for 8-bit blocks, each time 

incrementing the number of bits between the selected pair of bits. ActuaJiy, there will 

be n-2 steps for an n-bit block wherein the (n-2)tb step, only the first and the last bits 

(MSB and LSB) are swapped. 

Round 2: After completing all the steps for 8-bit blocks, the block-size is 

doubled (i.e. block-size = 16) in Round 2 and the whole process as in Round 1 is 

repeated. 

This way the entire process of encryption will complete in Round 7, where 

block size is 512. 

If a round is performed repeatedly, the original block (input to the particular 

round) is regenerated after a finite number of iterations. An intermediate iteration in a 

particular round is chosen for the input to the next round. So the whole process is 

completed after iterating each round several times, less than the number of iterations 

required to complete a cycle in that particular round. The remaining iterations in each 

round are performed during decryption. 

4.3 Example and discussion 

The operations on an 8-bit block is shown here as an example. Instead of O's 

and I 's, the bits are denoted by letters A, 8 , C etc. so that the movement of bits are 

clear to the readers. Considering a block of 8 bits, X = ABCDEFGH, only one round 
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will have to be performed. The operations in each step of the round are illustrated 

here. 

Step 1: Swap bits 1 and 3, 2 and 4, and so on. X then changes to Xt = CDEFGHAB. 

Roughly estimating, the bit A should be in place of C, but it has moved to the place of 

G. The reason is that the bit of a position is altered during each swap. Bit A moves to 

bit 3 after the first swap, but when bit 3 is again involved in a swap with bit 5, it 

moves further to bit 5. Eventually bit A moves to bit 7 and so is the fate with other 

bits also. 

Step 2: Swap bits 1 and 4, 2 and 5, and so on. x, then changes to X2 = FGHABECD. 

Step 3: Swap bits 1 and 5, 2 and 6, and so on. X2 then changes to X3 = BECDFGHA. 

Step 4: Swap bits 1 and 6, 2 and 7, and so on. X3 then changes to~ = GHADFBEC. 

Step 5: Swap bits 1 and 7, 2 and 8. J4 then changes to X s = ECADFBGH. 

Step 6: Swap bits 1 and 8. X s then changes to ~ = HCADFBGE 

So, finally X=ABCDEFGH changes to ~ = HCADFBGE. All these steps taken 

together constitute the only round for an 8~bit block. Figure 4.1 shows the alterations 

of the bit positions after this round. 

Figure 4.1: Transposition of bits in Round 1 ofSPOB 

If this round is performed repeatedly, the original block will be regenerated 

after six iterations as shown in table 4.1 . 
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Table 4.1: Regeneration of the original block 

Original Block ABCDEFGH 

Iteration 1 HCADFBGE 

Iteration 2 EAHDBCGF 

keration 3 FHEDCAGB 

Iteration 4 BEFDAHGC 

Iteration 5 CFBDHEGA 

Iteration 6 ABCDEFGH 

Any of the intermediate iterations may be taken to form the encrypted block. 

The block size and the number of iterations together will form the encryption key that 

will be discussed in chapter 11 . It may be noticed that the position of the bit D does 

not change. That will not affect the encryption process since it will change in the very 

next round when the block-size becomes 16. Table 4.2 shows the number of iterations 

required to regenerate the original block for each block-size. 

Table 4.2: Number of iterations for a complete cycle 

Block size 8 16 32 64 128 256 512 

Maximum iterations 
6 16 24 3354 13260 15466 23532 

required for a cycle 

4.4 Microprocessor-based implementation 

Instead of going through complex computations and exchanges, SPOB has 

been implemented in an Intel 8085 microprocessor-based system using the mappings 

among the source and encrypted blocks. The routines for SPOB will be exactly the 

same as those for BET discussed in chapter 3 barring the look-up tables. Hence the 

routines for SPOB are not listed here to avoid mere repetitions. The respective look

up tables used for 8-bit and 16-bit (and higher) SPOB are given in sections 4.4.1 and 

4.4.2, respectively. 

4.4.1 Look-up tables for 8-bit SPOB 

Table l (FBOOH onwards): OllL OIH, 03H, OlH, 04H, 02H 

Table 2 (FCOOH onwards): OlH, OOH, OlH, OOH, OlH, OIH, 

Table 3 (FDOOH onwards): OlH, 04H, 08H, 20H, 40H, SOH 
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4.4.2 Look-up tables for 16-bit (and higher) SPOB 

Table 1 (FBOOH onwards): 06H, 09H, 05H, OEH, OOH, 07H, OBH, ODH, 
OFH, OCH, 01 H, 03H, 08H, OAH, 02H, 04H 

Table 2 (FCOOH onwards): OOH 

The tables for higher block-sizes, like 32, 64, 128 etc., are similar with a slight 

modification in each case, and hence, not given here. 

4.5 Results and comparisons 

The same set of twenty fiJes, and more exactly, five different files of varying 

sizes in each of the four categories, namely .dll, .exe, .jpg and .txt, were considered 

for the purpose of testing and were encrypted using the SPOB algorithm. The results 

of the tests have been compared with those of Triple DES. 

Like all the previous algorithms, the strength and weaknesses of SPOB have 

also been tested in its weakest fo~ i.e., having just one pass (no iterations) in each 

round, so that the strength of the algorithm may increase during actual 

implementation. 

4.5.1 Character frequency 

The frequencies of all the 256 ASCIT characters in the source file and the 

encrypted files are computed to compare how evenly the characters are distributed 

over the 0-255 region. Among the twenty files encrypted, the results of just on.e file 

in each of the four categories are shown here for the sake of brevity. The variation of 

frequencies of all the 256 ASCIT characters in the .dll, .exe, .jpg and .txt source files 

and the ones obtained as results of encryption with SPOB and Triple DES are shown 

in figures 4.2 through 4.5, respectively. 

As usual, very high frequencies of few characters in some graphs have been 

truncated to make the Low values quite visible, otherwise they will look like almost 

zero values. 



Selective Positional Oriemarions of Bits 80 

c••-... 
(a) OrWoaJ .dl file 

(b) .dO fiJc ecrypted wtih SPOB 

2000 

I :~ .l.J .......... l ...... l. ... ..l..Jl... ....... .Jl... .. .l.. .. . 
o ~ ~ ; s ~ i ~ ~ ~ ~ ~ ~ ~ ~ R ~ ~ 

(c) .dl fie encrypted~ Tf1>1e DES 

Figure 4.2: Character-frequencies in the source and encrypted .dll files 

(a) Or¥n&J .exe file 

0 :l ~ ~ s .. ;:! i ~ ~ 
.., ... :it ~ ! £ ~ E ~ :: .. .. 

C • aracu· u 

(b) .exe fie encrypted w kh S PO B 

I :~ l.J.J.... ..... .l......J... . ..J ... l ........... 
0 ~ ~ ; i rc i ~ B E &I :!! i ~ 0 a ~ ~ t4 

c • .... n. ... 

(c) .exe file ecryptcd ~ Tf1>1e DES 

Figure 4.3: Character-frequencies in the source and encrypted .exe files 
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(a) 0~ .jpg file 

(b) .jpg IDe encrypted wkb SPOB ,_l 
1:: 800 

·~ .......................................................... 1 
0 

C ll•ractero 

(c) .jpg fi1c eoorypted wah ~lc DES 

Figure 4.4: Character-frequencies in the source and encrypted .jpg files 

,:~ l ll I .. ll ~u·~~. ~~~~ 
0 ~ ~ ~ &! ~ i ~ ~ E ~ ~ ~ ~ 0 fl ~ 

.... 
;:; :q 

Cllara~tero 

(a) 0~ .txt file 

""1 ll,lH 
1600 I 1100 

~IU J ,, · ::: . ~ u I. .I I 

~ ~ ~ s ;:! i ~ 
0 .., 

~ ~ ! ; 0 a 0 

~ . :: ~ ;:: ~ 
C ltera caers 

(b) .txt file ecrypted witb SPOB 

J :ffi t 
400 

0 ................... , ...................................... . 
0 ~ ~ ~ i ~ i ~ ~ ~ ~ ~ ~ ~ ~ fl ~ ~ 

(c) .txt fie enccyptec1 wah Tf1>1e DES 

Figure 4.5: Character-frequencies in the source and encrypted .txt files 
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In case of .dll file, the result shown by SPOB is not as good as that of Triple 

DES. It bas broken the clusters of characters in the original .cUI file, but it should have 

been better. Nevertheless, the frequencies in the original file have been changed by 

considerable amounts, as it is evident from the i-test in section 4.5.2. 

The result for the .exe file is almost the same as for the .dll file and needs no 

further explanations. The performances shown by both SPOB and Triple DES in case 

of .exe file are almost same as in .dll file. 

SPOB looks much better in case of .jpg fiJe in comparison to .dll and .exe 

files. AJJ the characters are fairly distributed over the 0-255 region and the graph is 

quite comparable to that of Triple DES. 

SPOB bas not shown a good performance for .txt file compared to other 

categories of files. Since SPOB is a transposition cipher, this deficiency can be 

overcome by cascading with a substitution cipher like MAT (to be discussed later). 

4.5.2 Chi-Square test and encryption time 

One of the most popular statistical tools, the i -test, was performed to check 

the heterogeneity between the original and encrypted pairs of all the twenty files. The 

i values and encryption time due to SPOB were compared with those of Triple DES. 

Each category of files has been dealt with separately. The comparative i values and 

encryption times for SPOB along with those for Triple DES in case of .dll files are 

Listed in table 4.3. The same is visualised in figure 4.6. 

Table 4.3 : i-test for SPOB with .dll files 

Sl. Original File size SPOB Triple DES 

No. file (bytes) Time t OF Time t OF (sees_) (sees.) 
I l.dll 20480 0.109890 4912 157 06 29790 255 
2 2.dJI 53312 0.274725 20959 255 16 43835 255 
3 J.dll 90176 0.494505 48891 255 26 66128 255 
4 4.diJ 118784 0.604396 1358795 255 34 1211289 255 
~ ~.dU 204300 1.098901 2897~54 2~~ 69 2416~24 2SS 



Seleciive Positional Orientations of Bits 83 

m. alze (In bytea) 

Figure 4.6: SPOB vs. Triple DES in i -test of .dll files 

•SPOB 

IDT~OES 

The performance of SPOB in -i'-test with .dll files is quite satisfactory 

compared to Triple DES. In fact, in case of larger files, the i values for SPOB are 

higher than those for Triple DES. Very small encryption time and large r values 

indicate the strength of SPOB which may be comparable to that of Triple DES. The 

results of the test for .exe are given by table 4.4 and figure 4.7. 

SL 
No. 

l 
2 
3 
4 
5 

I 
J 
I 
~ 

f 
6 

Original 
file 

l .exe 
2.exe 
3.exe 
4.exe 
5.exe 

15000000 

12500000 

10000000 

7500000 

5000000 

2500000 

0 

Table 4.4: -i'-test for SPOB with .exe files 

File size 
SPOB Triple DES 

Time Time (bytes) 
(sees .. ) t OF (sees.) 

23104 0.109890 10382 255 12 
52736 0.274725 23702 255 15 

131136 0.659341 858925 255 29 
170496 0.934066 534803 255 49 
200832 0.989011 14429014 255 58 

23104 5P36 131136 170496 200832 

Ale atze (ln bytea) 

t OF 

8772 255 
43426 255 

986693 255 
475893 255 

1847377 255 

•SPOB .,....[ES 

Figure 4.7: SPOB vs. Triple DES in r-test of .exe files 
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In case of .exe files, the test results for SPOB are even better. Compared to 

Triple DES, the i values for SPOB in case of most of the .exe files are larger and for 

other files they are too close. The degree of freedom (DF) is 255 for all the files. 

Further, the encryption times are much less than those of Triple DES. The test results 

for .jpg files are listed in table 4.5 and illustrated by figure 4.8. 

Table 4.5: -£-test for SPOB with .jpg files 

SL Original File size 
SPOB Triple DES 

Time Time No. file (bytes) 
(sees.) i OF 

(sees.) i OF 

I ljpg 28544 0.164835 7414 255 08 4331 255 
2 2.jpg 71232 0.329670 3716 255 21 2916 255 
3 3.jpg 105600 0.549451 6196 255 31 5227 255 
4 4.jpg 160704 0.824176 9001 255 41 22314 255 
5 5Jpg 216576 1.153846 12719 255 63 29824 255 

30000 

0 
71232 105600 160704 216576 

Ale atte (In bytea) 

Figure 4.8: SPOB vs. Triple DES in -£-test of Jpg files 

Out of five files, the i values for SPOB are higher than those for Triple DES 

in case of three files. High i values and very small encryption times depict a good 

performance ofSPOB. The results for .txt files are given by table 4.6 and figure 4.9. 

Table 4.6: i-test for SPOB with .txt files 

Sl. Original File size 
SPOB Triple DES 

No. file (bytes) Time i OF 
Time i OF 

(sees.) (sees.) 

1 tl.txt 6976 0.054945 6213 69 02 10629 183 
2 t2.txt 23808 0.109890 43081 Ill 07 32638 255 
3 t3.txt 58688 0.329670 102298 123 17 82101 255 
4 t4.txt 118784 0.604396 215996 133 35 170557 255 
5 t:S.txt 190784 0.989011 706203 132 55 430338 255 
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noooo 
630000 

I 6o40000 

t~ 
! 360000 : 
~ 270000 

B 1aoooo 
90000 

0 .~..-.---- -----_j 
6976 23808 68688 1187&4 1907&4 

Ate •lz• (In byt .. ) 

.SflOB 

llT!1*lES 

Figure 4.9: SPOB vs. Triple DES in i-test of .txt fiJes 

Although the frequency graph for SPOB was not so good in case of .txt files, it 

has shown a very good performance in the i -test. The i values for all but one .txt 

files in SPOB are hlgher than Triple DES. The reason for an unsatisfactory frequency 

graph is further explained by the only exception that the degrees of freedom (DF) for 

SPOB in case of all the five .txt fiJes are bit Lesser than those for Triple DES, but it 

does not have so much of significance. 

4.5.3 Avalan~be and runs 

A 32-bit binary string was repeatedly encrypted with SPOB, first keeping the 

original string unaltered, and subsequently each time complementing one bit of the 

plain-text. The differences between the cipher-texts were noted and the number of 

runs was also counted in each plain-text and the corresponding cipher-text. The 

difference of runs in each plain-text/cipher-text pair was noted. This was done to 

examine the diffusion property of SPOB, i.e. to test how much effect can be created in 

the cipher-text with a very small change in the plain-text. Table 4.7 shows the results 

of this test for SPOB. 

The table shows that SPOB can produce some amount of effect in the cipher

text with a very small change in the plain-text. There are some differences between 

consecutive cipher-texts in quite a fair number of cases. On average, a high difference 

of runs between the plain-text and the cipher-text also proves the randomness property 

ofSPOB. 
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Table 4.7: Avalanche and runs in SPOB 

Bit Plain-text Cipher-text Number of runs 
complemented (Hex) (Hex) Plain-text Cipher-text Difference 

None 41450450 S48C3CI4 19 14 5 
1:1>1 C l450450 A48C3Cl4 18 16 2 

2NI.J 01450450 808C3Cl4 17 12 5 
31\U 61450450 C48C3C24 19 14 5 
4'" 51450450 348C3C14 21 16 5 
51" 49450450 858C3Cl4 21 14 7 
6 tn 45450450 8C8C3Cl4 21 14 7 
7'" 43450450 868C3CI4 19 14 5 
8"' 40450450 048C3CI4 17 13 4 
9'" 41C50450 S4AC3C14 17 16 I 
to•" 41050450 84883CI4 17 14 3 
II'" 41650450 S4CC3CI4 19 14 5 
12'" 41550450 839C3CI4 21 14 7 
13'" 41400450 S4803CI4 19 16 3 
14'" 41410450 S4843CI4 17 14 3 
151" 41470450 S48E3CI4 17 14 3 
16"' 41440450 S4DC3CI4 19 12 7 
17'" 41455450 848CIC14 21 14 7 
18'" 41459450 848C3CI4 19 15 4 
191" 4145F450 848C7CI4 17 14 3 
20'" 4145C450 S48C2C14 17 16 I 
21:1> 4145DE50 S48C3014 17 16 I 
22"'1J 41450050 S48C3414 17 16 I 
231W 41450650 S48C3E14 19 14 5 
24 41450550 848CBC14 2 1 16 3 
25'" 41450400 S4863C34 19 14 5 
26'" 41450410 848C3CIO 17 12 5 
271

" 41450470 S48C3C54 17 16 I 
28'" 41450440 848C3C04 17 12 5 
29 41450458 S48C3C14 19 15 4 
30'" 41450454 S48C3ClC 21 12 9 
31:il 41450452 S48C3CJ6 21 14 7 
32NU 41450451 S48C3C94 20 14 6 

4.6 Conclusion 

SPOB is a simple, easy-to-implement, and an efficient system that takes little 

time to encode and decode though the block length is high. The encoded string will 

not generate any overhead bits. Since it does not involve complex arithmetic 

computations in its actual implementation, the proposed scheme may be 

recommended for the intended targets, which are very small systems with less 

powerful processors and very low capacity memory units. 


