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Overview 

l.llntroduction 

A few years back people used to say that we are in the age of computers, but 

now they say that this is the age of computer networks. and more precisely the 

Internet. The main reason for connecting different computers to form a network is to 

transmit data for whatever purpose it may be. Thus, this is one form of 

communication and today most of the computers throughout the world are sharing 

infonnation. The most widely used method of communicating over distances is 

through electrical signal, either over cables or through free space using satellite 

channels or other forms of wireless transmission. 

In general, three types of problems are associated with data transmission. The 

first one is handling of a large volume of data and the second one is ensuring error

free transmission. The third one is the most important aspect of data transmission: a 

lack of security exists when a volume of data is transferred from its source to the 

destination if no measure is taken for its security. Data transmission runs a risk of 

making sensitive information vulnerable to unauthorised access. For one reason or the 

other, most of the data being transmitted must be kept secret from eavesdroppers. 

A very important reason to encode data or messages is to keep them secret. 

Cryptology, the study of systems for secret communications [1,2,3,5], consists of two 

complementary fields of study: cryptography, the design of secret communications 

systems, and cryptanalysis, the study of ways to compromise secret communications 

systems. An attempted cryptanalysis is called an attack. Cryptography, secret 

( crypto-) writing ( -graphy), is the art or science encompassing the principles and 

methods of transforming an intelligible message into one that is unintelligible, and 

then retransforming that message back to its original form [10). Until late 1970s, 

cryptographic technology was exclusively used for military and diplomatic purposes. 

More recently, the widespread use of computers has led to the emergence of a variety 
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of important new applications of cryptology. Today, business sectors and private 

individuals have recognised the need to protect valuable information in computer 

communication networks against unauthorised interception. Cryptography is 

concerned with developing algorithms which may be used to [1,2,5,6]: 

• conceal the context of some message from all except the sender 

and recipient (privacy or secrecy) to prevent eavesdropping, 

and/or 

• verify the correctness of a message to the recipient 

(authentication) to prevent tampering 

From e-mail to cellular communication, from secured web access to digital 

cas~ cryptography is an essential part of today' s information systems. It helps to 

provide accountability, fairness, accuracy and confidentiality. It can prevent fraud in 

electronic commerce and assure the validity of financial transactions. It can prove 

one's identity and protect one's anonymity. It can keep away vandals from altering 

one's web page and prevent industrial competitors from reading one•s confidential 

documents. As commerce and communications continue to move to computer 

networks as e-commerce, cryptography is becoming vital issue in communication. 

These electronic commerce schemes may fall fraud through forgery, 

misrepresentation, denial of service and cheating if we do not add security to these 

systems. In fact, computerization makes the risks even greater by allowing attacks that 

are impossible in non-automated systems. Only strong cryptography can protect 

against these attacks. 

Everything that goes into providing a means for secure communication are 

collectively called a cryptosystem [4,8,38,39]. A structure of a typical cryptosystem 

is given in figure l . l . The sender sends a message, called the plain-text, to the 

receiver by transforming the plain text into a secret form suitable for 

transmission, called the cipher-text, using a cryptographic algorithm, called the 

encryption method (or a cipher), and some key parameters. To read the message, the 

receiver must have a matching cryptographic algorithm, called the decryption 

method, and some key parameters, which will transform the cipher-text back into the 
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plain-text, the message. Keys are important parts of cryptographic algorithms. A 

cryptographic key is somewhat like a physical key used to lock and unlock a door [1). 

Mathematically, a cryptosystem is a 5-tuple (E, D, M, K, C), where M is the 

set of plain-texts, K the set of keys, C is the set of cipher-texts, E: MxK.-+C is the set 

of enciphering functions, and D: CxK.-+M is the set of deciphering functions. In other 

words, EK(M) = C and DK(C) = M where K is the key [6] . The key may be same or 

different for encryption and decryption depending on the type of the algorithm. 

( Analyst ) 

Cipher-text 

Plain-iCXI Plain-text 

Meet me tonight Meet me tonight 

Figure 1.1: A structure of a typical cryptosystem 

There are two general types of key-based algorithms: symmetric and 

asymmetric [1 ,2,6,7,9]. In symmetric algorithms, the decryption key can be 

calculated from the encryption key and vice versa. In most symmetric algorithms, the 

encryption key and the decryption key are the same. These algorithms are also called 

secret-key/single-key/one-key algorithms. Asymmetric algorithms (also called 

public-key algorithms) are designed so that the encryption key is different from the 

decryption key. Furthermore, the decryption key cannot be calculated from the 

encryption key. These algorithms are called "public-key'' because the encryption can 

be made public and only a specific person with the corresponding decryption key 

(often called private-key) can decrypt a message. Sometimes, messages may be 

encrypted with the private key and decrypted with the public key like in the case of 

digital signatures. 

Symmetric algorithms can be divided into two categories [1]~ 

(i) Stream algorithms or stream dpbers: operate on the plain-text a 

single bit (or sometimes a byte) at a time. 
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(ii) Block algorithms or block ciphen: operate on the plain-text in 

groups of bits. A typical block size is 64 bits - large enough to 

preclude analysis and small enough to be workable. 

The goal of cryptography, as already s~ is to keep information secret by 

enciphering. Standard cryptographic practice is to assume that an adversary, who 

wishes to break a cipher, has complete access to the communications between the 

sender and the receiver and knows the algorithm used to encrypt the plain-text, but 

not the specific cryptographic key. The process of trying to break a cipher is termed as 

'cryptanalysis'. 

1.2 Cryptanalysis 

Cryptanalysis is the science of recovering the plain-text or the key [1,2]. It 

also may find weaknesses in a cryptosystern. An attempted cryptanalysis is called an 

'attack'. A fundamental assumption in cryptanalysis is that the secrecy must reside 

entirely on the key. 

There are four general types of cryptanalytic attacks [1]. Of course, each of 

them assumes that the cryptanalyst has complete knowledge of the encryption 

algorithm used. 

a) Clpher-texJ only attack: The adversary (or cryptanalyst) has only 

the cipher-texts of several plain-texts. The goal is to find as many 

plain-texts as possible, or yet better to deduce the key(s) too. 

b) Known plain-text atlllck: The cryptanalyst has, not only the 

cipher-texts of several plain-texts, but also the corresponding 

plain-texts. The goal is to deduce the key(s) used to encrypt the 

plain-texts or an algorithm to decrypt any new cipher-texts that 

have been encrypted using the same key(s). 

c) Cltosen plain-text altJI.clc: The cryptanalyst may ask that specific 

plain-texts be encrypted. The chosen plain-texts might yield more 

information about the key. After getting the corresponding cipher

texts, the goal is to deduce the key(s) used to encrypt the chosen 
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plain-texts or an algorithm to decrypt any new messages 

encrypted with the same key(s). 

d) Adaptive clrosen phlin-text attock: It is a special case of chosen 

plain-text attack. In addition to having the freedom to choose the 

plain-text that is encryp~ the cryptanalyst can also modify his 

choice based on the results of previous encryption. 

There are at least three other types of cryptanalytic attacks [ 1]. 

a) Chosen cipher-text attack: The cryptanalyst can choose different 

cipher-texts to be decrypted and bas access to the decrypted plain

text. For example, the cryptanalyst bas access to a tamperproof 

box that does automatic decryption. The goal is to deduce the key. 

A chosen cipher-text attack may be used in combination with a 

chosen plain-text attack, which is sometimes known as chosen 

text attack. 

b) Chosen key altllck: This attack does not mean that the 

cryptanalyst can choose the key, but has some knowledge about 

the relationship between different keys. This type of attack is not 

very practical. 

c) Rubber-hose cryptanalysis: The cryptanalyst threatens, 

blackmails, bribes, or tortures someone until the key is 

surrendered. 

Attacks use both mathematics and statistics. The statistical methods make use 

of the assumptions about the statistics of the plain-text language and examine the 

cipher-text to correlate its properties. Keeping the algorithm's insides secret does not 

improve the security of the cryptosystem. It is good to let the academic community 

analyze the strength of the cryptosystem. The best algorithms available today are the 

ones that have been made public, have been attacked by the world's best 

cryptographers for years, and are still unbreakable. Most of those who claim to have 

an unbreakable cipher, simply because they cannot break it, are fools. Good 

cryptographers rely on peer review to separate the good algorithms from the bad. 
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1.3 Security of algorithms 

Different cryptosystems have different degrees of security and depends on 

bow bard they are to break. If an algorithm resists all attacks, it can be considered 

secure in practice. An algorithm is said to be 'probably' safe [3] if-

a) the cost of breaking the algorithm is greater than the value of the 

encrypted data. 

b) the time required to break the algorithm is longer than the time the 

encrypted data must remain secret. 

c) the amount of data encrypted with a single key is less than the 

amount of data necessary to break the algorithm. 

The word J>robably' bas been used because there is always a chance of 

breakthroughs in cryptanalysis. On the other band, the value of most data decreases 

overtime. 

Using any kind of cryptanalytic attac~ an algorithm may be broken in one of 

the following ways listed in decreasing order of severity [1,2]. 

a) Total break: A cryptanalyst finds the key K., such that DK(C) = P. 

b) Global deduction: A cryptanalyst finds an alternative algorithm, 

say A, equivalent to OK( C), without knowing K. 

c) Instance (or local) dedlldion: A cryptanalyst finds the plain-text 

of an intercepted cipher-text 

d) lnfof1lfllllon dedlldion: A cryptanalyst gains some information 

about the key or plain-text. This information could be a few bits of 

the key, some information about the form of the plain-text, and so 

on. 

In most cases, it is not possible to prove that a cipher is secure. Ciphers are 

either unconditionally or computationally secure [1 ]. 
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An algorithm is unconditionally secure if, no matter how much cipher-text or 

computing power is available, there is not enough information to recover the plain

text. In fact, given infinite resources, the one-time pad is the only known 

unconditionally secure cipher which requires keys as long as messages. 

An algorithm is considered computationally sewn (or strong) if the 

cryptanalyst's task is made computationally feasible. In other words, a 

computationally secure algorithm cannot be broken with available resources, either 

current or future. This means that it requires an infeasible amount of computing 

resources to break. The theory of computational complexity is still inadequate to 

demonstrate the computational infeasibility of any cryptosystem. 

As an alternative, cipher security is established on the basis of certification 

methods which involve subjecting the cipher to various cryptanalytic attacks under 

circumstances considered most favourable to the cryptanalyst. The cryptosystem is 

then certified to be secure from the specific type of attack. 

1.4 Classical cryptosystems 

Cryptography bad emerged as an 'art' (of hiding), but with the advent of 

computers it has become a 'science'. More recently, with the explosive growth of 

computers and the Internet, cryptography has become the only alternative to protect 

information during transmission. Modem cryptosystems have evolved from the secret 

codes of decades past, brilliantly augmented with a deep knowledge of modem 

mathematics. It is worth looking into the past systems before moving forward with the 

purpose of this thesis. 

Almost all the early cryptosystems are symmetric, that is, having the same key 

for encryption and decryption. Hence, the term 'classical' has been used 

synonymously with the word 'symmetric'. Before computers, cryptography consisted 

of encryption by manipulating characters. Modem algorithms work on bits instead of 

characters. Things are more complex today, but the philosophy remains the same. 
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Different classical ciphers either substituted characters for one another or 

transposed characters with one another. The better algorithms did both. Hence they 

have been categorised accordingly as substitution ciphers, transposition ciphers and 

product ciphers. 

1.4.1 Substitution ciphers 

A substitution cipher replaces (or substitutes) each character/bit of the plain

text by another character/bit to form the cipher-text [1,2,6]. The receiver has to invert 

the substitution on the cipher-text to recover the plain-text. 

In classical cryptography, substitution cipners are grouped into four different 

types [1]. 

a) MontHJipllabetic: In a monoalphabetic cipher, or a simple substitution 

cipher, there is a one-to-one correspondence between a character and 

its substitute. The cryptograms in newspapers are examples of simple 

substitution ciphers. 

b) Homophonic: It is like a simple substitution cipher except that a 

single character of the plain-text can map to one of the several 

characters of the cipher-text. The Beale cipher of the 1880s is an 

example ofhomopnonic substitution cipher. 

c) Polygrtlllf: In this type of substitution ciphers, a group of characters 

are substituted at the same time by another group of characters using 

a key. For example, 'ABC' could correspond to 'HJL' whereas 'ABB' 

could be replaced by 'VGT. When 'N' characters are substituted at a 

time, the cipher is called an N-gram substitution cipher. The Playfair 

cipher is a 2-gram substitution cipher and was used by the British 

during World War I. Hill cipher is a more general N-gram substitution 

cipher employing linear transformations. 

d) Polyalpllabdlc: This type of substitution cipher is made up of 

multiple simple substitution ciphers involving the use of different 

keys. The development of polyalphabetic ciphers began with Leon 

Alberti in 1568 who invented a cipher disk that defined multiple 

substitutions. 
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1.4.2 Transposition ciphers 

Transposition ciphers are the ones that change the positions of characters of 

the plain-text to produce the cipher-text [10]. In other words, the characters of the 

plain-text remain the same, but the order is shuftled around. Thus, transposition 

ciphers consist of rearrangements of the plain-text characters. The oldest known 

transposition cipher is the Scytale cipher used by ancient Greeks as early as 400 B.C. 

1.4.3 Product ciphers 

Substitution and transposition ciphers are not always enough to conceal a 

message. They may be broken very easily using statistical analysis. To enhance the 

level of security these ciphers are sometimes combined to fonn a product cipher [ 1 0]. 

A product cipher is a combination of two or more ciphers in a cascaded manner such 

that the cipher-text of one cipher becomes the plain-text for the next one. The 

combination is done to make the final product superior to that of any one of its 

components. A product cipher involves the steps of both substitution and 

transposition. An early product cipher is the Gennan ADFGVX cipher used in World 

War I [10]. It is a transposition cipher combined with a simple substitution. It was a 

very complex algorithm for its day but was broken by Georges Painvin, a French 

cryptanalyst. 

1.5 Few popular algorithms 

In this section, a few popular algorithms are discussed from different 

perspectives along with their merits and demerits, clearly indicating the evolution in 

minimizing the chance of breaking ciphers. After all, these algorithms laid the 

foundation for today's efficient ciphers. Most of these algorithms have been used 

before the advent of computers. Apart from the ones discussed here, there are so many 

other ciphers worth mentioning here but not to be discussed since it is beyond the 

scope of this thesis. Triple DES, AES, FEAL, IDEA, Blowfish, RC5, CAST-128, and 

so on, are very few names taken from a huge repository of such algorithms. Only few 

algorithms have been taken for discussion to get an idea of some problems associated 

with them. 
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1.5.1 Caesar cipher 

The Caesar cipher is one of the most widely known ciphers. It is a fixed .. key 

monoalphabetic substitution cipher with the ,.., letter of the plain-text replaced by the 

(I + k)th letter modulo 26, since the number of English alphabets is 26 [10]. Julius 

Caesar used this cipher with k=3. The following example illustrates Caesar's 

encryption. 

Plain-text 

Key 

Cipher-text 

EVERY DOG HAS A DAY 

Use k=3 over English alphabet 

HYHUB GRJ KDV D GDB 

This cipher is very easy to break since the key-space is very small. Trying all 

the 26 possible keys the cipher may be easily broken. This type of cryptanalysis is 

known as brule-force attack. During decryption, the ,.m letter of the cipher-text 

replaced by the (26 + i - k)th letter modulo 26. This type of cipher can also be broken 

by statistical frequency analysis. 

1.5.2 Rail Fenee eipber 

This is one of the simplest forms of transposition cipher. The cipher-text is 

composed by writing the plain-text in two rows, proceeding down, then across, and 

reading it across, then down [6]. 

For example, the plain-text 'BLOCK CIPHERS' would be written as: 

BOKIHR. 

LCCPES 

As a result, the cipher-text is: 

BOKIHRLCCPES 

Mathematically, the key to transposition cipher is the permutation function. 

Since the permutation does not alter the frequency of plain-text characters, a 

transposition cipher can be detected comparing character frequencies with a model of 

the language. 



Overview I I 

1.5.3 Vigenere cipher 

Vigenere cipher is a polyalpbabetic substitution cipher that chooses a sequence 

of keys, represented by a string. The key letters are applied to successive plain-text 

characters, and when the end of the key is reached, the key starts over. Table 1.1 

shows the Vigenere tableau to implement this cipher [6]. 

Table 1.1: Vigeoere Tableau 

G b c d e f g h I j l I m ft o p q r s I M v w X y t 

• A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
b B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A 
c C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B 
d D E F G H J K L M N 0 P Q R S T U V W X Y Z A B C 
e E F G H 1 J K L M N 0 P Q R S T U V W X Y Z A B C D 
f F G H J K L M N 0 P Q R S T U V W X Y Z A B C D E 
1 G H l J K L M N 0 P Q R S T U V W X Y Z A B C D E F 
h H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G 
I I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G H 
j J K L M N 0 P Q R S T U V W X Y Z A B C D E F G H I 
l K L M N 0 P Q R S T U V W X Y Z A B C D E F G H I J 
I L M N 0 P Q R S T U V W X Y Z A B C D E F G H J K 
m M N 0 P Q R S T U V W X Y Z A B C D E F G H I J K L 
n N 0 P Q R S T U V W X Y Z A B C D E F G H I J K L M 
o 0 P Q R S T U V W X Y Z A B C D E F G H J K L M N 
p P Q R S T U V W X Y Z A B C D E F G H J K L M N 0 
q Q R S T U V W X Y Z A B C D E f G H I J K L M N 0 P 
' R S T U V W X Y Z A B C D E F G H 1 J K L M N 0 P Q 
s S T U V W X Y Z A B C D E f G H I J K L M N 0 P Q R 
I T U V W X Y Z A B C D E F G H I J K L M N 0 P Q R S 
M U V W X Y Z A B C D E F G H J K L M N 0 P Q R S T 
v V W X Y Z A B C D E f G H J K L M N 0 P Q R S T U 
w W X Y Z A B C D E F G H I J K L M N 0 P Q R S T U V 
x X Y Z A B C D E f G H I J K L M N 0 P Q R S T U V W 
y Y Z A B C D E F G H I J K L M N 0 P Q R S T U V W X 
: Z A B C D E F G H I J K L M N 0 P Q R S T U V W X Y 

For example, let the message be 'THE BOY HAS TilE BAG' and let the key 

be the word 'VIG'. Then the message will be enciphered as follows. 

Key VIGVIGVIGVIGVIG 

Plain-text THEBOYHASTHEBAG 

Key OPKWWECIYOPKWIM 
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The process of encryption is very simple: Given a key letter x and a plaintext 

letter y, the cipher-text letter is at the intersection of the row labelled x and the 

column labelled y; in this case the cipher-text letter is V. Decryption also is usually 

simple. The key letter identifies the row. The position of the cipher-text letter in that 

row determines the column, and the plaintext letter is at the top of that column. 

The strength of this cipher is that there are multiple cipher-text letters for each 

plaintext letter, one for each unique letter of the keyword. Thus the letter tiequency 

information is obscured. For many years, the Vigenere cipher was considered 

unbreakable. However, even this scheme was vulnerable to cryptanalysis. A Prussian 

cavalry officer named Kasiski noticed that repetitions occur in the cipher-text when 

characters of the k.ey appear over the same characters in the plain-text. In the above 

example, the string 'OPK' appears twice. Both the occurrences are caused by the key 

sequence 'V1G' enciphering the same set of plain-text characters 'THE'. 

Statistical techniques can also be applied for cryptanalysis of this cipher since 

the k.ey and the plaintext share the same frequency distribution of letters. 

1.5.4 One-Time Pad 

This cipher is an enhancement to the Vigenere cipher in which the key is a 

random sequence of characters and is not repeated. One-time pad is unbreakable 

because there is not enough information whatsoever in the cipher-text to determine 

the plain-text or the key uniquely [1,2,6,7]. It produces random output that bears no 

statistical relationship to the plaintext. 

The only problem associated with the one-time pad technique is the length and 

the randomness of the key used. The key required in this cipher grows linearly with 

the plain-text length, which limits its use for practical purposes. Any heavily used 

system might require millions of random characters on a regular basis. Supplying 

truly random characters in this volume is a significant task. The problem of key 

distribution and protection is more daunting. For any message to be transmitt~ a key 

of the equal length is needed by both sender and receiver. Thus a mammoth key 

distribution problem exists. Due to these difficulties, despite its effectiveness of the 
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hlghest level, it is of limited utility and is useful primarily for low-bandwidth channels 

requiring very high security. 

The one-time pad was first used in the Vernam Cipher, designed by Gilbert 

Vemam in 1917, in which the key bits were added modulo 2 to the plain-text bits on a 

bit-by-bit basis. lf X = X1X2X3 .. . .. denotes the bit-stream of some plain-text and the 

bit-stream K = k1k2k3 . .. .. is the key, then the Vemam cipher produces a cipher-text 

bit-stream Y = YIY2YJ . . ... , where Yi = (x; + ~)mod 2 fori = 1, 2, 3, .... The Vemam 

cipher can be efficiently implemented by introducing XOR of each pair of plain-text 

and key bits such that Yi = (xi EB ki)· 

1.5.5 Rotor machines 

The rotor ciphers were the most important cryptographic devices use in World 

War ll, and remained dominant at least until the late 1950s [1]. The American Sigab~ 

the British Typex, the German Enigm~ and the Japanese Purple, were all rotor 

machines. 

A rotor machine has a keyboard and series of rotors and implements a version 

of the Vigenere cipher. Each rotor is an arbitrary permutation of the alphabet, has 26 

positions and performs a simple substitution. In some implementations, the plain-text 

characters are also permuted before or after substitution, thus making a product 

cipher. The output pins of one rotor are connected to the input pins of the next. It is 

the combination of several rotors and the gears moving them that make the machine 

secure. 

1.5.6 Data Encryption Standard (DES) 

The Data Encryption Standard (DES) is a bit oriented product cipher and was 

designed to encipher sensitive but non-classified data [1 ,3,6). Its input, output, and 

key are each 64 bits long. The sets of 64 bits are referred to as blocks. The cipher 

consists of 16 rounds, or iterations. Each round uses a separate key of 48 bits which is 

generated from the key block by dropping the parity bits, permuting the bits, and 
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extracting 48 bits. During decryption the order in which the round keys are used is 

reversed. 

The rounds are executed sequentially, the input to it being the output of the 

previous round. The right half of the input and the round key are run through a 

function/that produces 32 bits of output. This output is XORed with the left half, and 

the resulting left and right halves are swapped 

The function f provides the strength of the DES. The right half (32 bits) of the 

input is expanded to 48 bits and XORed with the round key. The resulting bits are 

divided into 8 sets of 6 bits each, and each set is put through a substitution table called 

the S-box. Each S-box produces a 4-bit output. The outputs from these boxes are 

concatenated, and then permuted, to form a single 32-bit output of the function/ 

There are so many aspects of the DES algorithm to be discussed, but it is 

beyond the scope of this thesis. Although it bas suffered and endured, to some extent, 

cryptanalysis throughout the world, it is one of the most important classical ciphers in 

the history of cryptography. It provided the impetus for many advances in the field 

and laid the theoretical and practical groundwork for many other ciphers. The 

concepts of lilretu and diffenntilll cryplllnalysis were developed by researchers while 

analyzing the DES. 

Triple DES, a variation of DES, has been used as a benchmark in this thesis. 

1.5.7 RSA 

RS~ named after its inventors Rivest, Shamir and Adleman, was proposed in 

1977 shortly after the emergence of public-key cryptography [3,6]. It is an 

exponentiation cipher. The public key consists of a pair of integers (n, e) where n, the 

RSA modulus, is a product of two Large randomly selected (and secret) prime 

numbers p and q of the same bit-length. The encryption exponent, e, is an integer 

satisfying 1 < e < ; and gcd(e, fJ = 1 where ; = (p - 1 Xq - 1 ). The private key d, also 

called decryption exponent, is the integer satisfying l < d < ; and ed mod ; := I. It bas 
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been proven that the problem of determining the private key d from the public key (n, 

e) is computationally equivalent to the problem of determining the factors p and q of 

n. If m is the plain-text and c is the cipher-text, then c = me mod n and m = cd mod n. 

The larger the number of bits in e and d, the more secure the algorithm. 

However, since the calculations involved, both in key generation and in 

encryption/decryption, are complex. the larger size of the key will make the system 

run slow. Most discussions of the cryptanalysis of RSA have focussed on the task of 

factoring n into its two prime factors. For a large n with large prime factors, factoring 

is a hard problem. Currently, a 1 024-bit key size (about 300 decimal digits) is 

considered strong enough for virtually all applications. 

1.6 Confusion and diffuioo 

Claude Shannon introduced the concepts of confusion and diffusion, which are 

significant from the perspective of the computer-based cryptographic techniques. 

Confusion and diffusion are two very important security principles for block ciphers. 

More than fifty years after these principles were first written, they remain the 

cornerstone of good block cipher designs [5]. 

Confusion serves to hide any relationship between the plain-text, the cipher

text and the key [1). It is a technique of ensuring that a cipher-text gives no clue about 

the original plain-text. This is to try and frustrate the attempts of a cryptanalyst to 

look for patterns in the cipher-text, so as to deduce the corresponding plain-text. If a 

cipher does not satisfy confusion, it can be broken using statistical properties of the 

plaintext blocks, like frequency analysis. Confusion is achieved by means of 

substitution techniques. Even bit-level transpositions (or permutations) on a large 

block of bits can create some confusion on the character level. Attacks like linear and 

differential cryptanalyses can exploit even a slight relationship between the plain-text, 

cipher-text and the key. Good confusion makes the relationship statistics very 

complicated. 

Diffusion increases the redundancy of the plain-text by spreading it across the 

cipher-text [1]. It spreads the influence of individual plain-text and key bits over as 
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much cipher-text as possible. With good diffusion, minor changes in the plain-text or 

the key should result in major and random looking changes to the cipher-text. 

Diffusion can be accomplished by permutation (transposition) techniques. 

Stream cipher relies only on confusion whereas block cipher uses both 

confusion and diffusion. Although confusion alone may be enough for security, but it 

will require lots of memory to implement. A good practice is to repeatedly mix 

smaller confusion, requiring lesser memory, and diffusion in a single cipher in 

different combinations. For example, in the function f of the DES algorithm, the 

expansion permutation and P-box perform diffusion, and the S-boxes perform 

confusion. 

1. 7 Block cipher modes of operation 

Reasonable amount of plain-text in general and computer communication data 

in particular will always yield repeated sequences or patterns. If a data stream is 

encrypted block by block, patterns in the plain-text may produce statistically 

significant patterns in the cipher-text. These patterns can give an attacker the entering 

wedge needed for an attack. Another possibly worse problem in commercial 

applications is that an attacker with some knowledge of message contents can 

substitute encrypted blocks from one message for those of another one. This type of 

attack is also called a 'cuJ-ond-ptiSte' attack (8]. 

The term cipher mode refers to a set of techniques used to apply a block cipher 

to a data stream. Several modes of operation have been developed to disguise repeated 

plain-text blocks and otherwise improve the security offered by block ciphers [8]. A 

mode of operation may include a combination of a series of basic algorithm steps on a 

block cipher, and some kind of feedback from the previous step. Theoretically, there 

could be countless different ways of combining and feeding the inputs and outputs of 

a cipher. However, in practice, four basic modes are used, viz. Electronic Code Book 

(ECB), Cipher Block Chaining (CBC), Cipher Feed-back (CFB), and Output Feed

back (OFB). The first two modes operate on block cipher, whereas the latter two 

modes are block cipher modes that can be used as if they are working on stream 

cipher. These modes are described briefly in the following sub-sections. 
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1.7.1 Electronic: Code Book (ECB) mode 

Electronic Code Book (ECB) is the simplest and most trivial mode of 

operation [5]. The operation is illustrated in figure 1.2. In this mode, the cipher is 

simply applied to the plain-text block by block. It is the fastest mode of operation and 

can be sped up by using parallel hardware. It does not require extra bits for seeding a 

feedback loop. However, some padding bits may be needed to guarantee that full 

blocks are provided for encryption and decryption. 

Plain-text Block I Plain-text Block2 Plain-text Block3 

Cipher-text Block l Cipber-text Block2 Cipher-text Block3 

Figure 1.2: The ECB mode of operation 

ECB has security problems that limit its usability in practice. Repeated 

patterns in the plain-text can yield repeated patterns in the cipher-text. It is also easy 

to modify a cipher-text message by adding, removing, or switching encrypted blocks. 

Therefore, ECB is suitable only for encrypting small messages, where the scope for 

repeating the same plain-text blocks is quite less. 

1.7.2 Cipher Block Chaining (CDC) mode 

To overcome the problem of the ECB mode, the Cipher Block Chaining 

(CBC) mode ensures that even if a block of plain-text repeats in the input, the 

identical plain-text blocks yield totally different cipher-text blocks in the output [5]. 

The operation is depicted in figure 1.3. This mode of operation hides patterns in the 

plain-text by systematically combining (XOR operation) each plain-text block with 

the previous cipher-text block before actually encrypting it. The mathematical 

formula for CBC encryption is: 21.207 ·~ 
0 Z rEB /009 



Co = IV and C, = EK(Pt eJC,.I) fori = 1,2,3, ... ,n 

while the formula for CBC decryption is: 

P1 = DK(CJ eJc,_. fori = 1,2,3, ... ~ where Co = IV 
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Chaining adds a feedback mechanism to the block cipher. In order to 

guarantee that there is always some random-looking cipher-text to combine with the 

actual plain-text, the process is started with a block of random bits called the 

initialization vector (IV). Two messages with identical plain-texts will never yield the 

same cipher-text as long as the IV is different for each message. Since each cipher

text block acts as an IV for the next plain-text block, and all the cipher-text blocks are 

sent to the receiver, there is no special reason why the IV for the first block should be 

kept secret. However, in practice, for maximum security, both the key and the IV are 

kept secret. 

Plain-text Blockl Plain-text Block2 Plain-text Block3 

Cipher-text Block) Cipher-text Block2 Cipher-text Block3 

Figure 1.3: The CBC mode of operation 

CBC has been the most commonly used mode of operation. Its mam 

drawbacks are that encryption is sequential (i.e., it cannot be parallelized), and that 

the message must be padded to a multiple of the cipher block size. Hence the cipher

text may be as many as two blocks longer than the plain-text. One block is added to 

transmit the IV, which will be used again for decryption. The other block contains 

padding data so that a full block needed by the cipher is encrypted and decrypted. 

CBC is a popular mode since it has reasonably good security properties. 

Patterns in the plain-text are hidden as intended. Furthermore, the interrelationship 

between data blocks caused by the chaining can make it difficult to modify structured 

messages in a useful fashion. However, there are risks of 'cut-and-paste' attacks. For 
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example, the attacker can take a sequence of blocks from a different message 

encrypted with the same key and insert them into another message. The CBC process 

will generate a block of garbage text where the data was inserted and then decrypt the 

rest of the message correctly. A message will also decrypt properly if the attacker 

truncates it at the beginning or end. 

A one-bit change in a plain-text affects all following cipher-text blocks, and a 

plain-text can be recovered from just two adjacent blocks of cipher-text. As a 

consequence, decryption can be parallelized, and a one-bit change to the ciphertext 

causes complete corruption of the corresponding block of plain-text, and inverts the 

corresponding bit in the following block of plain-text. 

1. 7.3 Cipher Feed-back (CFB) mode 

The cipher feed~back (CFB) mode illustrated by figure 1.4, very much like 

CBC, makes a block cipher into a self-synchronizing stream cipher [1 ,5]. However, 

the plain-text is not encrypted directly in case of CFB. Inst~ the block cipher is 

used to generate a 'constantly changing key' that encrypts the plain-text with a 

Vemam cipher. In other words, the temporary key is generated by encrypting the 

previous cipher-text block (or the IV for the first block) with the block cipher and 

then the plain-text block is encrypted by XORing it with the temporary key. Operation 

is quite similar to CBC, in particular, CFB decryption is almost identical to CBC 

decryption performed in reverse: 

Co = IV and C, = Ex(Ct.J $ Pt fori = 1,2,3, ... ,n 

Pt = Dx(Ct.J $C1 fori = 1,2,3, ... ,n where Co = IV 

Initialization Vector (TV) 

Cipher-text Block 1 Cipher-text Block 2 

Figure 1.4: The CFB mode of operation 

Cipher-text Block 3 
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Like CBC mode, changes in the plain-text propagate forever in the ciphertext, 

and encryption cannot be parallelized, whereas. decryption can be parallelized. When 

decrypting, a one-bit change in the cipher-text affects two plain-text blocks: a one-bit 

change in the corresponding plain-text block, and complete corruption of the 

following plain-text block. Later plain-text blocks are decrypted normally. A form of 

pipelining is possible since the only encryption step which requires the plain-text is 

the final XOR 

A particular benefit of CFB is that it does not require padding since it is not 

limited to the cipher's block size. Hence the mode can be adapted to work with 

smaller blocks down to individual bits. The resulting cipher-text has comparable 

security with CBC. In other words, CFB is also vulnerable to 'cut-and•paste' attacks. 

1.7.4 Output Feed-ba~k (OFB) mode 

The output feed-back (OFB) mode is similar to CFB, but slightly simpler. It 

makes a block cipher into a synchronous stream cipher: it generates keystream blocks, 

which are then XORed with the plain-text blocks to get the cipher-text [ 1 ,5]. The 

block cipher is used only to generate a keystream, starting from the IV. A keystream 

block is obtained by encrypting the previous key block. It does not depend on the data 

stream at all. Neither the plain-text nor the cipher-text is fed back to affect the 

encryption process. Because of the symmetry of the XOR operation, encryption and 

decryption are exactly the same: 

C,= P1 $K1 fori = 1,2,3, .. . ,n 

P, = C, E& K, fori = 1,2,3, . .. ,n 

K, = EK(O,_,) fori = l ~2,3, ... ,n 

~=IV 

Each output feedback block cipher operation depends on all previous ones, 

and so cannot be performed in parallel. However, because the plaintext or ciphertext 

is only used for the final XOR, the block cipher operations may be performed in 

advance, allowing the final step to be performed in parallel once the plain-text or the 

cipher-text is available. The OFB mode of operation has been pictorially 

demonstrated in figure 1.5. 
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lnitiaJi.zation Vector (IV) 

Cipher-text Block 3 

Figure 1.5 The OFB mode of operation 

While OFB offers better security properties than ECB, it has shortcomings 

compared with the other two modes. In particular, there is a direct relationship 

between the plain-text bits and the cipher-text bits. Hence it is vulnerable to attacks. 

1.8 Proposal of the thesis 

This research work has been carried out to propose some algorithms to design 

and implement Intel 8085 microprocessor-based cryptosystems to enhance security in 

transmission as well as software implementation using C language for analyses of the 

algorithms developed. The low level implementation may be fabricated in chips and 

applied in embedded systems, which are being widely used to build small equipment 

like cell-phones. 

Numerous cryptosystems have been developed and implemented over years. 

Each has its advantages and disadvantages. Generation of crypto models on 

cryptosystem is a continuous and growing need against the threat of privacy 

violations. Although there are highly secure algorithms being used today, they cannot 

be implemented in very small systems having very little memory space and low 

processing power. There are so many communication devices that use very small 

microprocessors. Although these devices are the main targets of this research work; 

the proposed algorithms may well fit in other environments too. Complicated 

computations have been avoided as far as possible, without compromising too much 

with the security offered by the algorithms. In case such computations are needed, 
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alternative techniques have been proposed to get the same results, especially keeping 

in mind the low-level implementations. 

Since most of the devices which have been aimed at by this research work are 

available in the fonn of embedded systems, it will be worth presenting here an outline 

of these systems. 

1.8.1 Embedded systems 

Most people might think that they have one or two microprocessors at home 

depending on the number of computers they own. A careful observation may reveal 

that they may actually have a lot more than that, probably even more than ten or 

twenty! Today, microprocessors are embedded in almost every electronic appliance 

one can think of. They have become omnipresent in almost every aspect of our lives. 

Embedded systems are electronic devices that incorporate microprocessors 

within their implementations. The main purposes of the microprocessor are to 

simplify system design and provide flexibility [18,19]. Having a microprocessor in 

the device means that removing bugs, making modifications, or adding new features 

are only matters of rewriting the software that controls the device. However, unlike 

PCs, embedded systems may not have a disk drive, large memory space or even the 

operating system. Softwares are mainly stored in ROM chips, which means that 

modifying the software requires either replacing or reprogramming the ROM. 

Embedded systems are found in a wide range of application areas. Table 1.2 

illustrates how wide the range of application may be [19]. Originally, embedded 

systems were used only for expensive industrial-control applications, but as the 

advancements in technology brought down the cost of dedicated processors, they 

began to appear in moderately expensive applications such as automobiles, 

communications and office equipment, and televisions. The latest embedded systems 

are so inexpensive that they are found in almost every electronic product people use. 

In many cases people are not even aware that a microprocessor is present and 

hence don•t realize just how pervasive they have become. Although the typical family 
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may own only one or two personal computers, the number of embedded computers 

found within their home, cars, and other personal belongings is much greater. It is 

quite surprising that embedded processors account for virtually 1 00% of worldwide 

microprocessor production [19]. For every microprocessor produced for use in a 

desktop computer, more than hundred are produced for use in embedded systems. 

Table 1.2: Examples of embedded systems 

Application area Examples 
Navigation systems, automatic landing systems, flight 

Aerospace 
altitude controls, engine controls, space explorations 
(e.g. Mars Pathfinder), space telescopes and other 
astronomical instruments. 
Fuel injection control, passenger environmental 

Automotive controls, antilock braking systems, air bag controls, 
GPS mapping. 

Children's Toys 
Nitendo's - 'Game Boy', Mattei's - 'My Interactive 
Pooh', Tiger Electronics' - 'Furby'. 

Communication 
Satellites, network routers, switches, hubs, 
telecommunication equipment. 

Computer Peripherals Printers, scanners, displays, modems, hard disk 
drives, CD/DVD drives, plotters. 
Dishwashers, washing machines, microwave ovens, 
VCRs, CD-DVD players, other music systems, 

Home 
televisions, tire/security alarms, lawn sprinkler 
controls, thermostats, refrigerators, still and video 
cameras, clock radios, answering machines and many 
more. 
Elevator controls, surveillance systems, robots, 

Industrial temperature controllers, IC f11brication systems and 
hundreds of other industrial equipments. 

Instrumentation 
Data collection. osciJ loscopes, signal generators. 
signal analyzers, power supplies. 
Imaging systems (e.g., X-Ray, MRJ, ultrasound), 

Medical patient monitors, heart pacers, other equipments used 
in ICUs, OTs etc. 

Office Automation 
FAX machines, copiers, telephones, EPBAX, cash 
registers, card readers {for credit cards etc.). 
Personal Digital Assistants (PDAs), pagers, cell 

Personal phones, wrist watches, video games, portable MP3 
players, GPS. 

The process of designing and implementing software for embedded systems is 

quite different from writing application programs for PCs. Writing embedded 

application programs presents new challenges regarding reliability, performance, and 

cost. 
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Reliability expectations place greater responsibility on programmers to 

eliminate bugs and to design the software to tolerate errors and unexpected situations. 

Many embedded systems have to run 24 hours a day, and 365 days a year. One cannot 

just 'reboot' when something goes wrong. For this ·reaso~ good coding practices and 

thorough testing take on a new level of importance in the realm of embedded systems. 

Performance goals force the programmers to have a better understanding of 

how alternative methods for performing input and output provide opportunities to 

trade speed, complexity, and cost. Although high-level languages are generally used 

for better productivity, the programmer may have to drop to the low level and 

program directly in assembly Language. Further, the programmer has to lie within the 

Limitations regarding the range and resolution of numbers, memory space and the like. 

The cost factor has actually steered the way how embedded systems are 

designed and produced. Unlike processors embedded in large, expensive systems such 

as medical equipment, consumer products are designed to be mass produced with a 

minimal cost. 

In short, programming an embedded system is somewhat like PC 

programming 20 years ago. The hardware for the system is usually chosen to make 

·the device as cheap as possible. This means that the programmer has to compromise 

with slow processors and low memory, while at the same time battling a need for 

efficiency not seen in normal PC applications. Apart from processor and memory, 

other resources programmers expect may not even exist in embedded systems. For 

example, most embedded processors do not have floating point hardware units. These 

resources either need to be emulated in software, or avoided altogether. 

1.8.2 Proposed algorithms 

As per the scenario discussed in the preceding section, special considerations 

have been made for the proposed algorithms to be as simple as possible so as to run 

efficiently with slow processors and low memory. At the same time, attention has 

been given to design robust algorithms to face the challenges of various types of 

cryptanalytic attacks. 
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During this research work. seven different techniques/algorithms have been 

developed and implemented through an Intel 8085 microprocessor-based syst~ 

which are listed below. 

[1] Prime Position Orientations (PPO) 

[2] Block Exchange Technique (BEn 

[3] Selective Positional Orientation of Bits (SPOB) 

(4] Modulo-Arithmetic Technique CMAn 
[5] Overlapped Modulo-Arithmetic Technique (OMAn 

[6] Modified Modulo-Arithmetic Technique (MMA n 
[7] Bit-pair Operation and Separation (BOS) 

[8] Decimal Equivalent Positional Substitutions (DEPS) 

The PPO, BET and SPOB are transposition ciphers, whereas the rest are 

substitution ciphers. The BOS technique also involves some transposition operations 

in addition to substitutions. 

All the proposed algorithms are block ciphers and have been implemented for 

bit streams of 512 bits. The algorithms can be easily enhanced to work with a higher 

stream size for better security. All these ciphers have several rounds, each round 

working on a particular block size. The encryption/decryption is started with a small 

block-size, say 8bits, and doubling it in each round thereafter reaching the last round 

with block-size 256 or 512. In some cases, the decryption starts with the maximum 

block-size and moves down to the minimum block size. All the algorithms have been 

put through several statistical tests for analysing their weaknesses, and hence the 

strength. A good degree of confusion and diffusion within the bit stream has been 

noticed in all of these ciphers. The following process was adopted for each proposed 

block cipher. 

a) Writing a C language program for the purpose of analysis. (33,34] 

b) Writing an 8085 assembly language program for implementation. [20-29] 

c) Analyzing the strength of the cipher by running several test algorithms. 
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The C language programs were needed for encrypting a set of chosen files and 

analyzing the blocks ciphers through various perspectives. The methods used for 

testing the algorithms are discussed at the end of this chapter. Outlines of the 

proposed block cipher techniques are presented in the following sub-sections. 

1.8.2.1 Prime Position Orientations (PPO) 

In this technique, the bit stream is first divided into blocks of 8 bits each. The 

positions of the bits within a block are numbered 1 to 8 starting from the MSB. The 

bits whose positions are found to be prime numbers (2, 3, 5, and 7 in this case) are 

picked up for transposition. Three different techniques have been developed 

depending on whether the prime positional bits are pushed to the front, or the rear, or 

divided among the front and the rear portions of the block being considered. The three 

options can be used in a cascaded manner, or one of them can be chosen for each 

block depending on the key. 

The process is repeated for several rounds, each time doubling the block size. 

It was also noticed that the original block of a particular round would be regenerated 

if that round was reiterated several number of times. Each round was given several 

iterations and the number of iterations formed a part of the key. During decryption, 

the key was used to give the remaining iterations to get back the original bit stream. 

1.8.2.2 Block Exchange Technique (BET) 

In this technique, the encryption is performed through a multi-round cascaded 

system. In the first round, the message is taken as blocks of 1 bit each, such as (a), (b), 

(c), (d), (e), (f), (g), (h) and so on, the letters a, b, c, d etc. denoting either 0 or 1. 

These blocks are divided among several sets, each set containing 4 contiguous blocks. 

The second and the third elements (blocks) in each set are then exchanged. So the 

message is converted to (a}, (c), (b), (d), (e), (g), (t), (h) and so on. ln the second 

round, the block size is doubled making blocks as {(a, c), (b, d), (e, g), {f, h)}. The 

same exchange technique is applied once again to this intermediate stream converting 

the message to (a, c), (e, g), (b, d), (f, h). The process is repeated., each time doubling 
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the block size, up to 512-bit block size or more. The same process is applied for 

decryption. 

1.8.2.3 Selective Positional Orientation of Bits (SPOB) 

In this technique, the stream of bits are divided into a number of blocks each 

containing n bits~ where n is one of 8, 16, 32, 64, 128, 256, or 512, depending on the 

round. Within each block, a pair of bits is selected using the rules of proposed 

technique, and swapping is performed among the bits in each pair. The selection of 

the bits in each pair is altered in every pass. Several passes will constitute a round. 

If the whole process is performed repeatedly for a particular block size, the 

original block is regenerated after a finite number of iterations. One of these iterations 

is selected to generate the encrypted block and hence the corresponding encryption 

key. The same operation is performed for decryption. 

1.8.2.4 Modulo-Arithmetic Technique (MAT) 

In this case, the original message is considered as a stream of bits, which is 

then divided into a number of blocks, each containing n bi~ where n is any one of 8, 

16, 32, 64, 128, 256. If 8,, ~. 83, 84, .. . are the bJocks in the st:ream, then they are 

paired as CBt. B2) , (B3, 84), and so on. The two adjacent blocks in each pair are then 

added where the modulus of addition is 2". The result replaces the second block, first 

block remaining unchanged. The modulo-addition has been implemented in a very 

simple manner where the carry out of the MSB is discarded to get the desired result. 

The technique is applied in a cascaded manner by varying the block size from 8 to 

256. The whole technique has been implemented by using a modulo-subtraction 

technique for decryption. 

1.8.2.5 Overlapped Modulo-Arithmetic Technique (OMAT) 

lbis is just an enhanced form of the simple MAT algorithm. In this case, the 

way the blocks are paired is different. The block-pairs overlap with each other and 

hence the name of the technique. Operations are carried out in block-pairs 
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(B~, ~). ~. th), (lh, 84), and so on. Except tOr flst and the last block, each block is 

common to two adjacent pairs of blocks. 

1.8.2.6 Modified Modulo-Arithmetic Technique (MMAT) 

This is also a modification of the MAT algorithm where the modulo-addition 

is carried out twice for each pair of blocks. Unlike the MAT algorithm, both the 

blocks are replaced with the result of the addition. The result of the fist addition 

replaces one block while the other block is replaced by the result of the second 

addition. The degree of confusion and diffusion is higher than simple MAT. 

1.8.2. 7 Bit-pair Operation and Separation (DOS) 

In this technique also, the original stream of bits is divided into blocks of n=21t 

bits each, where k is 3, 4, 5, 6, 7, 8, 9, and so on, for each round. Within each block, 

two adjacent bits are paired and two different operations are performed in each pair. 

The result of the first operation is placed in the front and that of the second operation 

in the rear. The encryption is started with block size of 8 bits and repeated for several 

times and the number of iterations also forms a part of the key. The technique is 

applied in a cascaded manner doubling the block size each time. The same process is 

used for decryption. 

1.8.2.8 Decimal Equivalent Positional Substitutions (DEPS) 

In this case also, the original stream of bits is divided into a number of blocks, 

each containing n bits, where n is any one of 8, 16, 32, 64, 128, 256, or 512. The 

decimal equivalent of the block under consideration is evaluated and checked whether 

the integer value is even or odd. The position of that integer in the series of natural 

even or odd numbers is evaluated. A '0' or '1' is pushed to the output stream depending 

on whether the integer is even or odd, respectively. The process is carried out 

recursively with the positional values for a finite number of times, equal to the length 

of the source block. During decryption, bits in the target block are to be considered 

along LSB-to-MSB direction after which we get an integer value, the binary 

equivalent of which is the source block. The sweetness of the technique lies in its 
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microprocessor-based implementation where no conversion to decimal and no 

calculations to ascertain whether the decimal value is even or odd and to find its 

position in the series of odd or even numbers are needed, no matter bow long the 

block is. 

1.8.3 Methods of evaluation 

Although no standard methods are available for testing the strength of a 

symmetric cipher, several tests suggested in popular joumals/websites [35,36,37] have 

been used to examine the vulnerability of the encryption algorithms proposed in this 

thesis. These methods are explained briefly in sections 1.8.3.1 through 1.8.3.4. The 

results of these tests for the proposed ciphers have been compared with those obtained 

for Triple DES algori~ which has been used as a benchmark. 

1.8.3.1 Character frequency distribution 

One way to judge a symmetric cipher is to examine the frequency distributions 

of all the 256 ASCII characters in the source and the encrypted fiJes. For this purpose, 

a number of files in each of the categories like .txt, .exe, .dll, .jpg etc. have been 

chosen and are subjected to encryption using the proposed algorithms. The 

frequencies of characters in the source and the encrypted files are computed and then 

analysed to check whether the characters in the encrypted fiJe are more or less equally 

distributed in the 0 to 255 range compared to that of the source file. The standard 

deviation of the distribution may be a good measure of evenness. 

1.8.3.2 Heterogeneity of the so one and the encrypted files 

This test has been applied to test whether the source and the encrypted fiJes are 

heterogeneous or not. There many ways for comparing any two fiJes. Merely 

comparing the two fiJes will not be enough. The degree of difference between the fiJes 

being compared is the actual measure of heterogeneity. 

The best way to do this is to compare the frequencies of each character in the 

source and the encrypted files to ensure there is a good amount of difference. In other 
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words, the frequen.cies obtained in the previous test may be used to apply the most 

popular i -test (Chi-Square test). A high i value with high Degree of Freedom (DF) 

for such a pair of files will indicate heterogeneity between those files [30,31,32]. 

1.8.3.3 Avalan~he test 

In this test, a binary string is encrypted several times, each time with a small 

modification. At first, the original string is encrypted without any modification. In the 

subsequent steps, the binary string is encrypted for a number of times, equal to the 

length of the string, each time complementing one bit. The encrypted strings are 

examined to ensure that the change in one bit of the source string, more or less, affects 

the whole encrypted string. Simply speaking, this test checks the diffusion property of 

the encryption algorithm [35]. 

1.8.3.4 Runs test 

It must be ensured that the attempts of a cryptanalyst to look for patterns in the 

cipher-text, so as to deduce the corresponding plain-text, are frustrated. This is 

achieved by creating a good amount of confusion as discussed in section I .6. This test 

uses the strings obtained in the avalanche test to compare the number of runs [35]. A 

run of length i in a binary n-tuple is an i-tuple of consecutive bits ( 1 's or O's) not 

preceded or succeeded by the same bit The number of runs in an n-tuple ranges from 

1 ton. 

1.8.4. MltroprotHAOr-ba.sed Implementation 

The proposed algorithms have been implemented in an Intel 8085 

microprocessor-based system. The schematic view of the implementation is given by 

the block diagram in figure 1.6. 

The incoming bit stream from any source may be captured and stored in the 

input buffer. The microprocessor-based system takes the input from the buffer, 

generates cipher-text following the particular algorithm being used and sends to 

output buffer. The cipher-text may be sent for the destination through a transmission 

line. 
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Figure 1.6: A typical microprocessor- based implementation 

1.9 Structure of the thesis 
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The historical aspect of cryptology, the background of the research work, and 

an overview of the proposals made in the thesis were deliberated in this chapter. The 

proposed algorithms, namely PPO, BET, SPOB, MAT, OMAT, MMA T, BOS and 

DEPS, their microprocessor-based implementations, and the results of the various 

tests conducted along with comparisons are presented from chapter 2 through chapter 

9, respectively. The Triple DES algorithm bas been used as a benchmark for 

comparison in these chapters. Chapter 1 0 discusses the nature of some cascaded 

combinations of the proposed algorithms. Two such combinations, viz. OMA T +BET 

and MMAT+DSPB, are taken up as examples in this chapter. The possible structures 

of the encryption/decryption keys for the various proposed algorithms are presented in 

chapter 11. Several conclusions are drawn in chapter 12 after elaborate comparisons 

among the proposed algori1hms. 

The C programs of the proposed algorithms along with the programs of the 

various test algorithms are given in Appendix A. The 8085 assembly language 

programs for the 'microprocessor-based implementations', the main objective of the 

thesis, are listed in Appendix B. An index of the figures and tables in this thesis are 

given in Appendix C. References and a separate list of publications by the author are 

given at the end of the thesis. 


