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CIIAPTER II 

Proposed Key Formats 

ll.llntroduction 

An encryption scheme is unconditionally secure if the cipher-text generated by 

the scheme does not contain enough information to determine Wliquely the 

corresponding plain-text, no matter how much cipher-text is available. An encryption 

algorithm can withstand any type of attack if the cost of breaking the cipher exceeds 

the value of the encrypted information and/or the time required to break the cipher 

exceeds the useful lifetime of the information. It is worth mentioning that it is very 

difficult to estimate the amount of effort required to cryptanalize cipher-text 

successfully. 

Cryptanalysis has long relied on the lengthy and patient application of trial and 

error method in order to crack a code. The advent of electronic computing 

dramatically enhanced that process. Today, anyone with a workstation can crack 

cipher-text encrypted with a short key. Clever software developers have even 

produced utility programs to recover passwords, often using 'brute force', which 

simply involves trying every possible key until the right one is found to get an 

intelligible translation of the secret code. The principal defence against brute force 

attack is to produce as long a list of legal keys as possible. As the list gets longer, so 

does the amount of work it could take to guess the right key. Table 11.1 illustrates this 

notion. For each key size, the results are shown assuming that it takes l fJ.S to perform 

a single encryption/decryption, which is a reasonable order of magnitude for today's 

machines. The final column of the table considers the results for a system that can 

process 1 million keys per microsecond. 

Table 11.1: Average time required for exhaustive key search 

Key-size Number of k:eys Time required at 
(bits) (2~bits) I encryption/J.Ls I O" enClYDtionlus 

16 6.6x l004 0.033 sees 0.33 L1S 
32 4.3x 10"" 36 mins. 2.2x1<Y L1S 

56 (DES) 7.2x 101& 1142 years 1001 hours 
64 1.8>< 10'" 2.9>< 1 o=' years 110 davs 
128 3.4>< 10n S.4x 1 OZ" years 5.4>< I OTJ years 
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Keeping in mind the fact that a key should be long enough to remain safe, few 

formats of the key are proposed for the different algorithms that have been put 

forward in this thesis. Since each algorithm uses a different technique to encrypt data, 

each proposed format of the key may fit different proposed algorithms. Besides, 

although there are so many existing formats of the key that are quite secure, the 

proposed formats have been designed in such a manner so that it would not be too 

difficult to implement them in an Intel 8085 microprocessor-based system. It is worth 

mentioning here that it is quite difficult to handle data which are not multiples of 8 

bits in the stated environment. 

11.2 Format 1 

In most of the proposed algorithms, seven rounds have been considered, each 

for 8, 16, 32, 64, 128, 256, and 512 bits block-size. MAT, OMAT and MMAT have 

six rounds each. The actual number of iterations in a particular round, less than the 

number of iterations to form a cycle for that block-size, is represented by a binary 

string. For example, the number of iterations in each round may be represented by a 

16-bit binary string. Hence the maximum number of iterations that can be performed 

in each round will be 2 16 = 65536. Here, the maximum number of iterations does not 

mean the number of iterations to form a cycle in a particular round. One can check out 

from table 2.5 in chapter 2 that the number of iterations required by LSPB to form a 

cycle for block-size 128 is 117180. Similarly, DSPB needs 261744 iterations for 256-

bit blocks and CSPB needs 68532 iterations for 512-bit blocks to complete one cycle. 

Any intermediate iteration may be chosen for generating the cipher-text. Hence 

selecting out 65536 iterations may be enough to generate the cipher-text and this 

number of iterations can be represented by a 16-bit binary string. Concatenating the 

strings representing the number of iterations in all the rounds, an encryption key of 

112 bit (16x7=1 12) is obtained. For those algorithms, which have only 6 rounds, the 

length of the key wiJI be 96 bits only. 

This key format may fit any of the proposed algorithms except BOS and BET, 

since very little number of iterations are required to regenerate the original block in 

any round of these algorithms. The other algorithms for which this format is intended 
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may be divided into two groups. The first group may include LSPB, RSPB, DSPB, 

CSPB, and SPOB where there is no separate decryption algorithm and the plain-text 

can be regenerated by just iterating the encryption process. The second group may 

include MAT, OMAT, MMAT and DEPS, where some iterations are given in the 

encryption and the same number of iterations is needed by the reverse process in 

decryption. In addition, since MAT, OMA T and MMA T involves in pairing of blocks, 

only 6 rounds will be possjble for a 512-bit input string. 

A particular session of a cipher may be considered where the source file is 

encrypted using a number of iterations in each round for block-sizes 8, 16, 32, 64, 

128, 256 and 512 bits. Table 11.2 shows the corresponding binary value for the 

number of iterations in each round. The binary strings are concatenated together, 

starting from Round 7, to form the 128-bit binary string 11000011 01100101 

11000010 t 1001110 10111111 00110110 10101101 10011011 10110100 10101010 

00010000 11100001 00000010 10110010. This 112-bit binary string will be the 

encryption key for this particular session. During decryption, the same key is taken to 

iterate each round of the algorithm for the specified number of times. 

Table 11 .2: Formation ofkey in format 1 

Round No. of Iterations 
No. Decimal Binary 
7 50021 1100001101100101 
6 49870 1100001011001110 
5 48950 10111111001 10110 
4 44443 1010110110011011 
3 46250 1011010010101010 
2 4321 0001000011100001 
1 690 0000001010110010 

For LSPB, RSPB, DSPB, CSPB, and SPOB, the number of iterations for each 

round of decryption is calculated by subtracting the actual number of iterations 

performed during encryption from the number of iterations required to form a cycle in 

that particular round. These remaining iterations are performed to decrypt the cipher

text. During decryption in MAT, OMAT, MMAT and DEPS, the same number of 

iterations in each round as in encryption is performed where the algorithm for 

decryption is the reverse of encryption. 
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11.3 Format 2 

One of the disadvantages of the Format 1 discussed in the previous section is 

that, due to large number of iterations in each round, the encryption process may take 

too much time which is undesirable for large files since the files are encrypted in 

chunks of 512 bits and each chunk may need a lot of time to be encrypted. To 

overcome this proble~ another format of the encryption key is proposed without 

compromising so much for the length of the key. A lesser number of iterations are 

allowed in each round by using by a shorter binary string for each round. For 

example, 1 0 bits may be used to represent the number of iterations to allow a 

maximum of 210 = 1024 iterations. In addition, a 3 bit string to represent the round 

number 1 to 7 may be included in the key. Hence, for each round, a total of 13 bits (10 

+ 3) are required to form a part of the key. Table 11.3 will illustrate this format in 

detail. 

Table 11.3: Formation of key in format 2 

Roand No. 
No. of Iterations 

Decimal Binary 

7 llJ lOOllOIIOl 

6 110 1101011010 
5 101 1010110110 

4 100 0110011011 

3 011 1010100010 
2 010 0001100001 

I 001 0010110010 
o• 000 JlOIOJOlll 

Fo.r a particular round, 3 bit for representing the round and 10 bits for denoting 

the number iterations together make a 13 bit string. Since 3 bits will have 8 different 

combinations of O's and 1 's, the string '000' cannot be ignored. Hence, a dummy 

round, represented by o• in the table, is also included with any random string for the 

number of iterations. Thus a 13x8 = 104 bit key may be formed by concatenating the 

strings for all the rounds including the dummy one. This format of encryption key is 

applicable to the same set of the proposed algorithms chosen for format l. Moreover, 

the string '111' also becomes a dummy like '000' in case of MAT, OMA T and MMA T 

since there are only 6 rounds. 
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Format 2 of the encryption key has twofold advantage over format 1. Since the 

number of iterations in each round has reduced a lot in format 2, the process of 

encryption will be faster. Another very important advantage is that the different 

rounds of the encryption algorithm may be executed in a random order rather than 

following a sequence from 1 to 7. The key may be formed according to the order in 

which the various rounds are performed This will further enhance the security. 

11.4 Format 3 

This format bas been proposed exclusively for MMAT. Formats 1 and 2 can 

be used without any problem for MMAT. Format 3 has been proposed to avoid the 

iterations in each round to further reduce the encryption time. ln MAT and OMA T, 

only one block of a pair is replaced by the result of the modulo-addition, and in 

MMAT, both the blocks are modified by the operation. A small variation in MMAT 

will make it more efficient and it will act as MAT for some blocks and as MMA T for 

others. To make the change, an option may be added by using the key that will decide 

whether to replace only the first block, or only the second block, or both the blocks. 

For this purpose, a 2-bit string is needed, where '01' will indicate the replacement of 

the second block (0 for no replacement and 1 for replacement}, '1 0' will denote the 

replacement of the first block, and '00' or '11 ' are meant for changes in both the blocks 

of a pair. 

In round 1 of MMA T, there are 64 blocks of 8 bits each, i.e. there are 32 pairs 

of blocks. Hence, for this round 32 numbers of 2-bit strings will be required for the 

key. This means that the part of the key representing this round will have 32><2 = 64 

bits. Two bits of the key are read at a time and the particular block-pair is modified 

depending on this 2-bit string. Similarly, for round 2, the part of the key will have 16 

numbers of2-bit strings, which is equal to a 32-bit string. In the same manner, the last 

round with block-size 256 will have just a single 2-bit string for the key. In this way, 

including all the rounds, the key will be 64 + 32 + 16 + 8 + 4 + 2 = 126 bits long. The 

formation of the key will be more understandable from the following example. 

Round 1: Block-size = 8 bits Number of blocks = 64 
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This means that in the first round ofMMAT, where the block-size is 8 bits, the 

blocks of8 bits will be substituted according to the supplied key. For example, fur the 

first pair of block 1 and block 2, the 2 -bit string is '11 '. Therefore, both the blocks will 

be substituted as discussed in chapter 7. Similarly, for the pair of block 7 and block 8, 

only block 7 will be replaced as in MAT since the key string is '10'. For the pair of 

blocks 13 and 14, both will be replaced since the key-string is '00'. Hence, the part of 

the key for this round is 11010010 01100010 11011101 01101111 00100110 

00101101 11001001 11101010. 

Round2: Block-size = 16 bits Number of blocks = 32 

Part of the key for this round is 10011100 10101111 01001110 01011000. 

RoundJ: Block-size = 32 bits Number of blocks = 16 

Part of the key for this round is 00001111 00110111. 

Round-/: Block-size = 64 bits Number of blocks = 8 

Part of the key for this round is 01101100. 

RoundS: Block-size = 128 bits Number of blocks = 4 

Part of the key for this round is 11 01 . 

Round6: Block-size = 256 bits Number of blocks = 2 

Part of the key for this round is 01. 
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Concatenating all the parts of the key for the individual rounds, the final key 

of 126 bits is obtained as 11010010 01100010 11011101 01101111 00100110 

00101101 11001001 111010101001110010101111 01001110 01011000 00001111 

00110111 01101100 1101 01 . 

11.5 Format 4 

For algorithms like BOS and BET, formats 1 and 2 of the encryption key are 

not suitable since the number of iterations to form a cycle in each round is very small. 

For the maximum number of iterations in each round of these algorithms, just 5 bits 

will be enough. It should also be kept in mind that the size of the blocks should be 

multiples of 8, otherwise it would be difficult to implement the cipher in an Intel 8085 

based system. Hence, other formats suggesting the block-size to be non-multiple of 8 

have been avoided. Format 4 has been proposed specially for BOS and BET, although 

it may well fit into other proposed algorithms. 

In this format, 5 bits are used to represent the number of iterations in a 

particular round. For a particular chunk of 512 bits, where there are 7 rounds, another 

7 bits are used to represent the status of the iterations. Each bit in this 7 bit field 

denotes a particular round starting from the MSB. A '1' for a particular round means 

there are iterations to be performed in this round whose number is given by the 5-bit 

field. On the other hand, a '0' means no iterations, i.e. that particular round is executed 

only once. For example, if the 7 -bit field is 1011101, then round 1, round 3, round 4, 

round 5 and round 7 will have to be iterated whose number will be given by the 5-bit 

fields, whereas round 2 and round 6 will have to be executed only once, whatever 

may be the values in the 5-bit fields. A total of 7x5 = 35 bits will be needed for the 

iterations in the 7 rounds. Hence, for a chunk of 512 bits, the part of the key would be 

as follows: 

Round I 
iterations 
s bits 

Round2 
Iterations 
s bits 

Round 3 Round 4 Round 5 Round 6 Round 7 
iterations iterations iterations iterations iterations 
s bits s bits s bits s bits s bits 

This part of the key will be 42 bits long. Three such strings with different bit 

patterns are concatenated to form the final key of3x42 = 126 bits. During encryption, 
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the first chunk of 512 bits is read from the source file and it is encrypted with the first 

42 bits of the key. Then the second and third chunks are encrypted using the second 

and third 42 bits of the key respectively. Since all three parts of the key are exhausted 

for encrypting three chunks of the source file, the fourth chunk of 512 bits from the 

source file is encrypted with the first part of the key. ln this fashion, the three parts of 

the key are used again and again to encrypt the whole source file. Encryption may end 

with any part of the key depending on the size of the source file. It is worth 

mentioning here that the minimum size of a file to be encrypted using this key format 

will be 3x512 bits, i.e. 1536 bits, which is equal to 192 bytes. Practical experiences 

have shown that even a small text file containing an e-mail is about 4 K.B. Hence, 

there should not be any problem in using this fonnat of the encryption key. 

11.6 Conclusion 

There are so many other existing key formats that can be used for the proposed 

algorithms. Many researchers have suggested key formats involving variable 

segments of a file and the corresponding rank of those segments. Although this type 

of fonnat is very useful in enhancing the security of the proposed algorithms, they can 

be employed for the high-level implementations only. The main issue at this instance 

is the 8085 microprocessor-based implementations. Hence, the formats suggested in 

this chapter are made as simple as possible, keeping in mind the word length of the 

Intel 8085 microprocessor. 

For each ofthe combinations like OMAT+BET and MMAT+DSPB, two keys 

will be necessary, thereby enhancing the security imparted by these algorithms. Two 

keys together will fonn a very large key space. The formats of the encryption keys for 

OMA T and BET have been considered separately due to the dissimilar natures of 

these algorithms. Hence, two separate keys are must for the OMAT+BET 

combination. Since MMA T and DSPB may share the same key fonnat, only one key 

may be used repeatedly for the MMA T +DSPB combination. 

Since the keys in the proposed formats are long enough, they may be 

considered computationally secure. Even then, more vigorous testing is required 

before it can be taken for granted that the proposed schemes are not vulnemble to any 
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kind of attack. Table 11.4 lists the efforts required to break the proposed keys using 

the brute force (exhaustive search) method. 

Table 11.4: Brute force attack on the proposed key formats 

Proposed Key length Nwnberof Time required at Time required at 
Key (bits) alternate keys I encryptionlf.tS I 06 encryptionlps 

Format I 112 5.192Jx loJ3 8.23233x 1019 years 8.23233)( 1013 years 

Fonnat2 104 2.0282x I 031 3.21 S7Sx 1011 years 3.2157Sx J011 years 

Fonnat3 126 8.501) X J 0)7 1.34879x lo%4 years 1.34879x 1011 years 

Format4 126 8.507J xJ 037 t .34879x I 024 years 1.34879x 1011 years 

The figures from table 11 .4 indicate that the proposed keys are not vulnerable 

to brute force attack, which in tum makes the proposed algorithms computationally 

secure. Even the~ it does not necessarily mean that the key should be of excessively 

long size, because this, in tum, may be regarded as an overhead Hence the proposed 

keys have been designed while keeping a proper balance between these two issues. 

Last, but not the least. the proposed algorithms and the corresponding keys are 

feasible for the intended targets, more precisely microprocessor-based systems. 


