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Modulo-Arithmetic Technique (MAT) 

S.llntroduc:tion 

The schemes presented so far in this thesis were transposition ciphers and their 

strengths and weaknesses have already been discussed. However complicated they 

may be, the number of runs, and hence the weight (number of l's or O's ), of the binary 

string being encrypted remained the same. Some of these algorithms were not very 

effective to show the diffusion property. To overcome these weaknesses, a new 

microprocessor-based bit-level cipher has been proposed in this chapter, where the 

encryption is done through a Modulo-Arithmetic Technique (MAT). Like in the 

previous cases, the original message is considered as a string of 512 bits, which is 

then divided into a number of blocks of equal size, each containing n bits, where n is 

any one of 8, 16, 32, 64, 128, 256. The two adjacent blocks are then added where the 

modulus of addition is 2". The result replaces the second block, first block remaining 

unchanged. The technique is applied in a cascaded manner, doubling the block-size in 

each round. 

Modulo-addition has been implemented in a very simple manner in order to 

avoid complex computations, so that the cipher may be easily implemented in an 8-bit 

microprocessor system. The decryption is done by using the reverse process, i.e. 

modulo-subtraction. 

5.2 The Modulo-Arithmetic: Technique 

In the proposed scheme, the source file is input as binary strings of 512 bits, 

though it may also be implemented for strings of larger sizes. The input string, S, is 

first broken into 8-bit blocks so that S = B,~BJ ....... B63B64. Starting from the MSB, 

the blocks are paired as (BJ~). (B3,B4), (Bs,B6) and so on. The MAT operation is 

applied to each pair of blocks. The process is repeated, each time doubling the block

size till it is 256. Section 5.2.1 presents the process in detail. 
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5.2.1 Algorithm for MAT 

Round 1: After breaking the input stream into blocks of 8 bits each and 

pairing the blocks as explained, the first member of each pair is added to the second 

member where the modulus of addition is 2" for block size n (n=8 in Round 1). For 

example, for 4-bit blocks, the modulus of addition will be 16. The second block of the 

pair is replaced by the result of the modulo-addition, while the first block is kept 

unchanged. 

This round (and also the subsequent ones) is repeated for a finite number of 

times and the number of iterations will form a part of the key, which is discussed in 

chapter 11. 

Round 2: The same operation as in Round 1, over the intermediate string 

generated by it, is performed with block-size 16. 

In this fashion several rounds are performed, each time doubling the block

size, till it is 256 in Round 6. The output from Round 6 is the final encrypted string. 

During decryption, similar type of process is followed, but the reverse 

operation, i.e. modulo-subtraction, has to be performed instead of modulo-addition. 

Further, the block-size is reduced from 256 down to 8 through the several rounds of 

the decryption process. The number of iterations to be performed in each round of 

decryption is obtained from the key. 

5.2.2 The modulo-addition operation 

An alternative method for modulo-addition is pr{)posed here to make the 

calculations simple. The need for computation of decimal equivalents of the blocks is 

avoided here since we will get large decimal integer values for large binary blocks. 

The method proposed here is just to use binary addition and discard the 'CARRY' bit 

out of the MSB to get the desired result. For example, the addition of 1101 with 1001, 

modulus of addition not being considered, will produce 10110. In terms of decimal 

values, 13 + 9 = 22. Taking the modulus of addition into consideration, which is 16 in 
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this case (24 = 16 for 4-bit addition), the result of addition will be 6 (22 - 16 = 6). 

Discarding the CARRY from 10110 is equivalent to subtracting 10000 (i.e. 16 in 

decimal). So the result will be 0110, which is equivalent to 6 in decimal. The same is 

applicable to any block-size. Hence, instead of going through complex computations 

for performing modulo-addition, just discarding the CARRY bit will serve the 

purpose and it will also make the microprocessor-based implementation very simple. 

5.3 Example of MAT 

Although the proposed scheme has been implemented for a 512-bit input 

string, a string of only 32 bits, say S = 110011110001100110001l0011011011, is 

considered here as an example to make it uncomplicated. 

Round 1: Block-size = 8, number of blocks = 4 

Input: 

11001111 I 00011001 1 10001100 I 11011011 

Output: 

11001111 11101000 10001100 01100111 

Round 2: Block-size = 16, number of blocks= 2 

Input: 

., -1-1 00-1-11-=~:--; 1_1_0_1 000---r--1_000_ 1_1 000---~-11-00_1_1_1 --, 

Output: 

1100111111101000 0101110001001111 

Since only 32-bit string has been considered, it is not possible to proceed 

further and just two rounds are performed. The output from Round 2, say S', is the 

encrypted stream, i.e. S' = 11001111111010000101110001001111. 
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Unlike the algorithms discussed in preceding chapters, it was not possible to 

regenerate the original block by iterating a round for block-sizes larger than 16. Also 

if the number of iterations to complete a cycle is too large, then it may take more time 

during decryption. Hence, it is proposed that the reverse process, the modulo

subtraction technique, be used for decryption. The algorithm for subtraction will not 

be so much different from that of addition. 

Although it has been proposed to break the input string into blocks of sizes 

that are exponents of 2, the scheme will work equally well with any block-size. The 

only constraint is that, in a particular round, all the blocks should be of the same size. 

5.4 Mic:roprocessor-bued implementation 

To implement the scheme in an Intel 8085 microprocessor-based system, for 

block-sizes greater than 8 bits, the addition/subtraction is performed taking 8 bits at a 

time starting from the least significant byte and passing the carry/borrow to the next 

set of 8 bits. 

In order to realize the scheme, 512 bit data is stored in memory (say FAOOH 

onwards) and the routines for 8, 16, 32, 64, 128 and 256 bits are applied. The routines 

for 8-bit encryption and decryption are presented in sections 5.4.1 and 5.4.2, 

respectively. The routines for 16-bit encryption and decryption are put down in 

sections 5.4.3 and 5.4.4, respectively. Few modifications in 16-bit MAT will be 

necessary for higher block-sizes and these instruction-by-instruction amendments are 

listed in table 5.1. 

5.4.1 Routine for 8-bit MAT eoc:ryptioo 

The routine for 8-bit MAT encryption is very simple. Starting from F AOOH, 

the first byte of each pair is read from memory into the accumulator and added to the 

second byte that is kept in memory. The first byte and result of addition is sent back to 

memory at the location reserved as result area (starting from F900H). This is repeated 

till the last pair of bytes has been processed and sent to the result area. The CARRY 

flag is ignored during addition. 
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Program area F800H onwards 

Data area FAOOH onwards (512 bits. i.e. 64locations) 

Result area F900H onwards 

Step 1 : Load C with 20H 
Step 2 : Load HL pair to point to memory location F AOOH 
Step 3 : Load DE pair to point to memory location F900H 
Step 4 : Move the content of memory to A 
Step 5 : Store A into memory location pointed to by DE pair 
Step 6 : Increment both HL and DE pairs 
Step 7 : Add the content of memory to A (HL pair gives the location) 
Step 8 : Store the result into memory location pointed to by DE pair 
Step 9 : Increment both HL and DE pairs 
Step 10 : Decrement C 
Step 11 : Repeat from step 4 till C is zero 
Step 12 : Return 

5.4.2 Routine for 8-bit MAT decryption 

Although decryption also can be implemented using modulo-addition, 

modulo-subtraction has been used to make it simple and efficient. Here also, data

byteS are assumed to be stored in memory from F AOOH onwards. Other assumptions 

are also same as in the routine for encryption. A comparison has been made to decide 

which byte is larger. 

Step 1 : Load C with 20H 
Step 2 : Load HL pair to point to memory location F AOOH 
Step 3 : Load DE pair to point to memory location F900H 
Step 4 : Move the content of memory to A 
Step 5 : Store A into memory location pointed to by DE pair 
Step 6 : Increment both HL and DE pairs 
Step 7 : Compare the content of memory with A (location given by HL pair) 
Step 8 : If Cy = 0 jump to step 11 
Step 9 : Subtract the content of memory from A (location given by HL pair) 
Step 10 : Jump to step 14 
Step 11 : Move the content of A to B 
Step 12 : Move the content of memory to A 
Step 13 : Subtract the content of B from A 
Step 14 : Store the result into memory location pointed to by DE pair 
Step 15 : Increment both HL and DE pairs 
Step 16 : Decrement C 
Step 17 : Repeat from step 4 till C is zero 
Step 18 : Return 
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5.4.3 Routine for 16-bit (and higher) MAT encryption 

The data is assumed to be in the memory from F900H onwards. The bytes are 

read, processed and sent back to the same locations. 

Step l : Load C with 1 OH 
Step 2 : Load HL pair to point to memory location F90 1 H 
Step 3 : Load DE pair to point to memory location F903H 
Step 4 : Clear A and Cy (XRA A) 
Step 5 : Load 8 with 02H 
Step 6 : Load A with the content of memory location pointed to by DE pair 
Step 7 : Add the content of memory to A with CARRY 
Step 8 : Store A into memory location pointed to by DE pair 
Step 9 : Decrement both HL and DE pairs 
Step 10 : Decrement B 
Step II : Repeat from step 6 till B is zero 
Step 12 : Load B with 06H 
Step 13 : Increment both HL and DE pairs 
Step 14 : Decrement B 
Step 15 : Repeat from step 13 till B is zero 
Step 16 : Decrement C 
Step 1 7 : Repeat from step 4 till C is zero 
Step 18 : Return 

For higher block sizes, few modifications will have to be made in the routine 

for 16-bit for MAT encryption. The amendments to be made for each block-size 

higher than 16 bits are listed in table 5.1. 

Table 5.1: Amendments for MAT encryption with higher block-sizes 

Steps 
To be Block-size 

changed 32 bit 64 bit 128 bit 256 bit 
Step 1 lOH 08H 04H 02H OtH 
Step 2 F901H F903H F907H F90FH F91FH 
Step 3 F903H F907H F90FH F91FH F93FH 
Step 5 02H 04H 08H 16H 32H 
Step12 06H OCH 12H 18H lEH 

5.4.4 Routine for 16-bit (and higher) MAT decryption 

As in the routine for encryption, the data is assumed to be in the memory from 

F900H onwards and the bytes are read, processed and sent back to the same locations. 

The routine will be exactly the same as that of encryption except at step 7, instead of 
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adding the content of memory to A with CARRY, it should be subtracted from A with 

BORROW. Hence, the whole routine is not listed here to avoid mere repetition. The 

modifications needed for higher block sizes will also be the same as in encryption. 

5.5 Results and comparisons 

The evaluation of MAT has been done using the methods already discussed in 

section 1.8.3. It has been tested in its weakest fo~ i.e., having just one pass (no 

iterations) in each roun~ so that the strength of the algorithm will increase during 

actual implementation. The results of the tests have been compared with those of 

Triple DES. 

As in all the preceding algorithms, four categories of files, namely .dll, .exe, 

.jpg and. txt, have been considered for the purpose of testing and five different files of 

varying sizes have been included in each category and put through the MAT 

algorithm. 

5.5.1 Character frequency 

As done in previous cases, among the twenty files encrypted, the results of just 

one file in each category are shown here for the sake of brevity. Figure 5.1 shows the 

frequencies of all the 256 characters in the .dll source file and the ones obtained as 

results of encryption with MAT and Triple DES. Likewise, figures 5.2 through 5.4 

illustrate the comparative character-frequencies for files of other three categories. 

As usual, very high frequencies of few characters in some graphs have been 

truncated to make the low values quite visible, otherwise they will look like almost 

zero values. 

In the original .dll file, the characters are clustered in some regions and almost 

negligible in some portions. The same file, when encrypted with MAT has more or 

less equal character-frequencies, which means that they are distributed evenly 

throughout the character space. The character with ASCTI value 0 is the only one 
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exception, which has quite a high frequency. The result of MAT has been compared 

to that of Triple DES. ln the result of Triple DES, most of the characters are 

distributed evenly in the character space, but some of them have abruptly high 

frequencies. 

Similar explanations as in the case of .dll file bold true for .exe file also, 

because the result for the .exe file is almost similar to that of the .dll file. 

The performance of MAT in case of the .jpg file is quite good as it is evident 

from the frequency graphs. The frequencies obtained from MAT and Triple DES are, 

more or less the same. The characters are homogeneously distributed in the character 

space for both MAT and Triple DES encrypted .jpg file. 

In the original.txt file, the frequencies of almost half of the total characters are 

nil. This is due to the absence of the non-printable characters. The characters are fairly 

distributed over the character space after the file is encrypted by MAT. The result is 

quite comparable with that of Triple DES. 

5.5.2 Chi-Square test and encryption time 

To check the heterogeneity between the original and encrypted pairs of all the 

twenty files, the i -test, as usual, was performed. The i values and encryption times 

due to MAT were compared with those due to Triple DES. Each category of files has 

been dealt with separately. The comparative i values and encryption time for MAT 

along with those for Triple DES in case of .dll files are listed in table 5.2. The 

comparisons in table 5.2 can be visualised in figure 5.5. 

Table 5.2: i-test forMAT with .dll files 

Sl. Original Files~ 
MAT Triple DES 

No. file (bytes) iime t OF 
Time t OF 

(sees.) (sees.) 
I l.dll 20480 0.054945 6658 255 06 29790 255 
2 2.dll 53312 0.109890 19150 255 l6 43835 255 
3 3.dll 90176 0.329670 41532 255 26 66128 255 
4 4.dU 118784 0.494505 136269 255 34 1211289 255 
5 5.dll 204800 0.714286 534082 255 69 2416524 255 
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Figure 5.5: MAT vs. Triple DES in i-test of .dll files 

The performance of MAT in i -test with .dll files is bit weak compared to 

Triple DES. Even then, very small encryption time and large i values with 255 

degrees of freedom (DF) for all five .dll files indicate the strength of MAT. Since 

Triple DES is quite complicated compared to MAT, it takes a long time to encrypt a 

file. Table 5.3 and figure 5.6 gives the results of the test for .exe files. 
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Table 5.3: i-test for MAT with .exe files 

File size 
MAT Triple DES 

Tim.e Time (bytes) 
(sees.) ·l OF (sees.) r 

23104 0.054945 7077 255 12 8772 

52736 0.164835 211 13 255 15 43426 
131136 0.384615 978811 255 29 986693 

170496 0.549451 238430 255 49 475893 
200832 0.714286 2601366 255 58 1847377 

23104 52736 131136 170496 
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Figure 5.6: MAT vs. Triple DES in i -test of .exe files 
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The test results of MAT for .exe files are better than those for .dll files and, in 

case of some files. even better than Triple DES. Moreover. the encryption times are 

much less than that of Triple DES. The test results for .jpg files are listed in table 5.4 

and illustrated by figure 5.7. 

Sl. Original 
No. file 

1 1.jpg 
2 2.jpg 
3 J.jpg 

4 4Jpg 
5 5.jpg 
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Table 5.4: i -test forMAT with .jpg fiJes 

File size 
MAT Triple DES 

Time Tune (bytes) 
(sees.) t DF 

(sees.) t 
28544 0.054945 4179 255 08 4331 
71232 0.219780 2671 255 21 2916 

105600 0.329670 5087 255 31 5227 
160704 0.494505 21061 255 47 22314 
216576 0.714286 28771 255 63 29824 

28544 71232 105600 160704 216576 
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Figure 5.7: MAT vs. Triple DES in i-test of .jpg tiles 
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The result for .jpg files shows a great scope of reliability for MAT and is very 

close to that of Triple DES. High i values, all with 255 degrees of freedom (OF), and 

very small encryption time compared to Triple DES for all five files, prove the 

strength of MAT. The results for .txt files are given by table 5.5 and figure 5.8. 

Table 5.5: i-test for MAT with .txt files 

Sl. Original File size 
MAT Triple DES 

Time Time No. file (bytes) 
(sees.) t DF 

(sees.) t DF 

I tl.txt 6976 0. ()()()()()() 10269 210 02 10629 183 
2 t2.txt 23808 0.109890 31443 255 07 32638 255 
3 t3.txt 58688 0.219780 78276 255 17 82101 255 
4 t4.txt 118784 0.329670 161141 255 35 170557 255 
5 tS.txt 190784 0.659341 407030 255 55 430338 255 
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118784 \90784 

Figure 5.8: MAT vs. Triple DES in r-test of .txt files 

The nature shown by MAT for .txt files is very much similar to that shown for 

.jpg files and, hence, needs no further explanations. The encryption time listed as 

0.000000 sees. is not actually a zero value but very close to zero and has been 

truncated to be accommodated in the table. 

5.5.3 Avalanche and runs 

A small change in the plain-text bas to create an avalanche in the cipher-text to 

prove the strength of the cipher. To examine this aspect of MAT, a 32-bit binary 

string was repeatedly encrypted, first keeping the original string unaltered, and 

subsequently each time complementing one bit of the plain-text. The differences 

between the cipher-texts were noted and the number of runs was also counted in each 

plain-text and the corresponding cipher-text. The difference of runs in each plain

text/cipher-text pair was also noted. Table 5.6 shows the results of this test for MAT. 

A close look into the table reveals that MAT can produce a good amount of 

effect in the cipher-text with a very small change in the plain-text. The only 

exception is the first byte which does not change during encryption. Nevertheless, 

MAT causes a sufficient amount of diffusion and, in addition, there are a lot of 

differences in runs between the plain-text and the cipher-text in most of the cases. 

Since MAT involves modulo-addition up to 256 bit, it causes a good substitution that 

is quite evident from the results. 
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Table 5.6: Avalanche and runs in MAT 

Bit Plain-text Cipher-text Number of runs 
~lemented (Hex) (Hex) Plain-text Cipher-text Difference 

None 41450450 41861 5AA 19 19 0 
I"' ' C l450450 CJ06962A 18 20 2 

2NII 01450450 A1 E6760A 17 16 1 
31W 61450450 910665FA 19 18 1 
4 51450450 89CE5DF2 2 1 16 5 
SIH 49450450 85CAS9EE 21 18 3 
6'" 45450450 83C857EC 2 1 14 7 
7TH 43450450 80C554E9 19 19 0 
8 '" 40450450 8146556A 17 22 5 
9 '" 41 C50450 818655AA 17 20 3 

10'" 41050450 81E6560A 17 16 I 
II'" 41650450 8ID655FA 19 18 I 
12'" 41550450 81CES5F2 21 16 5 
13 111 41400450 81C255E6 19 18 1 
141lt 41410450 81C855EC 17 16 1 
IS 41470450 81C555E9 17 19 2 
16 41440450 81C6DC6A 19 18 I 
17' " 41455450 81C61CAA 21 18 3 
181lt 41459450 81C6760A 19 14 5 
19 4 14SF450 81C645DA 17 16 I 
20 111 4145C450 81 C65DF2 17 14 3 
2 1:il 4145DE50 81C651E6 17 14 3 
22NU 41450050 81C657EC 17 14 3 
231W 41450650 81C656EB 19 17 2 
24'" 41450550 81C6566A 21 18 3 
25 '" 4 1450400 81C656AA 19 20 I 
26TH 41450410 81C6560A 17 16 I 
27 41450470 81C655DA 17 18 I 
28'" 41450440 81C655F2 17 16 1 
29 '" 41450458 81C65SF2 19 16 3 
30m 41450454 81C655EE 2 1 16 5 
31"' ' 41450452 81C655EC 2 1 16 5 
J2NII 41450451 81C65SEB 20 17 3 

5.6 Conclusion 

The use of arithmetic involving large integers has been avoided by means of a 

very simple alternative. This makes MAT very much feasible for implementation into 

the intended target without loosing its credibility. Due to its simplicity and other 

advantages, it may be a good algorithm to be employed independently or in a 

cascaded manner with a transposition cipher. MAT takes litt1e time to encode and 

decode though the block length is high. The encoded string will not generate any 

overhead bits. 


